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1. HEJIM 1 3AJJAYU TUCHUITJINHBI
1.1. Heau AMCHUIVIMHBI W3Yy4YEHUE CTYJCHTOM OCHOBHBIX BHJIOB
ySI3BUMOCTEM, METOJIOB U CPEJICTB MX aHAJIN3a U YCTPaHEHHS.

1.2. 3agaun ocBOEHHS TUCHUILTHHBI

v dbopMHpOBaHWE HABBIKOB JKCIEPTHU3BI KAadeCTBA W HAJICKHOCTH
peanuzainuii MporpaMMHBIX M MPOrpaMMHO-AIMApPAaTHBIX CPEACTB OOECIeUeHUsI
nH(OPMAITMOHHON O€30TTaCHOCTH;

v dbopMHpOBaHNE HABBIKOB aHAM3a NPOTPAMMHBIX peaau3anuid Ha
npeaMeT HAJTUYus YI3BUMOCTEH.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OIIOII
JucruinHa «AHAIA3 YSI3BUMOCTEH KOMIIBIOTEPHBIX CHCTEM M CETeh»
OTHOCHUTCS K JUCIUIUTHHAM YacTH, OPMUPYEMOH YJaCTHUKAMH 00pa30BaTEIbHBIX
OoTHOIIEHHUH O10ka b1.

3. HEPEYEHDb IIVIAHUPYEMBIX PE3YJIbTATOB OBYUEHUS 110
JAUCHUIIJIMHE

[Ipomecc m3yueHUs TUCIUTIIMHBI «AHAIW3 YSI3BUMOCTECH KOMITBIOTEPHBIX
CHCTEM U CeTeil» HampasiieH Ha GOpMHUPOBAHUE CICAYIOMIUX KOMIETECHIIUNI:

[1K-4.1 - CriocobeH aHanM3upOBaTh 3alTUIIEHHOCTh M OIICHUBATh YPOBEHD
0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH

I[IK-45 - ChonocobeH  aHaIM3UpPOBATh  YSA3BUMOCTH UM YIPO3BI
MH(OPMAITMOHHON 6€30MaCHOCTH B KOMITBIOTEPHBIX CUCTEMAaX U CETSIX

Pe3yabTarhl 00y4eHHsl, XapaKTepHU3yHOIIHe

Komnerenuus
c¢opMHPOBAHHOCTH KOMIIETCHIIUH

[1K-4.1 3HATh YSA3BUMOCTH KOMIIBIOTEPHBIX CUCTEM U CETer

yMETb pa3padaTbIBaTh NPEAJIOKEHUS MO0 YCTPAHEHUIO
BBISIBJICHHBIX YA3BUMOCTEN

BIIAJICTh HABBIKaMU (DOPMYIUPOBAHUS TIPEITIOKESHHM 110
YCTPAHEHUIO BBISABJICHHBIX YSI3BUMOCTEW KOMITBIOTEPHBIX
ceTen

[1K-4.5 3HATh OCHOBHBIC KJIaCChI M BUJIbI YA3BUMOCTEH IIPOTrPaMMHOTO
obecrieyeHust




YMETh aHAJIM3UPOBATh MPOTPAMMHBIE, APXUTEKTYPHO-
TEXHUYECKUE U CXEMOTEXHUYECKHUE PEIICHUSI KOMIIOHEHTOB
aBTOMATU3UPOBAHHBIX CUCTEM C LI€JIbIO BBISBJICHUS
NOTEHIMAIBbHBIX YS3BUMOCTEN CUCTEM 3alIUThl UHPOpMaLIUU
ABTOMATU3UPOBAHHBIX CUCTEM

4. OBBEM IUCHUIIVINHBI

OO01ast TpPyA0EMKOCTh AUCIUIIINHBI «AHATU3 YSI3BUMOCTEN KOMITbIOTEPHBIX
CUCTEM U CETEW» cocTaBiseT 9 3.e.

Pacnipenenenne Tpy10€MKOCTH JUCLUIUIMHBI ITO BUAAM 3aHATUN

ouyHasi popma o0OyueHust

Buel yueO6HOM paboThI E::;;) C; MCCTplbé
AyauTOpPHBIE 3aHATHS (BCET0) 126 54 72
B ToMm uucie:

Jlexuu 72 36 36
[Tpaktrueckue 3anstus (I13) 54 18 36
CamocrosiTesibHas padoTa 126 18 108
Yacel Ha KOHTPOJIb 72 36 36
Buibl mpOMEXKyTOUYHOM aTTECTALMU - YK3aMEH + + +
OO6u1ast TpPy10€MKOCTb:
aKaJIeMUYECKHE Yachl 3a4.€]. 324 108 216
9 3 6

5. COAEPKAHUE JUCLUATIAHBI (MOLY.JIST)

5.1 Copaepxanne pa3gejioB JUCHUILVIMHBI W pacnpeaejieHue
TPY10€MKOCTH MO BUAAM 3aHATHI

ouyHasi popma oOyueHust

Ne IIpax Bcero,
Haumenopanue Tembl Copnepixanue paszena Jlexn P CPC
n/n 3aH. yac




BBeaenue B aHanus
YA3BUMOCTEH

Ilomsatne yrpo3sl W YSI3BUMOCTH U aTakH.

Kiaccudpukanms 7 KJIACCU(PUKATOPHI
ysa3Bumoctei. Ilonstus "ysa3BuUMoOCTh koxa',
"ya3BUMOCTh ~ KOH(purypaumun", "ys3BHMOCTb
apXUTEKTYypHl", "OopraHu3anoHHas

ySI3BUMOCTB'", "MHOTO(aKkTOpHas ysI3BUMOCTB".
baza maHHBIX OOIIEU3BECTHBIX YA3BUMOCTEH
uHpopmanmonHoit 6e3omacHoctn CVE (anrim.
Common Vulnerabilities and Exposures). O630p
Oanka JTAHHBIX yTpo3 0e301MacHOCTH
napopmanun ~ DenepanpHas  cayxkba 1Mo
TEXHHYECKOMY W OKCIIOPTHOMY KOHTPOIIIO
OCTOK Poccuu. PernameHT  BKIIOYEHHS
nHopManuu 00 YySI3BUMOCTSIX IPOrPaMMHOTO
obecrieueHns 1 mporpaMM-

HO-aNIapaTHBIX CPEACTB B OaHK JAHHBIX yrpo3
6e3omacaoct uHpopmanuun DGCTOK Poccun.
Cranmapr Common  Vulnerability —Scoring
System (CVSS). 'OCT P 56546-2015. TOCT P
58142-2018 METOIAbl U  CPEIACTBA
OBECIIEUEHU A BE30OITACHOCTHU
Jeranuzanus aHaJIu3a ySI3BUMOCTEH
MIPOTPAMMHOTO O0ECIICUEHHSI B COOTBETCTBHHU C
I'oOCT P HCO/MDBK 15408 u T'OCT P
NCO/MBK 18045 Krnaccugukarus
YSI3BUMOCTEHN HHPOPMATNOHHBIX CHCTEM.
Krnaccudukarms JKCILIOMTOB. AHanus
CTaH/IAapPTOB M METOJUK TECTUPOBAHUS Ha
NPOHUKHOBEHHE.  YSI3BUMOCTH HYJEBOTO JHS.
O630p Hamboyiee  pacIpOCTPAHEHHBIX U
KPUTHUYECKHX YSI3BUMOCTEH.
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ATnmaparHble ySI3BUMOCTH

AnnapartHasi yA3BUMOCTb KaT€rOpHU YTEYKa I10
croponHeMy kaHainy (Meltdown). I'pynmna
anmapaTHeIX ~ ys3BUMocTeli  —  Spectre.
VYsa3pumoctu
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MHUKPOIPOTrpaMM B MOCTOSIHHBIX
3alOMUHAIOIINX ~ YCTPOMCTBAX,  YSI3BUMOCTH
MHKPOIPOrpamMm B MIPOTPaMMHPYEMBIX
JIOTHYECKUX WUHTErPaTbHBIX cXeMmax,
YSI3BUMOCTH 0a30BOM CHCTEMBI BBOJIa-BHIBOJA,
ysi3BuMocTH [1O KOHTPOJUIEPOB yHpaBIICHHS,
unrepdeiicon yIpaBIeHUS u JpyrHe
VSI3BUMOCTH. YSI3BUMOCTH B TOPTAaTHBHBIX
TEXHHUYECKUX CPEJICTBAX. YI3BUMOCTH B CETEBOM
(KOMMYHUKAIIHOHHOM,

TEJICKOMMYHHUKAIIHOHHOM ) 000pyI0BaHUM.
YS3BUMOCTH B CPEJICTBAX 3aIIUTHI HH(POpMAIHH.

HpOI‘paMMHLIe YA3BUMOCTHU

VYsa3pumoctu B oOmecucreMuom (obmem) T10.
Va3zsumoctu B npuxiaaaom I10. Ysa3pumoctu B
cnenrainsHoM [10
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4 [MeToabl U HHCTPYMEHTBI MeTobl: SKCIEPTHBINA M CTaTUCTHYECKUN
aHaIM3a yA3BUMOCTEH B cdepe|aHanus, aHann3 JOKYMEHTAINH, CKAHUPOBAHUE
nH}popMannoHHOH YS3BUMOCTEH, MOJETNPOBAHHE aTaK,
0e30macHOCTH TECTUPOBaHKNE Ha IPOHUKHOBEHUE,
BU3yaIn3alysl JaHHBIX. MeTomonorus
TECTHPOBaHUS HAa IPOHUKHOBEHHE: Pa3BEIIKa,
CKaHMPOBAHWE U NEPEUHCICHNE, TOTyICHHE
JIOCTYIIa, TOBBIICHNE TPUBUIICTUH,
MoJIep’KaHue JOCTYIIa, 3aMETaHHe CIIC/IOB,
cocraBieHue otuéra. [lonyuenue ornedarka
cOop MHpOpMAIMNU: pa3BeIKa [0 OTKPHITHIM
MCTOYHHKAM, UCTIOJIb30BAaHHE OOLIUX
PecypcoB, 3alpoc CBEIACHNAN O PETHCTPAIINH,
ananu3 3anuceit DNS, nosydueHue cBeJieHHit 0
MapuIpyTHU3al1y, aBTOMaTU3UPOBAHHbIC
WHCTPYMEHTEHI [ CHATHS OTIIEYaTKOB U cOopa
nHpopManuu. MeToabl CKaHNPOBAaHHUA U
YKJIOHEHHMSI: CKAHUPOBaHHE NIOPTOB, CETEBbIC
CKaHepHl, aBTOMATHIECKOE CKAaHUPOBAHHE
ysa3Bumocteil. TectupoBanne web-
NPWIOKEHUI: BeO-aHAIN3, MEXCalTOBbIE
cuenapuu, SQL — unbexnud. TectupoBanue
0ecIIpoBOTHBIX CETEH Ha MPOHUKHOBEHHE:
pa3Bezka B O€CIIPOBOHOM CeTH,
MHCTPYMEHTHI TECTUPOBAHMS, aHAIIN3
OecrpoBotHOTO Tpaduka. MoOMITBHOE
TECTUPOBaHUE Ha MpOoHUKHOBeHHE ¢ Kali
NetHunter. MacTpymeHTs! ananuza
ysssumocteit Kali Linux. 36 | 30 [ 66 | 132
HUroro| 72 54 126 252

5.2 IlepeyeHnb 1adopaTOpHBIX padoT
He npenycMoTpeHo y4eOHBIM MJIaHOM

6. MIPUMEPHAS TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT) U
KOHTPOJIBHBIX PABOT
B coorBercTBHM C y4eOHBIM TUTAHOM OCBOCHHE JUCIUIUIUHBI HE
MIpeTyCMaTPUBAET BHITIOJIHEHUE KYypCOBOTO TPOEKTa (paboThl) WM KOHTPOJIbHON
padoTHL.

7. OUEHOYHBIE MATEPUAJIbBI U1 TIPOBEJIEHUS
IMPOMEKYTOUYHOM ATTECTAIIMU OBYYAIOIIIUXCS 11O
JAUCHUIIJIMHE

7.1. OnucaHue nMoka3arteJieil U KpUTEpHeB OLIEHUBAHUS KOMIETEHIM HA
Pa3JIMYHBIX dTanax ux GopMuUPoOBaHHs, ONIMCAHNE KA OLeHUBAHUS

7.1.1 Tan Tekymero KOHTPOJIA

Pe3ynbTaThl TEKyIIero KOHTPOJSI 3HAHWA U MEXKCECCHOHHOW aTTECTAIMH
OLIEHUBAIOTCS T10 CIEAYIOIIEH crucTeMe:

«aTTECTOBAHY; «HE aTTECTOBAHY.



KOMHeTeH[IMﬂI PesyabraTer oGyyeHus, Kpunrtepun
quz:(l::;:;l::;yllecﬁ OLeHUBAHM ATTecTOBaH He arTecTroBan
KOMIICTCHIINH
[1K-4.1 3HATh yA3BUMOCTY|3HAaHUE ysi3BUMocTe| Bemmonnenne pabor| HerimonaneHne
KOMIIBIOTEPHBIX ~ CHCTEM W KOMITBIOTEPHBIX CHCTEM U] B CPOK, paboT B CPOK,
cereit ceTeit IIPeIyCMOTPEHHBIH | MPeIyCMOTPCHHBIH
B pabounx B pabouux
nporpaMMax IporpaMmax
yMeTb pa3pabaTbiBaTh yMeHre pa3pabaThIBaTh Brimonnenue pabor| HesbimonneHue
MIPEIOKEHHS TT0 YCTPAHEHHUIO|IPEITIOKCHUS 110 B CPOK, paboT B CPOK,
BBISIBJICHHBIX YSI3BUMOCTEH YCTpaHECHHIO HpeTyCMOTPEHHBIH | IPENyCMOTPEHHBIA
BBIABIIEHHBIX yA3BUMOCTEH B pabounx B pabouux
IIporpaMMax nporpaMmmax
BJaJCTh HaBBIKAMU BJIaJICHIE HABBIKAMHU Brmonnenue pador| Herbimonnenme
(dhopmynupoBaHus (hopmynrpoBaHus B CPOK, paboT B CpOK,
IpeIOKEHUH 1o HpeIOKEHUH 1o TIPElyCMOTPEHHBIH | IPElyCMOTPEHHBIH
YCTPAHEHHUIO BBISIBICHHBIX YCTPAHEHHUIO BBISIBICHHBIX B paboumx B pabo4ux
ySI3BUMOCTEH KOMIBIOTEPHBIX |yA3BUMOCTEN fiporpammax HporpaMmax
cereit KOMITBIOTEPHBIX CETeH
[1K-4.5 3HATh OCHOBHBIE KJIACCHI U 3HaHHE OCHOBHBIX KilaccoB H| BrimonHenue pador| HeswimonneHue
BUJIBI ySI3BUMOCTEH BUJIOB ySI3BUMOCTEH B CPOK, paboT B CPOK,
MPOrPaMMHOTO O0ECTIEUCeHHUsT |TIPOTPAMMHOTO IIPE/lyCMOTPCHHBIH | IPEyCMOTPCHHBIN
obecrieueHus B pabounx B pabounx
HporpaMmax IIporpaMMax
YMETh aHAJTM3UPOBATh YMETb aHaJIM3UPOBATh Brimonnenue pabor| HesbimonneHue
pOTPaMMHBIE, pOTPaMMHBIE, B CPOK, paboT B CpOK,
APXUTEKTYPHO-TEXHHYECKHE U|apXUTEKTYpPHO-TeXHUUEeCKHe | TPEAYCMOTPEHHBIH [ TPElyCMOTPCHHBIH
CXEMOTEXHHUYECKHE PEIIEHHS |M CXEMOTEXHUUECKHE B pabounx B pabouux
KOMIIOHEHTOB pelIeHHs] KOMIIOHEHTOB liporpamMmmax nporpaMmax

aBTOMATH3UPOBAHHBIX CUCTEM
C LIEJIbIO BBISBIICHUS

MOTEHLUAIbHBIX YSI3BUMOCTEH
CHUCTEM 3aIuThl HHQOpMaH
aBTOMAaTU3UPOBAHHBIX CUCTEM

ABTOMAaTH3MPOBAHHBIX
CUCTEM C LEJbIO BBISBIICHUS
MOTEHLUATIbHBIX
YSA3BUMOCTEH CUCTEM
3aIUThl HH)OPMAIIUU
ABTOMAaTU3UPOBAHHBIX
CHCTEM

7.1.2 DTan mpoMeKyTOYHOT0 KOHTPOJIsI 3HAHUI
Pe3ynpTathl mpOMEXKYyTOUHOTO KOHTpPOJISI 3HAHUW oueHuBarorcs B 9, 10
ceMecTpe JIJIsi OYHOM PopMBbI 00YUEHHS TI0 YETHIPpEXOATLHON CUCTEME:

COTIIMYIHO»; «XOpOII0»,; «YAJOBJICTBOPHUTCIIbHO»,; «HCYJOBJICTBOPUTCIBLHO)).

Pe3yabTaThbl 00y4eHus,
KOMl‘IeTeHHH XapaKTepu3yuime Kpurepun
PAITEPHZY purep OtanyHo Xopouo Yaosa. Heynosa.
a C(bOpMPlpOBaHHOCTb OHeHI/IBaHHﬂ
KOMIIEeTEHIUH
3HaTh ysa3BuUMocTu |Tect Bremonaenn | Bemonaenue tecta | Beimonaenne tecta| B tecte
KOMITHEOTEPHBIX ¢ TecTa Ha Ha 80- 90% Ha 70- menee 70%
- ~ - 0,
TK-4.1 CHUCTEM U CETEU 90- 100% 80% IpaBUJIbHBI
X OTBETOB




YMETb Pemenne 3amaun [[IpopemoHncTpuposal [IpogemoncTpupos | 3anauu He
paspabaTbIBaTh CTaHJIapTHBIX| PCIICHBI B H BEPHBIA X071 aH pCIICHBI
MPEIJIOKEHUS 110 |IpakTuyecku| IOJHOM peLICHUA BCPHBIH X011
YCTPaHCHUIO X 33124 obbeMe U BCEX, HO HE peleHus B
BBISIBIICHHBIX MOJIyYEHBI | MOIy4eH BEPHBIH OOJBIIMHCTBE
yA3BUMOCTEH BEpPHEIE OTBET BO BCEX 3aaa4
OTBETHI 3azayax
BJIAJICTh HaBbIKaMu |Perenue 3amaun | [IpomemoncTpupos | [IpoxemMoHcTpupoB | 3amaun He
(hopMynHpOBaHHS |IPHUKIAIHBIX | PEIICHB B |  aH BEepHBIN X0 aH pELIEHbI
MpeasIoKeHuH o 3aJa4 B MOJIHOM pelieHus Bcex, HO BEPHBIN X0
YCTPaHEHUIO KOHKPETHOH | oObeme u HE II0- pemcnud B
BBISIBJICHHBIX MPEAMETHOM | TOJy4YeHbI | Jy4YeH BEpHBIN OosbLIMHCTBE
ysI3BUMOCTEH obnactn BEpPHBIE OTBET BO BCEX 3a1aq
KOMITBIOTEPHBIX OTBETHI 3aayax
cereit
3HaTb OCHOBHbIE Tect Brinonnenu | Bemonaenne Tecra | Bemonnenne Tecta| B Tecte
KJIACCHI U BHIBI € TecTa Ha na 80- 90% Ha 70- menee 70%
YA3BHMOCTEH 90- 100% 80% MIPaBUITbHBI
MPOrpPaMMHOTO X OTBETOB
obecrieueHns
yMETh Pemenue 3amaun  [[IpomemoncTpuposal [IpoxemMoHCcTprpoB | 3amaun He
aHaJIN3HUPOBATh CTaHIApPTHBIX| PCHICHBI B H BEPHBIN X0/ aH pEIICHBI
[IPOrpaMMHEIE, npakTydecky| IMOJHOM peleHus BEPHBII X011
ApXHUTEKTYPHO- X 3a1a4 obbeme u BCEX, HO HE peLICHNS B
TeXHUYEeCKUe 1 TIOJIy4€HBI | TI0TydeH BEepHBIi OOJBIIMHCTBE
K-4.5 CXEMOTEXHUUECKHUE BEPHBIC OTBCT BO BCEX saliad

o pettiers OTBETHI 3ama4ax
KOMIIOHEHTOB
aBTOMaTU3UPOBAHH
BIX CUCTEM C LIEJIbIO
BBISIBJICHUSI
MOTEHLUATIbHBIX
ysI3BUMOCTEH
CUCTEM 3allUThI
nHbOpMaIH
aBTOMaTU3UPOBAHH
bIX CUCTEM

7.2 IlpuMepHblii NepeyeHb OLEHOYHBIX CPEACTB (THNOBbIE KOHTPOJIbLHbIE
3aJlaHUs] WM MHbIE MATEPHUAJIbl, He00XOAUMBbIE JJIfl OLIEHKHU 3HAHUI, YMEHHI,
HABBIKOB M (MJIH) ONbITA AeATEJIbHOCTH)

7.2.1 IlpumepHbIii epeyeHb 3aJaHUM J1JIs TOATOTOBKH K TeCTUPOBAHUIO

1. YUto Takoe 3KCIIONT?
1)
POrpaMMHOM OO€eCTIeYEeHU N
(2)

NpOrpaMMHOM oO0eclie4eHUN W NpUMeHsieMasi I NpPOBeJdeHHs] aTaKM Ha

KOMIIBIOTCPpHAsA mporpamMmma, HeﬁTpaHHSYIOIHaH YA3BUMOCTH B

KOMIIBIOTEpHasA MNporpamMma, MHCHOJbL3YHOINAadA YA3SBHUMOCTH B

BBIYUMC/IHUTECIBHYIO CUCTEMY
(3)

KJIaCCy OTHOCHUTCA YA3BUMOCTD,

KOMITbIOTEpHAs Tporpamma, cojepkamas ys3BuMoctu 2. K kakomy

NOSIBUBILASACS B  pe3yjibTaTe pa3pabOTKH



nporpaMMHOro obecriedyeHust 0e3 ydera TpeOOBaHMN MO 0€30MacHOCTH

uHdpopmaruu?

Otser:

(1) ys13BUMOCTD apXUTEKTYPHI
(2) ysi3BUMOCTD KO/Ia

(3) mHOTrO(aKTOPHAS YA3BUMOCTD
3. K xakoMy Ki1accy OTHOCHTCS YSI3BHMOCTH, TIOSIBHBIIASCS B PE3yJIbTaTe
BbIOOpA, KOMIIOHOBKM KOMITOHEHTOB MPOTPAMMHOTO OOCCIICUCHHUS, COJEpPIKAIINX
ySI3BUMOCTH?
(1) ysi3BUMOCTH apXHTEKTYPHI
(2) ysa3BUMOCTH KOJA
(3) mHOrodaxkTopHas ysa3BUMOCTb
4. Common Vulnerabilities and Exposures (CVE) sro...
(1) 6a3a maHHBIX yrpo3 HHGOPMAIMOHHON 0€3011aCHOCTH
(2) 6a3a DaHHDBIX 00IEN3BECTHBIX YSI3BUMOCTEl
(3) 06a3a maHHBIX PKCILIOUTOB

(4) 0a3a nmaHHBIX HaUOOJIEEe KPYITHBIX aTaK Ha BRIYUCIIUTEIbHBIC CHCTEMBI B MHpE 5.
Yro takoe CVE Numbering Authority (CNA)?

(1) unentudukaTop ys3BUMOCTH
(2) opranuszamnuu, koropbiM pa3pemeno HazHayatb CVE ID ys3BumocTsam B
COIJIACOBAHHBIX 32 HUMHU 00J1aCTAX
(3) 3KCILIOUT YySA3BUMOCTH
(4) xonmyecTBO ysA3BUMOCTEH ojHOro THma 6. Yro Takoe
Primary CAN?
(1) unentudukarop ys3BUMOCTH
(2) opranmzamnmu, KoTOpbIM pasperieHo HaszHadyaTh CVE ID ys3BuMoOCTSIM B
COTJIACOBAHHBIX 32 HUMH 00J1acTsIX
(3) 9KCILIOUT ySA3BHUMOCTH
(4) opranmsanusi, Kypupywoias Begenne CVE
7. Jlna uero ucnosb3yetrcst CVSS?
(1) nmns omeHKH yrpo3
(2) nus OLIEHKW MOTEHITMANIA HAPYIITHTEIIS
(3) nyist oeHKH ySA3BHMOCTEH
8. Kaxkas Bepcust crannapta CVSS sBisieTcst akTyanbHOM?



(1) nepsas
(2) Bropas
(3) TpeThst
(4) geTBepTas
9. Kakue MeTpuKH UCIIOIB3YIOTCS IS OIICHKH ysa3BuMocTel B CVSS?

(1) 6a3oBbIe
(2) crammapTHBIE
(3) konTexcTHBIE (4) BpeMeHHbIe (D) TOCTOSTHHBIC

10. B omucanum yrpo3sl B banke mgaHHBIX yrpo3 0e€30MacHOCTH
uH(pOpMaIMU B KAUE€CTBE UCTOYHHUKA YTPO3bl YKA3aHBI...
(1) MUHUMAJIbHBbIE BO3MOKHOCTH BHEIIHET0 WJIH BHYTPEHHEr0 HAPYIIHTEJs,
Heo0XoAuMbIe JJIsl peaTu3aluu Yrpo3bl
(2) wmakcuMaibHBIE BO3MOXHOCTH BHEIIHETO WJIM BHYTPEHHETO HApPYIIHTEII,
HEO0OXOUMBbIE ISl pealn3aliu yrpo3bl
(3) MMHUMaJIbHBIC BO3MOKHOCTH BHYTPEHHETO HApyIIUTENs, HEOOXOAUMBIC JIJIs
peanusaiuu yrpo3sl
(4) MakcuManbHBIE BO3MOXXHOCTH BHEIIHETO HAPYIIUTENS, HEOOXOAMMEBIC s
pean3anuu yrpo3bl

7.2.2 IllpumepHbIiA NepevYeHb 3aJaHUI JJI pellleHUs] CTAHIAPTHBIX
3aaa4
1.  Kak B CVSS Ha3bIBatoTCs XapaKTEPUCTUKU YSI3BUMOCTH, KOTOPBIE HE
3aBUCSAT OT CpeIbl U HE MEHSIOTCS CO BpeMeHeM?
0a30Bble KOHTEKCTHBIE
BpEMEHHbBIE
2. Kakx B CVSS Ha3bIBaloTCs XapaKTEPUCTUKH YSI3BUMOCTH, KOTOpPbHIE
MOTYT U3MEHHUTHCSI CO BpEMEHEM?
0a30Bbl€ KOHTEKCTHBIE
BpEeMEHHbIE
4. Kak B CVSS Ha3bIBalOTCS XapaKTEPUCTUKHU YSI3BHUMOCTH, KOTOPBIE
3aBUCHAT OT cpefibl? 0a30BbIE KOHTEKCTHBIE BPEMEHHBIE
5. Kakas 06azoBas wmerpuka CVSS  orpaxkaer  ymameHHOCTh
3JI0YMBIIUICHHUKA JJ1Sl UCTIOJIB30BAHUSI YS3BUMOCTH?
BEKTOP ATAKH CJIIOKHOCTh
JocTyna TpedyeMble
MPUBUIIETUU MACILTA0
6. Kakas 6a3zoBas merpuka CVSS mokas3biBaeT, MOTYT JIM OTJIUYATHCS
ySI3BUMBINM U aTaKyeMbIi KOMITOHEHTHI?
Bektop aTaKu
CJIO)KHOCTh JocTyna



TpeOyeMble MPUBUIIETUU

MacirTao

7.  Kakas 6azoBas merpuka CVSS oTpakaer CI0KHOCTh pean3aliuu
aTaku? BEKTOp aTakH CJIOKHOCTb JI0CTYNA TpeOyeMble TPUBUIIETUH MACILITA0

8. Kakas wmerpuka CVSS orpaxaer cTeneHb KOH(PUICHIMAIBHOCTH

uHQOpPMAIIMU O CYIICCTBOBAHUU YSA3BUMOCTH M JIOCTOBEPHOCTh HW3BECTHBIX
TEXHUYECKUX aeTajiein?

maciTad
cTelneHb J0CTOBEPHOCTH 0TYeTa
YPOBEHB HCTIPABIICHUS
3peJIoCTh IKCILIONTA
9.Kakue metpuku CVSS npuMeHSIOTCS, €CITU aHATUTHUK
XOYET YTOYHUTH OLIEHKY YSI3BUMOCTH UCXOS U3
UH(DPACTPYKTYPHI U IPYTUX MAPAMETPOB KOHKPETHOMN
opraHuzanuu’?
0a30Bble KOHTEKCTHbIE
BPEMEHHBIE
10. Kakue metpuku CVSS ucnonb3yrorcs
OMIIMOHANILHO? 0a30Bble KOHTEKCTHbIE BpeMEHHbIE
11.  Yro coaepxkut BekTOop ysi3BuMoctu B CVSS?
UTOTOBYIO YUCJICHHYIO OLIEHKY YSI3BUMOCTH 3HAYEHHSA
METPHK JJIsl YI3BUMOCTH I1€PEYEHb METPUK IS
YSI3BUMOCTH 0€3 X 3HAYCHHI

7.2.3 IlpumepHBbIlii nepeyeHb 3aJaHUH I pellleHus] MPUKJIATHBIX 32124
1. Yto 03HayaeT cucTeMa 3allUThI C MIOJTHBIM MEPEKPBITUEM?
(1) mst monmoBuHEI (M OoJiee) ySI3BUMOCTEH €CTh YCTPaHSIONIHE Oaphephl
(2) nost 1000 YA3BHMOCTH €CTh YCTPAHSIIOIIHIA ee 0apbep
(3) y ar000¥ YSI3BUMOCTH €CTh PHCK €€ pealli3aliu
(4) KOIMYECTBO YS3BHUMOCTCH MEHBIIE, YEM KOJIMYCCTBO MPEISITCTBYIOIIUX WM
O6apbepoB
2. [Ipu oTCyTCTBUU B CHCTEME 0aphEPOB, KIIEPEKPHIBAFOIINX) BBISIBICHHBIC
YS3BHUMOCTH, CTEMEHb COMPOTHBISEMOCTH MEXaHU3Ma 3alllUThl MPUHUMACTCS
PaBHOM...
1)0
(2)1
3. 3alIUIIeHHOCTh CUCTEMbI 3aAIUTHI OMPEIEIICTCS KAK BEIMYHHA. ..
(1) oOpaTtHast cyMMapHOMY KOJIMYECTBY PUCKOB
(2) oOpaTHast OCTaTOYHOMY PHUCKY



(3) oOpaTHas ysi3BUMOCTH
(4) paBHas cymMe BCceX ySI3BUMOCTEH
3. Uro W3 HWXKENEPEUYHCIECHHOTO OTHOCHTCS K OICPATUBHBIM METOIaM
HOBBIIIIEHUS] 0€30TaCHOCTH?
(1) cucrematHyeckoe TECTUPOBAHUE
(2) npenorsparnienue omubok B CASE-TexHOIOTHIAX
(3) oOs3atenbHas cepTudUKanUs
(4) nporpaMMHasi H30LITOYHOCTH
4. YTo U3 HIKETIEPEUUCICHHOTO0 OTHOCUTCS K MEpaM IPEIOTBPAIICHHS yTPO3
6e3onacHocTH?
(1) cucremarHyecKoe TECTHPOBAHHE
(2) npenorBpamienue ommoOok B CASE-TexHOoMOTHAX
(3) obs13aTesnbHAs cepTHdUKAIUS
(4) nporpammHasi H30BITOYHOCTD
5. Beiienute BHEIIHUE 110 OTHOIICHUIO K OOBEKTY YSI3BUMOCTH
JAeCTabMIM3UPYIOIIHe GakTOphl U yrpo3bl Oe3omacHocTH: (1) oIMOKHM mepcoHasa
MPH IKCILTYaTAIIUH
(2) ommOKu mporpaMMUpPOBAHHUS
(3) cooii u oTKa3bI anmaparypsl 9BM
(4) ommOKM aNTOpPUTMH3AIINH 32124
6. BblmenuTe BHYTPEHHHE I10 OTHOIICHUIO K OOBEKTY YA3BUMOCTH
AeCTaOMITM3UPYIOIIUe (GaKTOPBl U YTPO3bl 0€30MaCHOCTH:
(1) ommOKu mepcoHaNa Npu YKCILTyaTaAIUH
(2) ommOKH MPOrpaMMHPOBAHUSA
(3) cOoii u oTka3wl anmnapatypsl IBM
(4) ommOKH aNTOPUTMHU3AIMH 32029
7. Ha xakux npHHIAIIAX JTOJDKHA CTPOUTHCS apxutekrypa MC?
(1) mpoekTupoBaHKME HA MPUHIIMIIE 3aKPBITHIX CUCTEM
(2) mpoexTHpoBaHHE HA MPHHIMIIE OTKPBITHIX CHCTEM
(3) ycumieHne caMoro CHILHOTO 3BEHA
(4) ycunenue camoro cjadoro 3BeHa (5) 3me10HUpoBaHUE 000POHBI

8. 3JI0yMBITITIEHHUKY 9aCTO MCIIOIB3YIOT JUISI aTaK:
(1) ys;zsBumocTn Web-cepBepoB
(2) ysaszBumoctu X-Window
(3) ysi3BUMOCTH OYTOBBIX CEPBEPOB

10. Nessus - ato: OTBeT:
(1) ckanep moptoB



(2) ckaHep ysI3BUMOCTEH 0€3 BCTPOSHHOTO CKaHepa IOPTOB
(3) ckanep ysi3BUMOCTEl €O BCTPOEHHBIM CKAHEPOM MOPTOB

7.2.4 TlpumepHBbIii IepevyeHb BONPOCOB /ISl MOATOTOBKH K 3a4eTy
He npenycMoTpeHo y4eOHBIM MIIaHOM

7.2.5 IlpumepHbIii NepeyeHb 3aJaHNH 1)1 pellleHus] MTPUKJIATHbIX 327124

[lonsiTue yrpo3sl MW  ysA3BUMOCTH U  aTakd. Kiaccudukamus
kiaccudukaTopbl ysa3BumocTeidl. [lonsTus "ys3BUMoOcTh Kkoja", "ysS3BUMOCTH
KoHpurypauuu", "ysS3BUMOCTh apXUTEKTypbl", "OpraHu3alluoHHas YSI3BHUMOCTh',
"mMHOro(akTOpHas ysA3BUMOCTh". ba3za JaHHBIX OOIIEM3BECTHBIX YSI3BUMOCTEH
uHpopmarmonHot 6e3onmacioctu CVE (anrn. Common Vulnerabilities and
Exposures). O630p 6aHka JaHHBIX Yrpo3 Oe3onacHocTy nHpopmanuu DenepaabHas
CiIy’k0a Mo TeXHu4YecKoMy U 3kcnopTHOMY KOHTpoato PCTIOK Poccun. Pernament
BKIIIOUCHUS HHpOpManuu 00 YSI3BUMOCTSIX TNPOTPAMMHOTO OOecTeueHus u
IpOrpaMMHO-aIMapaTHBIX CPEACTB B OaHK JaHHBIX Yrpo3 0e30MmacHOCTH
unpopmaruu O®CTIK Poccun. Cranmapr Common Vulnerability Scoring System
(CVSS). TOCT
P 56546-2015. 'OCT P 58142-2018 METO/bI 1 CPEICTBA OBECIIEYEHUA
BE3OITACHOCTHN  Jletann3auusi aHainu3a  YSA3BUMOCTEM  MPOTPaMMHOTO
obecneuenus B coorBerctBuu ¢ ['OCT P UCO/M3K 15408 u 'OCT P UCO/M3BK
18045 Knaccudukamus ys3sumocTteil nHpopMaunoHHbx cucteM. Kinaccuduxamms
OKCIUIONTOB. AHAM3 CTAaHIAPTOB W METOJMK TECTHPOBAHUS HAa MPOHUKHOBEHUE.
VYs3Bumoctu HysneBoro qHs. O030p Hambosee pacnpoCTPaHEHHBIX U KPUTHUECKUX
YSA3BUMOCTEM.

AnmapaTHasi yS3BUMOCTh KaTE€rOpuM yTeuka IO CTOPOHHEMY KaHajy
(Meltdown). [I'pymma ammapaTHBIX ysI3BEMOCTEH - Spectre. Ysa3BUMOCTH
MUKpPOIIPOTPAaMM B TIOCTOSIHHBIX 3allOMHHAIOIINX YCTPOWCTBAX, YSI3BUMOCTH
MUKpPOIIPOTPAaMM B MPOTPAMMHUPYEMBIX JIOTHUYECKUX WHTETPABHBIX CXeMaXx,
ySI3BUMOCTH 0a30BOM CHCTEMBbI BBOJAA-BbIBOJA, ys3BUMOCTH [1O KoHTposiepos
yIpaBJIeHUs, UHTEP(EHCOB YIpaBlIeHUS U JPYTUe€ YSI3BUMOCTH. YS3BUMOCTH B
MOPTATUBHBIX TEXHUYECKUX CpeICTBaXx. ySI3BUMOCTH B CETEBOM
(KOMMYHHUKAIIUOHHOM, TEJIEKOMMYHUKAIIMIOHHOM) OOOpYJOBaHUU. YS3BUMOCTH B
CpEIICTBAX 3aIUThl HH(POPMAIIHH.

Vs3BumocTu B obmecuctemMHoM (o6mem) [10. Ysa3BuMocTy B mpUKIaHOM
I10. YVa3Bumoctu B cienuaisHoM 11O

Meroapbl: 3KCIEPTHBIM U CTATUCTHUYECKUI aHalu3, aHaIu3 JIOKyMEHTAallUH,
CKaHMpPOBAaHUE  YSI3BUMOCTEH, MOJIETUpPOBAHME aTaKk, TECTUPOBAaHUE Ha
MPOHUKHOBEHUE, BHU3yalIM3alus JaHHBIX. MeToAOoJIorus TECTUPOBAHMUS Ha



NIPOHUKHOBEHUE: Pa3Be/IKa, CKAHUPOBAHUE W MEPEUYHCIICHHE, MTOJyYeHNEe AOCTYIa,
TIOBBIIIICHHE MTPUBWIICTHH, TTOIJIEPKAHUE TOCTYIIA, 3aMETaHUE CIICIOB, COCTABIICHUE
oruéta. [lomyuenue otmeuyatka cOop uHGpOpMAaUUU: pPa3BeAKa MO OTKPHITHIM
UCTOYHHUKAM, HCIIOJIb30BaHHE OOIINX PECypCOB, 3alpOC CBEACHUI O pEerucTpalui,
aHanu3  3anuceil  DNS, monydeHne — cBeAEHM O  MapLIpyTH3alLuH,
ABTOMATU3UPOBAHHBIE HMHCTPYMEHTHI [JIJIi CHATHAS OTIEYaTKOB U  cOopa
uHpopMaluu. MeTonbl CKaHMPOBAaHUS M YKJIOHEHUS: CKaHUPOBAaHHE TMOPTOB,
CETEeBBIC CKAHEPHI, aBTOMATHUECKOE CKaHWPOBaHUE YsI3BUMOCTeH. TecTupoBaHue
web-nipusnoxennii: BeO-aHamU3, MexcaWToBble clieHapuu, SQL - uHBEKIUS.
TectupoBanue OecrpOBOJHBIX CETE Ha MPOHMKHOBEHWE: pa3Belka B
OecrpoBOJHONW CeTH, HWHCTPYMEHTHI TECTHPOBAHUS, AaHAIU3 OECIpPOBOJIHOTO
Tpaduka. MoOunbHOe TecTUpoBaHWe Ha mpoHukHOBeHHMe ¢ Kali NetHunter.
NuctpyMenTsl aHanuza ys3sumoctei Kali Linux.

7.2.6. MeToaguka  BBICTABJIEHHSI  OIEHKM TPH  NPOBeJeHUU
MPOMEKYTOUYHOM aTTeCTANUU

DK3aMeH MPOBOJIUTCS MO TEeCT-OuseTaM, Kaxablii U3 KOTOPhIX coaepKuT 10
BOIPOCOB U 3ajauy. Kak/1blil mpaBUIIbHBIN OTBET HA BOIIPOC B TeCTE OlleHUBaeTcs 1
OamiomM, 3amava ouennBaercs B 10 6amnoB (5 6amioB BepHOE pelieHUE U S 6aiioB
3a BEpHBIN OTBET). MakCUMaIbHOE KOJUIECTBO HaOpaHHBIX OamioB — 20.

1. Ouenka «HeynoBiaeTBOpUTENHHO» CTABUTCS B Cllydae, €CIU CTYACHT
HaOpasn MmeHee 6 OaJLIOB.

2. Ormenka «YIIOBIETBOPUTEIHLHO» CTAaBUTCA B CiIy4ae, €CIU CTYACHT
Habpai ot 6 10 10 6awtoB

3. OueHka «XopoIo» CTaBUTCS B CiIydae, €Clii CTyeHT HaOpan ot 11 1o
15 6amnos.

4.  Onenka «OTIUYHO» CTABUTCS, €CJIM CTYJIEHT HaOpan oT 16 1o 20
0asioB.)

7.2.7 I1acnopT OlEeHOYHBIX MATEPHAJIOB

Kon
Kontpomupyemsbie pa3aensl (TeMbl) . HaumenoBanue
Ne /i KOHTPOJIUPYEMOU
JUCIUILTAHBI OLICHOYHOT'O CpEeCTBa
KOMIETEHIINU
1 BBenenue B aHanu3 ysi3BUMOCTEH I1K-4.1 Tect, mpakTH4ecKue
paboThI, BOMPOCHI K
JK3aMEHY
2 AnmnaparHble yA3BUMOCTU I1K-4.1;11K-4.5 Tect, mpakTu4eckue
paboThI, BOMPOCHI K
IK3aMEHY




3 [IporpaMMHBIE yS3BUMOCTH [1K-4.1;11K-4.5 Tect, mpakTu4eckue
paboThI, BOMPOCHI K

IK3aMEHYy

4 MeTopl 1 MHCTPYMEHTHI aHATH3a ITK-4.1;I1K-4.5 Tect, mpakTH4ecKue
ySI3BUMOCTEH B chepe nHOpMAITMOHHOM paboThI, BOMPOCHI K
0e301macHOCTH 9K3aMEHY

7.3. Mertoanueckue MaTepuayibl, ONpeAeSsIIONIAE MPOLEAYPbHI
OLICHMBAHUSA 3HAHUI, YMEHUI, HABBIKOB U (MJIM) ONBITA AEeATEJIbHOCTH

TectupoBanue ocymecTBiIsieTcs, MO0 TPU TMOMOIIM KOMIBIOTEPHON
CHUCTEMBl TECTHPOBAHMS, JUOO C HCIOIb30BAaHMEM BBIJAHHBIX TECT-33JaHUIl Ha
OymaxxHom Hocutene. Bpemsi tectupoBanus 30 MuH. 3aTeM OCYIIECTBIISIETCS
IpOBEpKa TeCTa 3K3aMEHATOPOM MW BBICTABIISIETCS OIEHKA COTJIACHO METOAMKHU
BBICTABIICHUS OLICHKH MPHU MPOBEACHUN MTPOMEKYTOUHOM aTTeCTaIlH.

Pemenne craHmapTHBIX 3a4ad OCYIIECTBISETCS, MO0 MpU TOMOIIU
KOMIBIOTEPHON CUCTEMbI TECTUPOBAHUS, TMO0 C UCTIOIH30BAaHUEM BbIIAHHBIX 3a7a4
Ha OymakHoM Hocutene. Bpems pemenus 3agau 30 MuH. 3aTeM OCYIIECTBIISETCS
IpOBEpKa pEHIeHHs 3aJad IK3aMEHATOPOM U BBICTABISETCS OIICHKA, COTJIACHO
METO/IMKHU BBICTaBJICHUS OLICHKHU IIPU MPOBEJECHUU IPOMEKYTOUHOM aTTeCTalUH.

Pemenne mnpuKIagHBIX 3a7a4  OCYHIECTBISIETCS, JMOO TMpU MOMOUIH
KOMITbIOTEPHON CUCTEMbI TECTUPOBAHMUSI, TUOO C UCIIOJIH30BAHUEM BBIIAHHBIX 3a/1a4
Ha OymakHoM Hocutene. Bpems pemenus 3agau 30 MuH. 3aTeM OCYIIECTBIISETCS
IpOBEpKa pEIICHHs 3a]a4 IK3aMEHATOPOM U BBICTABISETCS OIICHKA, COTJIACHO
METOJIMKH BBICTaBJICHUS OLICHKHU IIPU MPOBEJCHUU IPOMEKYTOUHOM aTTeCTAIINH.

8 YHEBHO METOAUYECKOE U HTHO®OPMALIMOHHOE
OBECINEYEHUME JUCHHUIIJIUHBI)
8.1 IlepeueHb yueOHOW JUTEPATYpPbl, HEOOXOAUMOW /Jisi OCBOEHHS
AUCUMILTHHBI

OcnosHnas tumepamypa

1. Hudopmannonnas 6e3omacHocTb. [IpakTuyeckue aciekTsl | y4eOHUK JJIst BY30B /
JI. X. Caduynnuna, A. P. Kacumosa, f. C. Psi6oB [u ap.]. — Cankr-IletepOypr :
WNutepmenus, 2021. — 240 c. — ISBN 978-5-4383-0205-6. — Tekct
anexkTpoHHbIN // Lludposoit o6pazosarensHbiil pecypc IPR SMART : [caiit]. —
URL.: https://www.iprbookshop.ru/103997.html

2. OcHOBBI 3aUIUTHl HH(GOPMAIIMM B COBPEMEHHBIX MH(POPMALMOHHBIX CHCTEMAaX :
yaeonoe nocooue / H. FO. badanos, A. A. Esctudeesn, A. I1. MapTeiHOB [1 1p.].
— Capos : Poccuiickuii peaepanbubli siaepHblil nentp — BHUND®, 2022, — 175
c. — ISBN 978-5-9515-0491-3. — Tekcr : nsnektpoHHb // Lludpooit
obOpazoBarenbHbii  pecypc IPR SMART : [caiit] —  URL:
https://www.iprbookshop.ru/132622.html



https://www.iprbookshop.ru/132622.html

3. CewmpbikuHa, H. A. MeToapl TEOpHH ONTUMATIBLHOTO YIIPaBICHUS B 3aa9axX 3aIUThI
KOMIIBIOTEPHBIX CUCTEM OT BUPYCHBIX aTak : yueOHoe nocodue / H. A. CeMbIkuHa.
— Tseps : TBepckoit rocynapctBenHsiit yausepceurer, 2020. — 100 ¢. — ISBN
978-5-7609-1574-0. — Texkcr : smekTponHblit // [udpoBoii 0Opa3zoBaTENbHBIM
pecype IPR SMART : [caiit]. — URL.: https://www.iprbookshop.ru/111573.html

Q. MATEPUAJIIBHO-TEXHUYECKAS BA3A, HEOBXO/IUMASA J1JIA
OCYHIECTBJIEHUA OBPA3OBATEJIBHOI'O ITPOLECCA
CrnennanusupoBaHHast JIEKIIMOHHAs ayJIuTOpHsI, OCHAILICHHAs
000pyI0BaHUEM /IS IEKITMOHHBIX JEMOHCTPALUN U MPOEKIIMOHHOM anmapaTypoi.
JIucriieriHbld  KJIacC, OCHAILIEHHBIM KOMIIBIOTEPHBIMH IPOTpaMMaMU ISt
IPOBEIEHUS JJAOOPATOPHOTO MIPAKTUKYMA.

10. METOANYECKHUE YKA3AHUSA JJIS1 OBYUYAIOUIUXCSA IO
OCBOEHHUIO JUCIIAIIJIMHBI MO4Y JIs1)

[To mucuuninuHe «AHamU3 ysI3BUMOCTEH KOMIBIOTEPHBIX CHUCTEM M CETEH»
YUTAIOTCS JICKIIUH, TTPOBOJIATCS MPAKTUUCCKUE 3aHATH.

OcHOBOIl W3y4YeHUS JUCHUIUIMHBI SBISIOTCS JICKIIUA, HA KOTOPBIX
U3JIaraTcs Haubosee CyIIeCTBEHHbIE H TPYAHBIE BOIIPOCHI, a TAK)KE BOIPOCHI, HE
HalIe/Ue OTPAXKEHUS B YYeOHOU JTUTEpaType.

[IpakTUueckure 3aHATHS HaNpaBlieHbl HAa MPUOOPETEHHE NPAKTUUYECKUX
HABBIKOB aHAJIN3a YS3BUMOCTEM.

1. ba3bl nannbix yrpo3 6ezonacuoctu nHbopmanuu (PCTIK, MITRE)

2.Ilouck ya3Bumocteit k arakam CSRF.

3.Ilouck ys3BUMOCTEM K aTakam XSS.

4. Tlouck ys3BUMOCTeH Kk arakam SQL-injection.

[Touck ys3Bumocteit k atakam RCE.

CkaHupoBaHHE YsI3BUMOCTEH BEO-TIPUIIOKEHUIA.

[IporpaMMHBIe cpeACcTBa MHCTPYMEHTAIBHOTO aHAIM3a 3aIUIIICHHOCTH
Ckanepbl ysI3BUMOCTEN BEO-TTPUIIOKEHU N

o N o o

3aHATHSI IMPOBOJATCA ITyTCM PCIICHHA KOHKPCTHBIX 3a/la4 B ayIUTOPHHU.

Bun yueonbIx

. JleATenbHOCTh CTyIeHTa
3aHATUI



https://www.iprbookshop.ru/111573.html

Jlextus

Hamnucanue koHcIeKkTa JEKIHM: KpaTKO, CXeMaTUYHO, TOCIIEI0OBATEIBHO
(buKcUpOBaTh OCHOBHBIC TIIOJOXEHHS, BBIBOJABI, (POPMYIHPOBKH,
000011IeHNs; TOMEeYaTh BaXKHbIE MBICIHU, BBIICIATH KIIIOYEBBIE CIIOBA,
TepMmuHbl. [IpoBepka TEpMHUHOB, TOHATHI C MOMOILBIO SHIMKIONEIUN,
CIIOBapeil, CIPaBOYHUKOB C BBIUCHIBAHHEM TOJKOBAaHUN B TETpPalb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepHaia, KOTOPhIE BBI3BIBAIOT
TPYIHOCTH, TIOMCK OTBETOB B peKoMeHayemoil mutepatype. Ecnu
CaMOCTOSITENILHO HE yJaeTcsl pa3oOpaThCsi B MaTepuane, HeoOXOauMO
chopMyIHUpOBaTh BOIPOC U 3aaTh MpernojaBaTesio Ha JEKUUU WX Ha
MIPAKTUYECKOM 3aHSTUU.

[IpakTrueckoe 3aHsTHE

KoHcnektupoBaHue  peKOMEHIYEMbIX  HCTOYHHMKOB. Pabora ¢
KOHCIIEKTOM JIEKLUH, MOArOTOBKA OTBETOB K KOHTPOJBHBIM BOIIPOCaM,
MPOCMOTP PEKOMEHAYyeMoil nuTepaTypbl. [IpociaymmBanue ayauo- u
BUJICO3aMKCeH M0 3aJaHHOM TeME, BBITIOJHEHNE pacueTHO-TpaduIecKuX
3aJlaHuH, pelIeHne 3a/1a4 10 aJlrOPUTMY.

CamMocTosTeabHas
paborta

CamocrosiTennbHasi paboTa CTYIEHTOB CIOCOOCTBYET TIIyOOKOMY
YCBOGHHUS ~ y4yeOHOro  Marepuajsa ¥ pPa3BUTHIO  HAaBBIKOB
camMo00pa3oBaHMUsL. CamocrostenbHas  paboTa  mpenmoaraeT
CIIeNYIONINE COCTaBJAOIMUEe: - paboTa ¢ TEeKCTaMH: ydeOHWKaMH,
CTIPaBOYHHKAMH, JTOTIOJTHUTEIILHOU JIUTEPATYPO, a TaKKe MPopadoTKa
KOHCIIEKTOB JICKLIMH; - BBIIOJIHEHHE JJOMAIIHUX 33JJaHUI U PACUETOB;

- paboTa Ha/l TeMaMU JIJIsl CAMOCTOSITEIIHHOTO H3yUCHHS

- y4JacTHe B paboTe CTyIeHUYECKUX HAyYHBIX KOH(pEPEHIIHIA,
OJIMMITHAJT; - TIOATOTOBKA K IIPOMEXYTOYHOHN aTTeCTallUH.

IToaroroska k
IIPOMEKYTOUYHON
aTTecTaluu

I'oTOBUTBCS K MPOMEKYTOUHON aTTECTALUU CIEAYET CUCTEMATUYECKH,
B TEYEHHE BCETO ceMecTpa. IHTeHCHBHAs OATOTOBKA JOJIKHA HAYaThCs
HE IMO03JHEE, YEM 3a MECAL-TIONTOpa A0 NMPOMEKYTOUHOM aTTECTAlUH.
JlaHHBIE TIepes dK3aMEHOM, SK3aMEHOM TpHU JHSA 3(PQPeKTHBHEE BCETO
HCII0JIb30BAaTh I MOBTOPEHUS M CUCTEMATU3allMi MaTepraa.
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