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1. HEJIA A 3AJIAYU JTUCHUATIIJINHBI
1.1. Hean aucuMninHbI

dopmHupoBaHUE Yy CTYACHTOB OCHOB NPOGECCHOHATIBHBIX 3HAHUN U
NPEACTABICHUM O  BO3MOXHOCTSAX W  HOpUHOMNAX  (GYHKIHOHUPOBAHUS
KOMIIBIOTEPHBIX CETEW, UATHOCTUKE KOMIBIOTEPHBIX TEIEKOMMYHUKAIIMOHHBIX
CHCTEM U CEeTeM, a Takke 00 OpraHu3aluu JOCTyIa K paclpeeIeHHBIM JaHHBIM.

1.2. 3axauu ocBOeHUSA TUCHUIIHHBI

1) H3yueHue THUMOBBIX (U3MUSCKUX M JIOTMYCCKHX TOMOJOTHHA H
PEATU3YIOIINX UX TEXHOJIOTHN CETEBOTO B3AUMOJICUCTBUS.

2) W3ydeHue cereBOr0 IMPOTrPAMMHOIO OOCCIICUCHUS M  CETEBBIX
CEPBUCOB.

3) MUsyueHue wmeromoB  oOecricueHHUs Ka4yecTBa

00CIIy’KUBaHUSI B KOMIIBIOTEPHBIX CETAX

2. MECTO JUCHUIIJINHBI B CTPYKTYPE OIIOII

JucuumninHa «KoMIBIOTEpHBIE CETH» OTHOCHTCI K
IUCHUILIMHAM 00s3aTeabHOoN yacT OJioka b1.

3. HEPEYEHD IINTAHUPYEMBIX PE3YJIBTATOB OBYYEHUA 110
JAUCHUIIJIMHE

[Ipouecc m3ydenus aucuuiuinHbel «KoMmbploTepHble ceTW» HampaBlIeH Ha
(GbopMHUpPOBAaHUE CIIETYIOMINX KOMIIETCHIINM]:

OIIK-15 - CnocobeH aIMHHHCTPUPOBATh KOMIIBIOTEPHBIE CETH H
KOHTPOJIMPOBATH KOPPEKTHOCTh MX (HYHKITMOHUPOBAHHS,

Pe3yabTarhl 00y4eHHs, XapaKTepHU3yHOIIHe

Komnerenuust
chopMHPOBAHHOCTH KOMIIETEHIIUH

OIIK-15 3HaTh MEXaHU3MBbI peasin3anuu atak B ceTsix TCP/IP,
3aIUTHBIE MEXAHU3MBI M CPEJICTBA 00ECTICUCHUS CETeBOU
0€30MacHOCTH, CPEICTBA M METOIbI MMPEAOTBPAILICHUS U
0oOHapyKEeHHS BTOPKEHUH




YMETb HaCTpauBaTh MOJIUTHUKY O€30MMaCHOCTH OCHOBHBIX
OTIEPALIMOHHBIX CHCTEM, a TAK)KE JTOKaIbHbIX
KOMITBIOTEPHBIX CETEH, MOCTPOCHHBIX Ha UX OCHOBE,
MPUMEHSThH 3aIUIICHHbIC TPOTOKOJIbI, MEKCETEBbIC KPAHBI
U Cpe/icTBa OOHAPYKEHHs BTOPKEHUN AJIS 3aIUTHI
uH(pOpPMaLIUU B CETIX, KOHPUTYPUPOBATH MEKCETEBbIE
SKpaHbl

BJIAJICTh CPCACTBAMU 3alIUThI I/IHCbOpMaHI/II/I

4. OBBEM JUCHMIIVINHBI

OO6m1ast TpyA0€MKOCTh NUCIHUIUIUHBI « KOMIIBIOTEpHBIE CETH» COCTABISIET 6

3.e.
Pacnipenenenne Tpy10€MKOCTH JUCITUTUTHHBI TTO BUAAM 3aHATHN
ouHasi gopma o0yueHust
Bunbr yue6HOM paboThI ]I?acf(r);) (;eMeCTpI;
AyIuTOpHBIE 3aHATHS (BCEro) 108 54 54
B ToMm uucie:
Jlexumm 36 18 18
JlaGopatopusbie pabotsl (JIP) 72 36 36
CamocrosiTeibHast padoTa 36 18 18
Yackl HAa KOHTPOJTH 72 36 36
Bubl mpoMexxyTOYHOM aTTECTALINU - + 4 4
IK3aMEH
OO0mast TPy 10€MKOCTb:
aKaJIeMUYECKUE Yachl 3a4.€]. 216 108 108
6 3 3

5. COJEPKAHME JUCHUTIIVHBI (MOYJIST)

5.1 Copepxanue pa3aejioB IMCUMIUIMHBI MW paclnpelejieHHe
TPYA0E€MKOCTH IO BUAAM 3aHATHI



ouHasi popma 00ydeHust

HaunmenoBanue TeMbl

Conepxanue paszena

Jleknn

JIab.
3aH.

CPC

Bcero, uad]

O6mue
CBEJICHUS O
KOMIIBIOTEPHOM CETH

[ToHsATHE KOMITBIOTEPHOI! CETH (KOMIBIOTEPHAS CETh,
ceTeBOe B3aHMO/IEHCTBHIE, aBTOHOMHAsI Cpefia,
Ha3HAYEHHE CETH, PECYPCHI CETH, HHTEPAKTHBHAS
cBA3b, MIHTEpHET).

Knaccuduxanus KOMIbIOTEPHBIX CETE 110 CTETIIEHU
TEPPUTOPUATBEHON PACTIpeeIEHHOCTH: JIOKAIbHEIE,
rio0ansHbIe CeTH, ceTH Macmrada roposa.
Knaccuduxanus cereil o ypoBHIO
aJIMMHHCTPAaTUBHON MOANEPKKH: OJHOPAHTOBBIE CETH,
ceTu Ha ocHOBe cepBepa. Kitaccudukarms cereit mo
TOIIOJIOTUH.

Mertonp! oCTyNa K Cpezie Mepefadn JaHHbIX.
Knaccugukauus MeTo10B gocryna. MeTopl 10cTyna
CSMA /CD, CSM/CA. MapkepHbie
METOJIBI JOCTYTIA.

Ceresble Mosienu. [Tonsarue cereBoit moaenu. Moenb
OSI. Ypouu mojaenu. Bzaumopeiictsue ypoBHei.
Unrepdeiic.

Oynxuuu yposHelt moaenu OSI. Monens TCP/IP.

12

24

AnmapartHsle
KOMITOHEHTBI
KOMITBIOTEPHBIX

dusnueckue cpesl nepegayd JaHHBIX. Tumsl kadenei
" ux xapakrepuctuku. CpaBHeHus kadenei. Turmer
ceTel, MMHUi U kaHanoB cBA3u. CoeqUHUTENH,

12

24

cerent

KOHHEKTOPHI JUISl Pa3JIMIHBIX THIIOB Kaderneil.
WHCTpYMEHTSHI AJIsI MOHTa)ka U TECTUPOBAHUS
KaOeJbHbBIX CHCTEM.

BecripoBoaHbIe cpebl epeiady JaHHBIX.
KommyHukamonnoe obopyznoBanue ceteil. CeTeBbie
amanrtepsl. OyHKINN U XapaKTEPUCTUKH CETEBBIX
a/lanTepoB.

Knaccudukanus cereBoix agantepos. [paiiBepsr
CETEBBIX aJaNTepoB. YCTaHOBKA U KOHOUTYPHUPOBaHHE

CETEeBOTO aJanTepa.
KonmenTparopsl, MOCTBI, KOMMYTHPYIOIIHAE MOCTEL,
MapIIpyTH3aTOPBI, IIUTI03bI, UX HA3HAYEHHE, OCHOBHbIC
(GYHKIUH ¥ TapaMeTpEL.

Hepe;{aqa JaHHBIX
10 CETH

Teoperuueckue OCHOBHI Iiepeauy JaHHBIX. [ToHsTHE
CHUTHana, JaHHBIX. MeTOo bl KOAUPOBAHUS JAHHBIX MIPU
nepeznadge.
Mopymsinust curaanos. Meros! onndposku. [Tonsrue
koMMmyTarmu. KoMMyTalys kaHalloB, IaKeTOB,
coobmenuil. [TonsTue nakera.
IIpoTtokosl 1 cTeku MpoTokonoB. CTPyKTypa CTEKOB
OSI, IPX/SPX, NetBios/SMB. Crek npoTokoioB
TCP/IP. Ero coctaB 1 Ha3HauY€HUE KKIOTO
npoTokoia. Pacnpesnenenne mpoToKoIoB 1Mo
HasHauyeHuto B Moziesiu OSI. CereBble U TPaHCIOPTHBIE
poTokoJsl. [IpoTokoisl npukiagHoro yposus FTP,
HTTP, Telnet, SMTP, POP3.
Tuns! agpecos creka TCP/IP. Tums! agpecos creka
TCP/IP.

Jloxanbuseie anpeca. CereBble IP-aapeca. JlomeHHBIE
nMmena. Popmar u knaccel IP-anpecos. [logcetu u
MAaCKH IOJCETEeH.

HasnaueHnue agpecoB aBTOHOMHOM CETH.
Lentpanu3oBaHHOE pacIpeiesieHUE alpecoB.
Otobpaxenne [P-axpecos Ha oKanbHBIE ajpeca.
Cucrema DNS.

12

24




4 CeteBble TexHOMIOTUM NOKANBHBIX KOMIBIOTEPHBIX CETEH.
ApPXUTEKTYPbL Texunonorus Ethernet. Texnonoruu Token Ring n
FDDI. TexHoioruu 6ecripoBOJHBIX JIOKAJIBHBIX CETEH.
TexuHonoruu rnodanbHEIX ceTel. [IpuHIUIbI
MOCTPOEHUSI TTT00ATbHBIX CETEH.
Opranu3zanys MeKCeTeBOro B3auMoaeiicTBusL.

5 I'mo6anbubie cetu u | IlonsTre rnodanpHbIX cereil. [IpuHINIBI MEXKCETEBOTO
HCPCIICKTUBHBIC CCTEBBIC B3anMoJieiicTBUsA. OCHOBHBIE

TCXHOJIOTHIO. [POTOKOJIA M UX MCIIOJIb30BAHKE VIS OPTaHU3ALHH

I'noGanbuas cets Internet B3aMMOJIENCTBHS 00BEKTOB ceTH. CeTeBoil
YPOBEHb, KaK CPEJICTBO MOCTPOEHHs GOJIBIIHMX CETEH. 6 12 6 24
I'moGanbHbIE CETH M IEPCIIEKTUBHBIC CETEBEIC
TEXHOJOIuH. Internet u TNPUHIHIIBL
ero pyaxkunonuposanusi. CTpyKTypa rinodanbHON ceTH
Internet.

6 | 3amwura unpopmanuu B | Kiaccudukanus yrpo3, METOIOB U CPEIICTB 3aIUTHI
JIOKaJIbHBIX CETAX undopmarmu. Kpunrorpadust.
OCHOBHBIC TIOHATHUS U ONpeeeHust. MeTo bl
mudposanus. CTaHAAPTHEIE 6 12 6 24
Kpunrorpapudeckue cuctemsl. IIporpaMmMHbie
CPEZCTBA 3alMTH HH(POPMALHH (BCTPOCHHBIC
B OC u BHEWIHUE).

Hroro| 36 72 36 144

5.2 IlepeyeHnb 1adopaTOpHBIX padoT
JlaGopatopHas padota Nel «OSPF»
Jlabopatopnas pabota Ne2 «BGP»
Jlabopatopnas pabota Ne3 «DNS»
JlaGopatopHas padota Ned «NAT»
JIaboparopHast pabota Ne5 «Wi-Fi»
Jlaboparopnas pa6ota Ne6 «VolP»

6. MIPUMEPHAS TEMATUKA KYPCOBBIX ITPOEKTOB (PABOT) U
KOHTPOJIBHBIX PABOT

B cooTtBeTrcTBMM C y4eOHBIM IIJJAaHOM OCBOEHWE JWCIHUIUIMHBI HE
IPeyCMAaTPUBAET BBITIOJHEHHE KYpCOBOTO MPOEKTa (paboThl) UM KOHTPOIHHON
paboTHL.

7. OIEHOYHBIE MATEPHAJIBI JUISI TIPOBEEHUS
MPOMEKYTOYHOI ATTECTALIMU OBYYAIOIIAXCS IO
JTUCHUTIJIMHE

7.1. Onucanue nokasarejiei u KPUTEPHUEB OLICHUBAHUA KOMHeTeHIII/Iﬁ
Ha Pa3jinIHbIX 3Talmax ux (l)OpMI/IPOBaHI/ISI, OIIMCaHHuEC ITKAJ OIICHUBAHUA



7.1.1 Tan Tekymero KOHTPOJIA

Pe3ynprarel TEKymiero KOHTpOJIS 3HAHUKA UM MEKCECCHOHHOM aTTECTAluU
OLIEHUBAIOTCS MO CIEAYIOLEH CUCTEME:

«aTTCCTOBAHY,

«HEC aTTCCTOBAH)».

PesyabTaTsl
o0yueHus,
XapaKTepusyromue Kpurepun
Komnerenmusi ATTecTOBaH He aTTecTOoBaH
c¢opMHPOBAHHOCTH  OHEHUBAHUS
KOMIIETEHIIMH
OIIK-15 3HaTh MeXaHu3Mbl  |OOydaromuics BrmoaHeHME Hesrimonnenue

peanu3ainm aTaK 3HAET MEXaHU3MBI paboT B CpOK, paboT B CpOK,

B ceTsix TCP/IP, peanu3alyy aTak B |[IPeLyCMOTPEHHBIN(IIPEyCMOTPEHHBIN

3alUTHBIE cersax TCP/IP, B pabounx B pabounx

MEXaHH3MbI U 3aIIUTHBIC mporpamMmax IporpamMmax

cpencTBa MEXaHH3MbI U

o0ecrieueHus cpencTBa

CeTeBOM obecreueHust

0€30I1aCHOCTH, ceTeBou

CpeICTBa M METOJIbI |0€30TacHOCTH,

MPEIOTBPAICHUS U |CPECTBAa U METOBI

oOHapyXEeHUS MPEIOTBPAIICHUS 1

BTOPKEHUHI OoOHapyKeHUs
BTOP’KCHUI

yMeTh HacTpauBath |OOydaronuiics Brimonnenue Hesbinonuenue

TIOJIUTHKY yMeeT HacTpauBaTh| PaboT B CPOK, paboT B CpOK,

0€3011acCHOCTH IIOJINTUKY IPEyCMOTPEHHBIAIPEyCMOTPEHHBIH

OCHOBHBIX 0e30macHOCTH B paboumx B pabounx
OCHOBHBIX mporpaMmmax mporpaMmax
OTICPAIIMOHHBIX

CHCTEM, a TaKXKe
JIOKaJIbHBIX




OIEPALMOHHBIX
CHCTEM, a TaKXKe
JIOKAJIbHBIX
KOMIIBIOTEPHBIX
CeTeM, MOCTPOEHHBIX
Ha UX OCHOBE,
IIPUMEHSATh
3alUICHHbIE
IIPOTOKOJIBI,
MEKCETEBBIE SKPAHbI
U Cpe/icTBa
OOHapyKEHHS
BTOPKEHUM 1JIsI
3aIIUTHI
uHpopMaluu B
CeTsX,
KOH(HUTypHpOBAaTh
MEXCETEeBbIE

SKpaHbl

KOMITBIOTEPHBIX
ceTen,
MOCTPOCHHBIX Ha
UX OCHOBE,
MPUMEHSITh
3alUIICHHbIE
MPOTOKOJIBL,
MEKCETEBbIE
9KpaHbl U CPEJCTBA
0oOHapyXKeHUS
BTOPKEHUM 114
3aIUTHI
uHpopManuu B
CeTsIX,
KOH(HUTypHpOBATh

MEXKCETEBbIE
9KPaHBI

BIIQJIETh CPEJICTBAMHU
3aIUTHI

nHpopmarun

OO0yuarommiics
BJIaJI€ET
CpeICcTBaMHU
3QIIUTHI

uHpopmaruu

Beinonnenue
paboT B CpOK,
IIPENYCMOTPECHHBIN
B paboumx
nporpammax

Hesbinonnenune
paboT B CpOK,
IPEAYCMOTPEHHBIN
B paboumx
nporpammax

7.1.2 JTan npoMeKyTOYHOT0 KOHTPOJIsI 3HAHUI

Pe3ynbTaThl MpOMEXYTOYHOTO KOHTPOJS 3HAHMM OlLleHHUBarOTCs B &, 9

ceMecTpe AJisi OUHOU (HOPMBI 00YUEHUS MO YETHIPEXOAJIILHON CUCTEME:

COTJINYHOY;
«XOpOILOY;
«YJOBJIETBOPUTEIBHOY;

CKHCEYIOBJICTBOPHUTCIILHO).

Pe3yabTaThl
o0yueHmus,
XapaKTepu3yolu

KoMnereHnu e

|
chopmMupoBaHHOC

Tb

KOMIIETCHIIMH

Kpurtepun
OLICHHUBAHH

OT1Jn4HO
A

Xopowo

YnosJ.

Heynos..




OIIK-15

3HAaThb MCXaHU3MbI
pcajiM3aliun aTak B
CCTAX

TCP/IP,

Tect

Brinoanenu|Brinonnenn

€ TCCTa Ha

90- 100%

€ TCCTa Ha

80- 90%

BeITTOJIHEHY]
€ TecTa Ha
70-
80%

B tecte
menee 70%
MPaBUIbHBIL

X OTBETOB

3aIUTHBIC
MEXaHU3MbI U
cpencTBa
obecrnieueHUS
CeTeBOU
0e30IaCHOCTH H,
CpelcTBa U
METO/IbI
MPEAOTBPAIICHUS
U O0HapYyKEHUU

sl BTOP>KCHU I

YMETb
HACTpauBaTh

MTOJTUTHKY
0C30ITacCHOCTH
OCHOBHBIX
OTIePaIIMOHHBIX
CHCTEM, a TaK¥Ke
JIOKAJTBHBIX
KOMITHIOTEPHBIX
ceTeH,
MMOCTPOCHHBIX Ha
X OCHOBE,
MIPUMEHSATH
3aIlUIICHHBIC
MTPOTOKOJIBI,
MEKCCTCBEIC
SKpaHbI U
cpencTBa
OoOHapyKEeHHS
BTOPKEHUI 1J1s1
3aIUThI
uHpOopMaIu

B CCTHX,
KOH(HUTypHUpOBaT
b MEKCETEBBIC
JKpaHbI

Pemenue
CTaHIapTHBI
X
MPaKTUYECKHU
X 33729

3agaun
pelIcHBI B
MTOJTHOM
o0BeMe
nu
MOJIy4YeH
bl BEPHBIE
OTBCTEL

[IpogemoHncTpupoBa

BCCX, HO HC IMOJIYYCH

H

BEPHBIN X0
peueHus

BEPHBII
OTBET BO BCEX
3a1a4ax

IIponemoHcTpUpOBa

H

BEPHBIN X0
pelIeHus B
OOJIBIIMHCTBE 3a1a4

3amaun
HE

perieH
bl




BJIAJICTh Pemtenue 3anaun | IIponemoncTpuposa | [IponemoncTpuposa | 3agauun
cpeacrBaMu OpUKIaJHBIX PCLICHEI B H H HE
3aINThI 3aja4 B HOIHOM BEPHBIH XOJ1 BEPHBII X011 pereH
uHpopMalmu KOHKpeTHOH | 00BeMe pelrenus pelieHus B Bl

npeaMeTHo# | ¥ BCEX, HO HE MOJYYCH | OONBITMHCTBE 3a/1a4

obmactu HOTYHCH | BepHBIi OTBET BO

bl BCPHBIC BCEX 3alayax
OTBETHI

7.2 TlpumepHblii nepeYeHb OLCHOYHBIX CpeacTB
(TMIOBBIE KOHTPOJIbHBbIE 32IaHUS WM HHble MATEPHAJIbI, HE00X0AUMbIE
JJISl OLlEHKH 3HAHUI, YMEHHUI, HABBIKOB U (MJIM) ONBITA AeAITEJIbHOCTH)

7.2.1 IlpumepHblii 3aJaHui

TECTUPOBAHHUIO

MepeYCHb AJISA MNoArOTOBKH K

1. Kakue u3 chopmMyaupoBaHHBIX CBOWCTB COCTaBHOTO KaHayla BCErja

COOTBETCTBYIOT JIEHCTBUTEILHOCTH:
a) JaHHble, [OCTYNMBIIME B COCTAaBHOM KaHal, JOCTaBJISIIOTCS

BBI3bIBAEMOMY a00OHEHTY 0€3 3a/1epKeK U MOTEPb;

0) cocTaBHOI KaHaJ 3aKpeIvIsieTcs 3a IByMs aDOHEHTaMU Ha MOCTOSIHHOM
OCHOBE;

B) KOJIMYECTBO 3JIEMEHTAPHBIX KAHAJIOB, BXOSAIIMX B COCTABHOM KaHAal,
MEXAy JByMsl a0OHEHTAMH PABHO KOJIMYECTBY MIPOMEXKYTOUHBIX Y3JIOB IUTIOC 1;

I') COCTaBHOM KaHaJ UMEET MOCTOSIHHYIO U (PUKCUPOBAHHYIO MTPOITYCKHYIO

CITOCOOHOCTH HAa BCEM CBOEM MMPOTAKCHUMH.

2. Kakoro ypoBHs B U€papXHuu CETeil He CyIIeCTBYeT?
a) Snpa;
0) Pactipenenenus;
B) lllupokoBenianus;
r) Jloctyna.

3. IIpu kakux yclIOBHSX B KOMMYTAaTOpax CETH C KOMMYTAIIMEH MMaKeToB
JOJDKHA OBITh MpeycMoTpeHa 0ydepuzarms?
a) KOTJa CPEIHSASI CKOPOCTh TOCTYIUJICHUS JAHHBIX B KOMMYTaTOP
IIPEBBIIIACT CPEIHIOID CKOPOCTh X 00paOOTKH KOMMYTAaTOPOM;
0) Bcerna;
B) €CIIM TTAaKEThI UMEIOT OOJBIIYIO AJINHY;
T') €CJIM MPOITYCKHAsl CIOCOOHOCTh CETH HMKE CYMMapHON HHTEHCUBHOCTH



UCTOYHHUKOB TpaduKa.

4, Kakoit u3 ypoBHer mojenu OS] paszeneH Ha JiBa MOypOBHs?
a) duznueckuii;
0) KananbHbIii;
B) CeTeBoi;
r) [IpukiagHoii.

5 Kakoit Tum VLAN paboTaeT ToabKO B npeaenax kommyrtaropa? a) Ha
6aze MAC-anpecos;
0) Ha 6a3e nmopToB;
B) Ha ocHOBe MeToK;
r) Double VLAN.

6 Vcmonp3oBaHre KaKOTO METOAa TTOMOTaeT 0OHAPYKUBATh KOJUTU3UH B
oecnpoBoanbix ceTsax (IEEE 802.11a, 802.11b u 802.11g)
a) CSMA/CD
06) CSMA/CA
B) JIt000# 13 MepeuncCICHHBIX;
r) Hu oguH u3 mepedncieHHbIX.

7/ Kaxkoii mpoTOKOJI HE ABJISETCS MPOTOKOJIOM Mapuipytu3anuu? a) RIP;
0) SNMP;
B) OSPF;
r) IS-IS.

8 Uro o3nauaet ab6peBuarypa EDR?

A) Epic Delay Reduction (smmdeckoe coOkpaimieHue 3aJepKKH) —
TEXHOJIOTHsI, YCKOPSIOIIasi Hanbosiee JUTUTEIbHBIC OTepaIiu

b)  Oto Tukep kpunroBamotsl E-Dinar Coin

B) Endpoint Detection and Remediation — o6HapyxeHue atak Ha paboInx
CTAHIIUSX U MPUHSATHE KOPPEKTUPYIOIINX MEP

I') Endpoint Detection and Response — oOHapykeHHE aTak Ha pabodux
CTaHIIMIX U pearupoOBaHUE HA HUX

9 Artaka, mpu KOTOpOHM >KEepTBa CUUTAET, YTO pabOTaeT HAIPSIMYIO C
JIOBEpEHHBIM CalTOM, HO Ha  CaMOM aene Tpaux

OPOXOJUT dYepe3 MPOMEXKYTOUHBIM Y3€Nl 3JI0YMBIIJICHHUKA, KOTOPBIHA
HOJy4aeT BCE OTIPABIISIEMbIE [10JIb30BaTENIEM JJaHHbIE, HA3bIBAECTCA:



A) Yenoek nocepeauHe

b) ITonmena DNS

B) Ilymunr

I') CounanbHas UHKEHEPUS

10 ATaka, HampaBJICHHAas Ha CO3JaHUE TOMEX WJIH TIOJHYIO
OCTaHOBKY pabOThI BeO-caiiTa Uil Ipyroro CeTEBOTO pecypca, Ha3bIBACTCH:
A) Araxa ¢ nogmenoid DNS
b) DoS-araka
B) POS-araka
I') Hoax

7.2.2 IlpumepHBbIlii nepeyeHb 3aJaHUI Il pellleHUs1 CTAHIAPTHBIX
3aga4

Bri6epuTe TOMONOTHIO Nepeay TaHHbIX:

+3Be3na

[[InpokoBemaTENbHBIE CETH

Kyct

Certu nepenauu OT y3J1a K Y311y

KomnbrorepHas ceTb He IPUMEHSIETCS, JUIS:

O06paboTKH OOTBITUX 0OHEMOB TAHHBIX

3alNThl THTEPHET-KaHaJIa CBSI3U

ObecrnieueHus CBSI3U MEXKAY COTPYJHUKAMU

Xpanenust unpopmanuu

COBMECTHOIO HCIIOJIB30BaHUS PECYPCOB

OrpaHnueHus JOCTyIa K CEKPETHBIM (haiiiam
+1ToBbIeHUsT HAASKHOCTH PAOOTHI TPOTrpPaMM DKOHOMHUHU
CPEICTB

Mopewm — 310:

BbIcOoKONIpOU3BOIUTENBHBIN KOMIBIOTEP € O0IBIINM 00BEMOM MAMSITH;

YceTpoiicTBo A npeodpazoBaHus HUPPOBOM MH(OPMALIMK B aHAJIOTOBYIO;

YerpoiicTBo /15 mpeoOpa3oBaHus aHAIOTOBOM MH(OpMaluK B IIU(POBYIO;

+¥YcrpoiicTBo aiist npeoOpazoBanus HUGPOBOM HHPOPMALIUK B aHATIOTOBYIO
U 00paTHO.

Cawmpiil HUKHUN ypoBeHb Mogenu OS]
[lepemaun naHHBIX



+du3nyeckuit

YpoBeHb NpeicTaBICHUS
[Tpukmagnoi
TpaHCIIOPTHBIN
CeaHCOBBIN

CereBoit

YPpOBEHB NPEICTABICHUS 3aHUMACTCS

+CHHTaKCHCOM U CEMAaHTHUKOMU NepeaaBaeMoil nHpopManuu
JlocToBepHOM Tiepenayei JTaHHbIX

ConepxkuT HaOOp MPUKITATHBIX TPOTOKOJIOB

Mogaens OSI:
OmnuceIBaeT CIIy)ObI TPOTOKOJIOB, HCIIOIb3YEMbIC Ha KaXKIOM YPOBHE
+Onpeaenser, 4To JOJDKEH JeIaTh KaXKIbIi YPOBEHb

[IInpokoBemaTENbHBIE CETU

+O0beIMHEHBI B MAPKEPHOE KOJIBIIO

CocToAT 13 60IBIIOr0 KOJIUYECTBA COSMHEHHBIX M1ap MAILIUH

CocTOAT U3 HECKOJBKUX CETEM COEIMHEHHBIX MEXAy COOOM MOCTaMH U
KOMMYTaTOpaMH

OO0nagaroT eMHBIM KaHAJIOM CBSI3U

KitroueByro poJib B TPaHCIIOPTHOM YPOBHE UIPAET

VYrpasieHue Kagpamu

VYrpasiieHue OTOKOM +YIIpaBiieHHE

aKeTaMH

[IpuknagHoOU YPOBEHb
+Iloanepxusaer padoty TCP/IP
3aHUMAEeTCsl IEPEHOCOM (HarsoB
[lepenaet 37€KTPOHHYIO IOUTY
OcymiectBiseT TeaeOHHYIO CBA3b
ObecneunBaeT MapIIPyTU3AINIO MAKETOB

VY poBeHb Nepeaun JaHHBIX
+1lepenaeT naHHbIE CETEBOMY YPOBHIO 0€3 UX M3MEHEHMUS
OO0pabaTbIBaeT NaHHbIE, UCIPABIISAS HEOOHAPYKEHHBIE PaHEee OIMUOKU



Kako#i ypoBenr moxaenu OSI opranusyer ceaHc cBsi3u (yCTaHOBJIEHUE,
nojJiep>KKa M 3aBepleHHE ceaHca) Mexay aboHeHTamMu uyepe3 ceTb. OH
MpeIHa3HAYCH ISl CHHXPOHHU3AIMK 00MeHa JaHHBIMH Ha YPOBHE KPYITHBIX TOPITUH
uH(popMaIuu, I OpraHu3aluy guaiora (BIOpaTh OJMH U3 BApUAHTOB).

+CceaHCOBBIN

KaHaJIbHBIN

bu3uIeCcKuit

MPUKJIATHON

Kaxkoii ypoBenb Mmogenu OSI onpeaensier aneKTpuyecKue, MeXxaHuuecKue,
(GyHKIIMOHATIBHBIC U TIPOIICTYPHBIC TTapaMeTPhl 1T (PHU3NIECKON CBS3H B
cucteMax. OH BBITIOJIHSIET COMPSIKEHUE CO CPEO Nepeaun JaHHBIX U
MPEI0CTaBIsET KAaHAIbHOMY YPOBHIO BUPTYaJIbHBIN KaHAJ JJI Nepeaur OUTOB
(BBIOpaTh OJIMH W3 BApUAHTOB).

CEaHCOBBIN

KaHaJIbHBIN

+duznueckuit

MIPUKJIATHON

Kakoit ypoenp momenun OSI onpenenser HaOOp NPUKIAIHBIX 3aj]ad,
peanu3yemMbIX B JAHHOM CETH, U BCE CEPBUCHBIC 3JIEMEHTHI JUISI UX BBIITOJIHEHHMS.
Ha »5ToM ypoBHE 1OJIb30BAaTEN0 MNPEAOCTABISAETCS YXKE IepepadoTaHHas
uHpopMalus (BBIOpaTh OJMH U3 BAPUAHTOB).

CEaHCOBBIN

KaHAJIbHBIN

bu3ngecKuit

+TIpUKIIaTHON

Kak Ha3bIBaeTCs HaJEKHBIM MPOTOKOJ C YCTAHOBICHUEM COCTUHEHUS
OH YMNpaBIsAET JIOTMYECKUM CEAaHCOM CBSI3M MEXIy IIpoleccaMu M
obecrieunBaeT
HAJeKHYIO JIOCTABKY MPUKIAIHBIX JI@HHBIX OT IIpoliecca K Ipoueccy
(BBIOpATh
OJIVH U3 BapUAHTOB)
+TCP (Transmission Control Protocol - mpotoxoi kouTpoJs nepenayun) UDP
(User Datagram Protocol, mpoTokos1 mofp30BaTENbCKUX AeHTarpaMm)
ICMP (Internet Control Message Protocol, ITpoTokoa Ynpasistommx
Coo6mienuit UntepHer)
ARP (Address Resolution Protocol, [IpoTokon pacno3HaBanus aapeca)



Kakoii TpoTOKON HCMONb3yeTcss JIMOO TpH TEPEeChUIKE KOPOTKHX
COOOIIeHnH, KOT/la HaKJIaJIHbIE PacXoJbl Ha YCTAaHOBJIICHHE CEaHCa U IMPOBEPKY
YCIIEIIHOM JOCTaBKM JAHHBIX OKA3bIBAIOTCS BBIIIE PACXOJOB Ha MOBTOPHYIO
(BBIOpATh OJIMH W3 BApHUAHTOB).

TCP (Transmission Control Protocol - mporokos KoHTpoIIsI Iepeaun)

+UDP (User Datagram Protocol, mpoTOKOJI MOIh30BaTEILCKHIX ICUTArpamMm)

ICMP (Internet Control Message Protocol, ITpoTokoa Ynpasistomux
Coo6mennii UntepHer)

ARP (Address Resolution Protocol, ITpoTokoi pacriosHaBanus ajapeca)

Kakoil mpoTokos sBigeTca HeoThbemsieMod dyacTteio IP-monyna. On
o0OecrieunBaeT OOpaTHYIO CBSI3b B BHJI€ JIMATHOCTHYECKUX COOOIECHHUIH,
MOCBIJIAEMBIX OTIIPABUTENIO MPYU HEBO3MOXKHOCTH JIOCTABKH €T0 JIeUTarpaMMbl B B
JIPYTUX Caydasx (BbIOpaTh OJWH U3 BapHUAHTOB).

TCP (Transmission Control Protocol - mpoTokon kouTposis nepenaun) UDP

(User Datagram Protocol, mpoTOKOJI MOIB30BaTEIBCKUX JEHTArpaMM )

+ ICMP (Internet Control Message Protocol, ITpoTokon Ynpasisiromux
Coo06mmenuii UutepHer)

ARP (Address Resolution Protocol, [IpoTokos pacnio3HaBaHus agpeca)

Kakoit mnporokon mnpenHasHadueH s mnpeoOpaszoBanusi [P-anpecoB B
MACanpeca (BbIOpaTh OAMH U3 BAPUAHTOB).

TCP (Transmission Control Protocol - mpotokon konTposis nepenaun) UDP

(User Datagram Protocol, mpoToKko:1 Moab30BaTENbCKUX JEHTarpaMM)

ICMP (Internet Control Message Protocol, ITpoTokon Ynpasistomnmx
CooOmennii Untepuer)

+ARP (Address Resolution Protocol, IIpoToxoin pacnio3HaBanus ajapeca)

Cnyx06a pauHamuueckoro HasHaueHusi [P-agpecoB (BbIOpaThb OnMH U3
BapUAHTOB).

+DHCP

DNS

WINS

PROXY

Cnyx0a obecneunBaeT BbIXOJ B MHTEpHET HECKOJBKHX KOMIIBIOTEPOB C
onHuM peanbHbIM [P ampecom m kemmpoBaHue WHQOpPMAIMH, K KOTOPOH OBLIO
oOpaiiieHue.

DHCP



DNS
WINS
+PROXY

7.2.3 IlpumepHBblii epeyeHb 3aJaHUH I pellleHUs] MPUKJIATHBIX
3aga4

KoprnopatuBHasi ceTh UCHOIB3YET aapeca KJ1acca B u

noibkHa obecrieunBaTh kak MuHuMyM 1000 moacereit ¢ 60 koMnbloTepaMu B
Kaxaoi. Kakas u3 mpuBeA€HHBIX MACOK JJIsl 3TOro noaxoaut? 255.255.128.0.

255.255.240.0.

255.255.255.128.

255.255.255.192.

255.255.255.224.

Kakue Tpu M3 NmpHUBEIEHHBIX aIPECOB SIBIISIOTCS KOPPEKTHBIMU aJipecaMu
xocToB (public) npu ucnonb3oBaHUM Macku 255.255.255.2487

196.123.44.190;

192.15.24.104;

223.168.10.100;

220.169.100.45; 192.168.01.87.

Mapuipytuzarop ~ moily4aer =~ MakeT € aJpecoM Ha3zHaYCHHUS
172.16.59.179/22. Kakoii moaceTu 3TOT MaKeT aApecoBaH?

172.16.56.0/22;

172.16.59.0/22;

172.16.48.0/22;

172.16.32.0/22; 172.16.56.48/22.

Ucnone3ytorcsa [Pampeca kmacca C. Macka mojaceTy 3auMCTBYET Jif
MPEICTABIICHUSI HOMEpPa MOACETH 4 OuTa. YKaXUTE TUANa30H KOPPEKTHBIX aIpecoB
XOCTOB, MTPUHAJICKAIINX MTOCIEIHEN MOACETH?

c.225m0 .239; ¢

225 1o .254; ¢

241 nmo .254; ¢

241 mmo .255; ¢

.240 mo .255.

Kakyro macky 1ojiceTu Hy>KHO UCIIOJIb30BaTh B ceTH ¢ aapecoMm 172.24.0.0,
4yTOOBI 00ecneunTh aapecannto 510 KOMIBIOTEPOB B KaXA0W MOACETH?
255.255.252.0



255.255.255.0
255.255.254.0
255.255.248.0
255.255.255.254

Kakoe wu3 MNCPCUUCIICHHBIX JIBOWYHBIX 3HAYCHUMN COOTBCTCTBYCT aapecCy

207.209.68.100:

11001111.11010001.01000100.01100100;
11000111.11010001.01000100.01100100;
11001111.11010001.01000100.01101100;
11001110.11010001.01000100.01111100.

Kaxkas U3  HIDKENEPEUUCIICHHBIX  JEeCITUYHO-TOYEUHBIX
HOTAIMK COOTBETCTBYET ABonuHOMY aapecy 11001100 00001010 11001000

00000100:

204.18.200.3;
204.34.202 .4,
204.10.200.4;
204.26.200.3.

Kakyto = Macky  mojacetd  Haao  Ha3HA4YuTh  MyJdy  aJpecoB

207.46.201.0207.46.208.0, uToOBI OHY OBLIM BUJIHBI KaK OJIHA CETh:

255.255.240.0;
255.255.248.0;
255.255.252.0; 109.

Cetu Haznauen agpec 131.107.0.0/16. Kakyro Macky HEOOXOIUMO 3aJaTh,

eciM HaJo npeaycMoTpeTs 25 noacered mo 2000 y3710B B KaxkA0M:

120;
/25;
255.255.248.0;
255.255.240.0.

B kakom nomene Haxomutcsa 3anuch pecypca PTR s xommbrorepa ¢

[Pagpecom 10.14.28.192:

10.14.28.192.in-addr.arpa;

192.28.14.10.in-addr.arpa; in-addr.arpa.192.28.14.10;
arpa.in-addr.arpa.192.28.14.10.



7.2.4 TllpumepHblii IepevyeHb BONPOCOB /sl NOATOTOBKH K 3a4eTy
He npenycMoTpeHO yueOHbIM TIaHOM

7.2.5 TllpumepHBblii epeyeHb 3aJaHUH 1)1l pellleHUs] TPUKJIATHBIX
3ajga4
1.  BrluncnuTenbHBIC MAIIMHBI, CETH U CUCTEMBI TEJICKOMMYHUKAIIUN KaK

Ba)KHBIN (baKTOp HAYYHO-TCXHHUYCCKOI'O ITPOrpecca u rnporpecca nuBUIN3alnH.

2.  3anaum, pellaeMble COBPEMEHHBIMU  BBIYMCIUTEIbHBIMU
CETAMMU:
(ailyioBbINl CEpBUC, CEPBUC IE€UYATH, CEPBUC COOOIIECHUMN, CEPBUC MPUIIOKEHUU,

cepBHUC 0a3 TaHHBIX.

3.  Kiaccudukanus "HPOpMaIMOHHO — BEIYUCIUTENbHBIX CETEH.

4, KomMmmyTartys kaHamoB, COOOIIEHUH, TAKETOB, CETH C YCTAHOBJICHUEM H
0€3 YCTaHOBJICHUS COCIMHEHUS.

5. DranoHHas MOJieTb B3aUMOCBsI3U OTKPBITHIX cucteM (OSI). OTKpbIThIE
cucteMbl. YpoBHU. Ci1yKObI U TPOTOKOJIbI YPOBHEM.

6.  JluHWM CBS3W M KaHAIBI Iepeaadn JaHHBIX. [IporryckHast ciocoOHOCTh
KaHaja, ypOBEHb [IOMEX.

/.  XapaxkTepucTuka MPOBOAHBIX JUHUU CBSI3U, BOJOKOHHO-ONTHUYECKUX
JIMHUM CBSI3U U PaJuoOKaHaoB. Pa3enenne kaHaIoB MO BPEMEHU U YaCTOTE.

8.  Hudposbie xanansl nepegaun qaHHbIX. CocOObl KOJUPOBAHUS.

9.  CamocunxpoHuUzupyromuecs koasl. Manuectepckuii ko1. TexHooruu
xDSL.

10. CmocoObl  KOHTpOJII TPABWIBHOCTH  Tepenadd  HWH(POpMAIIUH.
AJITOPUTMBI C)KaTHSl JTAHHBIX.

11. JlokanbHble BBIYMCITUTENbHBIE CETH. MHOXKECTBEHHBIN JIOCTYIl C
KOHTpoOJIeM Hecyled u oOHapykeHuem koHpaukToB. Cetu Ethernet. CtpykTypa
Kajipa.

12. AnmapaTHble CpencTBa - CETEBBIC KOHTPOJIJIEPHI,
PUEMOTIEPEIaTINKH, KOHIIEHTPATOPHI, TOBTOPUTEIIH.

13. Oco6ennoctu cereit Wi — Fi, WiMax. Texnonorus LTE.

14. Mapkepasie metoasl goctymna. Cets Token Ring. CtpykTypa kaapa.
Opranuzanust IpUOPUTETHOTO JoCTyna. BeicokockopoctHbie JIBC.

15. Ocob6ennoctu ceteit FDDI, Fast u Gigabit Ethernet, 100VG-AnyLAN.



16. Opranuzamnust KopmopaTuBHBIX ceTeil. CeTeBbie W TPAHCIIOPTHHIE
MPOTOKOJIbl. AIMUHUCTPUPOBAHUE KOPIOPATUBHBIX CETEH.

17. Mapupyrtuzaius. AIrOpUTMbI U IPOTOKOJIBI MaPIIPYTH3ALUH.

18. MocTbl, KOMMYTAaTOPHI U MAPIIPYTH3ATOPHI. BupTyanpHbIC JTOKAIbHBIE
CETH.

19. Anpecaunust koMmmbioTepoB B ceTH. Anpecarnus B Internet. Tumbl
aapecoB creka TCP/IP: ammapartnele, IP-agpeca, JOMEHHBIE HMEHA.
Pacnipenenennas ciyx6a nomeHHbsix iMeH (Domain Name System, DNS). ®opmbl
3anucu [Panpeca. Knaccel cereii. Ciry:keOHbIe apeca.

20. TIIporokon ARP. IlpoTokoms YIPABJICHUS ICMP
u SNMP.

Oco6ennoctu ceteit SPX/IPX, X.25, Frame Relay. [Ipotokosst u cetu ATM.

7.2.6. Meroauka BBICTABJIEHHSA  OIEHKH TMPH NPOBeIeHNH
NMPOMEKYTOUYHO aTTecTAlNU

3aueT ¢ OLEHKOH MPOBOAUTCS MO TeCcT-OMiieTaM, KaKIbli M3 KOTOPBIX
coaepxxut 10 BompocoB u 3agauy. Kax sl mpaBUSIbHBIA OTBET HA BOMPOC B TECTE
orneHuBaeTcsa 1 OaoMm, 3amada oreHuBaeTcsa B 10 GamioB (5 6aioB BepHOE
peueHue U 5 0ayyIoB 3a BEpHBINA OTBET). MakcuMaibHOE KOJUYECTBO HAOpaHHBIX
oannoB — 20.

1. Omnenka «HeynoBneTBOpUTEILHO» CTABUTCS B CIIydae, €CIM CTYJCHT
HaOpasi MeHee 6 6aJIoB.

2. Orenka «YIOBJIETBOPUTEIIBHO» CTAaBUTCA B CJydae, €CJIM CTYICHT
HaOpai ot 6 1o 10 6ammoB

3. Onenka «X0poIoy CTaBUTCS B CIIy4ae, ey cTyAeHT Habpax ot 11 g0
15 Gamios.

4.  Onenka «OTIUYHO» CTABUTCS, €CIU CTyJAeHT HabOpan ot 16 mo 20
OaJIJIoB.

7.2.7 IlacnopT OLIEHOYHBIX MATEPHAJIOB

Kon
KonTponupyemblie pa3zenbl . | HammeHOBaHMe OLIEHOYHOTrO
Ne n/m KOHTPOJIMPYEMOM
(TeMBbI) AUCITUTLTMHBI CpeacTBa
KOMIIETEHITHN
1 Oo0mue OIIK-15 Tecr, 3amuTa 1a60pPaTOPHBIX
CBEJICHHS O pabor
KOMIIBIOTEPHOM




CCTHU

2 AmnmnapaTHbIE KOMIIOHEHTBI OIIK-15 Tecr, 3amuTa 1a00paTOPHBIX

KOMITBIOTEPHBIX pabort
ceTel

3 [Tepenava naHHbBIX OIIK-15 TecT, 3ammTa 1a00paTOPHBIX
10 CETH pabor

4 CereBbie OIIK-15 TecT, 3ammTa 1a00paTOPHBIX
APXUTEKTYPBI pabor

5) I'moGanbHble CeTH n OIIK-15 Tecr, 3amuTa 1a00paTOPHBIX
NEPCIICKTUBHBIC CETECBHIC pa60T
TexHoJoruto. [ mobanbHas ceTh
Internet

6 3ammTa nHGOpMAITNH B OIIK-15 TecT, 3ammTa 1a00paTOPHBIX
JIOKaJILHBIX CETSIX pabor

7.3. Mertoauyeckue MaTepHAJIbI, onpejeasome MNpoueaypbl

OlLleHUBAHUS 3HAHM, YMEHN I, HABBIKOB M (WJIU) ONBITA J1eSITEJIbHOCTH

TectupoBanne OCYIIECTBISETCA, JMOO TPHU TOMOIIM KOMITHIOTEPHOU
CUCTEMBl TECTUPOBaHUs, JTUOO C HMCIOJIH30BAHUEM BBIIAHHBIX TECT-33JaHU Ha
OymaxkaHoM Hocutene. Bpemsi TectupoBanuss 30 MuH. 3aTeM OCYIIECTBISETCS
IpPOBEpKa TECTa SK3aMEHATOPOM U BBICTABIISCTCA OIICHKA COTJIACHO METOIUKH
BBICTABJICHUS OTICHKY TIPH MPOBEICHUN TPOMEKYTOUHOM aTTECTAIIHH.

Pemenue craHmapTHBIX 3a7ad OCYIICCTBISICTCS, JHOO TMPU TTOMOIIH
KOMITBIOTEPHOW CHUCTEMBI TECTUPOBAHUS, JIMOO C HCIOIH30BAHUEM BBIJAHHBIX
3amad Ha OymaxHoM Hocutene. Bpemst pemenus 3amad 30 muH. 3atem
OCYIIIECTBIISIETCSl MPOBEpKA PEIICHUS 3aJad SK3aMEHATOPOM M BBICTABIISCTCS
OIICHKAa, COIMJIACHO METOJWKM BBICTABICHHS OLEGHKH TIPU  TPOBEACHUHU
MIPOMEKYTOUYHOM aTTECTAIHH.

Pemenve mnpukIagHBIX 3a7a4  OCYIIECTBISACTCS, JTUOO TIPH TTOMOIIH
KOMITBIOTEPHOW CHUCTEMBI TECTUPOBAHUS, JIMOO C HCIOIH30BAHUEM BBIJAHHBIX
3aay Ha OymaxHoM Hocutene. Bpemst pemenus 3amad 30 MuH. 3atem
OCYIIECTBIISIETCS TPOBEpKA pELICHUS 3a/Jay SK3aMEHAaTOPOM M BBICTABIISETCS
OIICHKAa, COIMVIACHO METOJWKM BBICTABICHHS OLEGHKH TIpU  TPOBEIACHUHU
MIPOMEKYTOUYHOM aTTECTAIIHH.




8 YYHEBHO METOANMYECKOE 1 TH®POPMALIMOHHOE
OBECIIEYEHME JJUCIUIIJINHBI)

8.1 IlepeueHnb yueOHOIi TUTEPATYPHI, HEOOXOAUMOI1 11l OCBOEHUS
TUCHMILTHHBI

OcHoBHas 1uTepaTypa:

1. CononeBuu, A. B. Komnbsiorepusie cetu : yueOHuk / A. B. CononeBud. —
Munck : PecnyOnukaHCKUT MHCTUTYT MpodecCUOHATBHOTO 00pa3oBaHUs
(PUIIO), 2021. — 208 c. — ISBN 978-985-7253-43-2. — TekcT :
anekTponHbli // [ludposoit obpazosarenbubiii pecypc IPR SMART : [caiit].
— URL.: https://www.iprbookshop.ru/134078.html

2. Hartnos, [1. A. IIpuHUIUIIBI TOCTPOSHUS U OPTraHU3aIUsl KOMIIBIOTEPHBIX CEeTe

: yuebHoe mocooue / II. A. JarmoB. — PocroB-Ha-/lony, Tarampor :
NznarensctBo FOkHOTO (henepanbHOro yHupepcurera, 2022. — 127 ¢. —
ISBN 978-5-9275-4109-6. — Tekcr : osnexrtponubii // Iudpooi
obOpazoBarenbubii  pecypc IPR SMART : [caiit] — URL:

https://www.iprbookshop.ru/125710.html

3. AuapusHoB, A. M. KoMnblOTepHbIE CETH U CETEBbIE TEXHOJIOTUH : yuyeOHOE
nocobue / A. M. AuapusinoB. — Tromenb : TIOMEHCKHI MHAYCTpUATbHBIN
yHuBepcutet, 2023. — 80 ¢. — ISBN 978-5-9961-3058-0. — TekcT :
anexTpoHHbIl // Lludposoit o6pazoBarenbhbiil pecypc [IPR SMART : [caiit].
— URL: https://www.iprbookshop.ru/133643.html

4. Canxun, /. A. KomnbelotepHbie ceTH. TeXHOJIOTUM CETEBBIX MHTEP(HEHCOB.
[TporpamMmmMHOe obecrieueHrne U METO/Ibl IUarHOCTUKH : ydeOHoe nocooue / /1.
A. Cankun, C. H. UBnues, A. B. [lanteneeB. — Mocksa, Bonorna : Undpa-
WNnxenepus, 2024. — 220 ¢. — ISBN 978-5-9729-1917-8. — Teker
anexTpoHHbIl // Lludposoit oopazoBarenbhbiil pecypc [IPR SMART : [caitt].
— URL: https://www.iprbookshop.ru/143519.html

8.2 IlepeueHb MH(OPMANUOHHBLIX TEXHOJOTHH, HCHOJb3yeMbIX NpPH
OCYLIECTBJICHMH 00pa30BaTEeJbHOIO0 IMponecca M0 AMCUMILIMHE, BKJIIOYas
nepeYyeHb  JIMHEH3MOHHOI0  INPOrPaMMHOr0  o0ecne4YeHusi, pecypcoB
UHGPOPMALMOHHO-TEJIEKOMMYHMKALUOHHOH ceTH «MHTEepHET», COBPEMEHHBIX
npogecCHOHAIBHBIX 023 JaHHBIX U HH(POPMALMOHHBIX CIIPABOYHbBIX CHCTEM:

1)bank nmauHBIX yrpo3 OesomacHoctn uHpopmamuu — URL:
http://bdu.fstec.ru.


https://www.iprbookshop.ru/125710.html
https://www.iprbookshop.ru/133643.html
https://www.iprbookshop.ru/143519.html

2)IHpopmaimoHHO-TIpaBoBasi ~ cUCTeMa  «3aKOHOJATEIbCTBO
Poccuny // OdunnanbHplii ”HTEPHET-TIOPTAJ MPABOBOM MHQpOpMAITUU —
URL.: http://pravo.gov.ru/proxy/ips.
3)Karanor cranmaptoB // Odunmansubii cait Poccrangapra —
URL:
http://www.gost.ru/wps/portal/pages.CatalogOfStandarts.
4)Odunmansubiii caiit ®CTOK Poccun — URL: http://fstec.ru.

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJAUMAS JIA
OCYHECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOLECCA

KoMnploTepHBIX KJIacC ¢ KOJUYECTBOM IEPCOHAIBHBIX KOMIIBIOTEPOB M3
pacyeTa 1 mepcoHaNbHBIN KOMIBIOTEP HA 2 00yYaIOUXCsl.

10. METOJAUYECKUE YKA3AHUS 1JISI OBYUAIOIUXCS IO
OCBOEHUIO JUCHUIIAHBI (MOLY.JIST)

[To mucrumumae «KOMIBIOTEPHBIE CETH» YHTAIOTCS JICKIUH, TPOBOASTCS
1abopaTopHbIe padOTHI.

OcHOBOW W3ydeHHs] JUCHUIUIMHBI SIBISIIOTCA JICKIIMM, Ha KOTOPBIX
U3JIaraloTcs Hanbosee CyIMEeCTBEeHHBIC U TPYIHBIC BOIPOCHI, a TAKKE BOMPOCHI, HE
HaITIeIIMe OTPAKEHUS B YICOHOU JTUTEpATYPE.

JlabopatopHble pabOTHI BBITIOIHSAIOTCS Ha JIA0OpATOPHOM OOOPYAOBaHHUU B
COOTBETCTBUH C METOJIUKAMH, TPUBEICHHBIMH B YKa3aHHIX K BBITIOJTHEHHUIO padoT.

Bup yueOHbIX

o I[C}ITCJ'IBHOCTL CTyACHTa
3aHATHHN

Jleknsa Hanuncanue KOHCHEKTa JIGKUMM: KpaTKO, CXEMAaTU4YHO, MOCJIEI0BATEILHO
¢bukcupoBaTh ~ OCHOBHBIE  TIOJIOKEHUS,  BBIBOABI,  (HOPMYIHPOBKH,
0000111eHNs; MMOMeYaTh Ba)KHBIE MBICIH, BBIACIATH KIIOUEBHIE CIIOBA,
TepMuHBI. [IpoBepka TEpMHHOB, MOHATHUH C TMOMOILUBIO SHIMKIONEIUM,
CJIIOBapel, CIPABOYHUKOB C BBINHCHIBAHUEM TOJKOBAHUN B TETPalb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepuana, KOTOPHIE BBI3BIBAIOT
TPYIHOCTH, IIOMCK OTBETOB B pPEKOMEHAyeMOW Jureparype. Ecmm
CaMOCTOSITENILHO HE YyAaeTcs pa3o0paTbcs B Marepuale, HEeoOXOAMMO
chopMyIMpOBaTh BOMPOC W 33JaTh MPEMOJABATEI0 HA JICKIUU WA Ha
MPaKTUYECKOM 3aHSTUH.




JlaGopaTtopHas
paborta

JIabopaTopHble pabOTHI MO3BOJSIOT HAYYUTHCS MPUMEHSITh TEOPETHYECKHE
3HAHWS, NOJTYYEHHbIC HA JICKIIUU MIPU PEIICHUN KOHKPETHBIX 3a/1a4. YToObI
HanOoyee panMOHANFHO M TIOJHO HCIIOJIb30BaTh BCE BO3MOXHOCTH
7a00paTOPHBIX AJIS MOATOTOBKM K HUM HEOOXOJUMO: CIIEAyeT pa3o0paTh
JEKIMIO TI0 COOTBETCTBYIOIEH TeMe, 03HAKOMHUTCS C COOTBETCTBYIOLIUM
pa3genoM yueOHHKA, NpopadboOTaTh JOMOJHUTEIBHYIO JIUTEpaTypy u
UCTOYHHUKH, PEIIUTH 331a49H U BBIIOJIHUTH JPYrUe MUCbMEHHbIC 3a/1aHUsL.

CamMocTosTenpHast
paborta

CamocrosiTenbHas paboTa CTYACHTOB CITOCOOCTBYET TITyOOKOMY YCBOCHUS
y4eOHOTO Marepuaja ¥  pPa3BUTHUIO HAaBBIKOB  CaMOOOpa30OBaHUS.
CamocrosiTenpHas paboTa MpennosiaraeT CIEAYIOIINe COCTaBIAIONINE: -
paboTa ¢ TekcTaMH: y4eOHHUKaMH, CIIPAaBOYHUKAMH, JOTIOTHUTEIBHOM
JUTEPATYpPOM, a TaKXkKe MPOpPadOTKA KOHCIIEKTOB JICKITUI; -

BBINIOJTHEHHUE JIOMAITHUX 33JaHUH U PAaCueTOB;

- paboTa HaJl TeMaMU JIJIsl CAMOCTOSITEIBHOTO U3YUCHHUS;

- ydacTHe B pabOTe CTyIEHUYECKUX HayYHBIX KOH(pEPEHIIHH,
OJIUMITHA]T; - TIOJrOTOBKA K TIPOMEXYTOYHON aTTeCTalllu.

Iloarororka k
IIPOMEKYTOUHON
aTTecTaluu

l'oToBUTBCS K MPOMEKYTOUHOM ATTECTAI[MU CIIEAYET CHUCTEMAaTUYECKH, B
TeYeHue Bcero ceMmectpa. IHTeHCHBHAs MOJArOTOBKA JOJKHA HAYaThCsl HE
MO3/HEE, YeM 3a MECSI-TIONATOopa 0 MPOMEXKYTOUHOU arTectanuu. JlaHHbIe
nepes 9K3aMEeHOM, SK3aMEHOM TpU JHS 3P QPEeKTUBHEE BCETO HCIOIb30BaTh
JUISI IOBTOPEHUS M CUCTEMaTH3alliy MaTepuana.
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