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1. HEJIU U BAJAYN JUCIHUTIIJINHBI
1.1. Heau auCHUIJIMHBI OOECIICUUTh YCBOCHHE OYAYIIMMH HHKEHEpaM,
CHEIUAM3UPYIOIUMCS B 00JacTH OpraHM3allid H  TEXHOJIOTUW  3allUTHI
uHPOpMAIlMHK, TOBEJCHYECKMX MOTHUBOB, IIeJiel, YCJIOBHA W MEXaHHU3MOB
COBEpIICHHS KOMIBIOTEPHBIX MPECTYIUICHHM, a TAK)KE 3aKOHOAATEIIbHBIX OCHOB UX
IPEIOTBPALIICHUH.

1.2. 3agauu ocBOeHUSA TUCHMILINHBI

v' [IPUBHUTH HaBBIKK (POPMHUPOBAHUsI TPEOOBAHMH T10 3AIUTE HHPOPMALIUH
B paznuunbix KC.

v\ 03HaKOMHUTb ¢ TPeOOBAHWSAMH K 3alUTE ABTOMATH3UPOBAHHBIX
unpopmarmonssix cucteMm (MC) ot HecankimonupoBannoro gocryna (HCJI) nHa
teppuropun Poccurickonn Penepanum.

2. MECTO JUCHUIIJINHBI B CTPYKTYPE OIIOII
Hucrumnaa « KoMmbroTepHbIe MPECTYIUICHUSI B KOMITBIOTEPHBIX CHCTEMax
U CEeTAX» OTHOCUTCS K JUCHUIUIMHAM 4YacTH, (GOPMHUPYEeMON YYaCTHUKAMH
oOpa3oBaTeIbHBIX OTHOIIEHUH (UCIMIUIMHA 110 BBIOOPY) Os10ka b1.

3. HEPEYEHDb IIVIAHUPYEMBIX PE3YJIbTATOB OBYUYEHUS 110
JUCHUIIJIMHE

[Ipomecc wu3ydenuss aucruiuinHbl «KoMmbloTepHbIe MpecTyruieHus B
KOMITBIOTEPHBIX CHUCTEMAxX W CETAX» HANpaBieH Ha (HOPMHUPOBAHHE CIICTYIOITUX
KOMIIETCHIINU:

I1K-4.4 - CriocobeH y4yacTBOBaTh B pabOTax MO MPOBEICHUIO AIKCIEPTU3bI
IpU  PaACCIEOBAHMM KOMIIBIOTEPHBIX MPECTYIUICHUM, MpaBOHApyUICHUH U
MHIIUJIEHTOB B KOMITBIOTEPHBIX CUCTEMAaX U CETAX



Komnerenuus

Pe3yabTarhl 00y4eHHsl, XapaKTepHU3yHOIIHe
c()OpMHUPOBAHHOCTH KOMIIETCHIIUH

[1K-4.4

3HAET BUJIbl, TEXHOJIOIMH MIOMCKA U aHAJIN3a CJIEIOB
KOMIIBIOTEPHBIX IIPECTYIUICHUH, IPABOHAPYILICHUN U
WHLUJEHTOB

3HAET CrocoObl OOHAPYKEHUSI U HEUTpaTU3aIllun
ITOCJIEACTBAN BTOPKEHUM B KOMITBIOTEPHBIE CUCTEMBI
3HAET METO/Ibl MPOBEACHUS pacCieOBaHUS
KOMITBIOTEPHBIX MPECTYIICHUH, TPaBOHAPYIIIEHUN U
UHIUJEHTOB

3HAET PYKOBOJSIINE U METOANYECKUE TOKYMEHTHI
YIOJHOMOUYEHHBIX (pesiepaibHbIX OpraHoOB
MCIIOJIHUTEJILHOM BJIACTH MO 3alUuTe UHPOPMALUK U
obecrnieueHnt0 0€30MaCHOCTH KPUTHUECKOMN
nH()OpMaIIMOHHOW HHPPACTPYKTYPHI

YMECT IPUMCHATE HOPMATUBHBIC U IIPABOBLIC aAKTEI IIPU
IMPOBCACHUU KpHMHHﬁHHCTH‘-ICCKOfI 9KCIICPTU3LI U
KPUMHUHAJIUCTUYCCKOI0 aHajin3a B ITPOLCCCE

paccie10BaHNs KOMIIBIOTEPHBIX IIPECTYIICHUH,
IIPABOHAPYLIEHUH U HHIIUACHTOB B KOMIIBIOTEPHBIX
CUCTEMAX U CETSX

BBISABJISITE BO3MOKHBIE TPAEKTOPUH U3MEHEHUS COCTOSTHUN
(YyHKIIMOHUPOBAHMUSI ~ KOMIIBIOTEPHOW  CHUCTEMBI  H
IIPOTHO3UPOBATH BO3MOXKHBIC ITyTH BOSHUKHOBEHUS HOBBIX
BHUJIOB KOMITBIOTEPHBIX NPECTYILIICHUN

BJIAJICET HABBIKAMM OIIPEAEICHUS IPUYMHBI U YCIOBHS
M3MEHEHUs CBOICTB HcceayeMoil nH(opMalu,
MEXAHU3M, JUHAMHUKY U 00CTOSTENIbCTBA COOBITUN IO
uMerolIeiicss tHpOopMaIi Ha HOCUTENIE TAHHBIX WU €€
KOIIUSM

4. OBBEM JUCHUIIJINHBI

OOmiasi TPya0eMKOCTh IUCHUIUIMHBI «KOMIbIOTEpHBIE MPECTYIJICHUS B
KOMITBIOTEPHBIX CHCTEMAaX U CETSAX» COCTaBIsAET 9 3.e.

Pacrnipenenenune Tpy10€MKOCTH JUCHUIUIMHBI 10 BUAAM 3aHITUA

ouHasi gopma o0yueHust

Buasl yueOHOM paboThI

Bcero CemecTtpsbl
4acoB 9 10

AyaUTOpPHBIE 3aHATHS (BCET0) 180 72 108




B ToMm uucie:
Jlextmm 72 36 36
JlaGopatopusbie pabotsl (JIP) 108 36 72

CamocrosiTeibHast padoTa 108 36 72
KypcoBoii npoekrt + +
Yacel Ha KOHTPOJIb 36 - 36
Buabl npoMeXKyTOYHOM aTTECTALUH - N + N
9K3aMEH, 3a4eT C OI[CHKOU

OO0mast TPy 10€MKOCTb:

aKaJIeMUYECKUE Yachl 3a4.€]. 324 108 216

5. COAEP/KAHUE JUCHUIIVIMHBI (MOAYJIsA)
5.1 Copep:xkanue pa3aejioB JAUCHUIVIMHBI M paclnpejejeHue
TPYAOEMKOCTH M0 BHIAM 3aHATHI
ouHasi Gopma o0yueHust

r{\j&r’[ HanmeHnoBaHue TeMbl Conepxxanue pasnena Jlekir. f:}?" CPC B‘(;ZZO,
1 [OcHOBBI KOMIIBIOTEPHBIX [TonsTue n Pa3sHOBUAHOCTh
MIPECTYyIUICHAI KOMIBIOTEPHBIX
NPECTyIJICHUH. 12 18 18 48
XapaxkTepuCTHKa KOMITBIOTEPHBIX
MPECTYIICHUN
2 |PaccnenoBanue O030p yrpo3  MOJUTHKE
KOMIIBIOTEPHBIX MIPECTYIIEHUH 6€30I1aCHOCTH KOMITBIOTEPHBIX CHCTEM.
Ilepeuens Mmoaeneit PackpeiTue u
paccieioBaHue 12 18 18 48

KOMITBIOTEPHBIX MPECTYIUIEHNH. 3aKoHOAaTeIbHAS
0CHOBa OOPBLOBI ¢ KOMITBIOTEPHBIMH

MPECTYIIEHUSIMU
3 |IIpoTtuBoneiicTBue JletanpHblil aHaNM3 BPEIOHOCHOTO MPOTrPaMMHOTO
KOMIIBIOTEPHBIM oOecrieueHus. Knaccuduxanus BUPYCOB.
HIpECTYILUICHUAM, OBpHUCTHUYECKUI aHanu3. AHAIU3 pa3pyLIaOUIUX
OCYLIECTBISIEMbIM  C BO3JIEHCTBUI POTPAMMHOTO 00ECTIEYEHHUST 12 18 18 48
UCIIOTb30BaHHEM
BPEJOHOCHOIO
MPOrPaMMHOTO 00eCTIeueHuUs
4 |IIpotuBoaeicTBUE KommeioTepHble  ceTeBble  aTakd. Y OaJeHHbIE
KOMIIbIOTCPHBIM KOMIIBIOTCPHBIC CCETEBBIC aTaKH: PaCHpPEACICHHBIC
HIpECTYILUICHUAM, noaxonsl opraHuzanuy. CHcTeMBl 0OHAapYKCHUS 12 18 18 48
pealn3ycMbIM B BTOPKEHMSI U MEXKCETEBOIO SKPAaHUPOBAHUSL.
XO0Jie IPOBEACHHUS
KOMITBIOTEPHBIX CETEBBIX aTak
5 |IIpormBozeticTBue AHanu3  paspymIaloIluX  BO3AEiHCTBHIL.
KOMIIbIOTEPHBIM Mertonst
MPECTYIUICHUSIM ~ TYTEM oOHapyseHHs u 60pbObI. [ToanTnky Ge3onacHoCTH 12 18 18 48
pcamsaluy  IOJIHTHKH KOMIIBIOTEPHBIX CHCTEM. Opranuzanus

6esomacHocTH CeTeBOil NONUTUKHY 0€30M1aCHOCTH




6 |IIpenorpamenue XapaKkTepuCTUKa OCHOBHBIX BHIOB NMPECTYIUICHUH C
KOMIIBIOTEPHBIX MIPECTYILICHUH [ cronb30BaHueM (GAaHKOBCKUX IUIACTHUKOBBIX KapT.

B COLMAIBHOM U |KoMnplOTepHBIE MPECTyIUIGHHs] Ha couuanbHbie| 12 18 18 48
6aHKOBCKOI1 chepax HH(POPMALMOHHBIE CeTH. IpenynpexaeHue
KOMITBIOTEPHBIX IPECTYILICHHIA.

Hroro| 72 108 108 288

5.2 IlepeyeHnb 1adopaTOpHBIX padoT

1. JlaGoparopnas pabota Ne 1. AHanu3 araku, OpHUEHTUPOBAHHON Ha
B3JIOM MPOTPAMMHOT0 o0ecredeHus, myTéM 00x0/1a POoIeayphl aBTOPU3AIUH.

2. JlabGoparopHas pabota Ne 2. IlpoBejeHue aHanM3a COBPEMEHHOTO
aHTUBHUPYCHOT'O MporpammHoro ooecrneuenus (Avira, Norton AntiVirus, Panda,
Kaspersky, McAfee, NOD32, Avast, Dr.Web).

3. Jlabopatopnass pabora Ne 3. [IlpoBemeHus CpaBHUTEIHLHOU
XapaKTePUCTHKU COBPEMEHHBIX MEKCETEBBIX IKPAHOB.

4.  JlabopatopHas pabota Ne 4. IlpoBenenue anammza paOOThI CETEBBIX
ckanepoB. (Tcpdump, Sniffer Pro, NetXray, MS Network Monitor, Novell's
LanAlyzer, Wireshark).

5. JlaGopatopHas  pabota Ne 5. [IpoBenenue

aHaJM3a  CUCTEMBbl OOHAPYKCHHS BTOPKEHUHN Snort.

6. JlaGoparopHas pabota Ne 6.  [IpoBeneHue aHamu3a IOJCHUCTEMBI
6e3omnacHoctu B cemeiictBe OC Windows.

7. JlaGoparopnas pabota Ne 7.  IlpoBemeHue aHamu3a IOJCUCTEMBI
6e3omnacHoctu B OC Unix.

6. MIPUMEPHAS TEMATHUKA KYPCOBBIX IPOEKTOB (PABOT) U
KOHTPOJIBHbBIX PABOT

B coorBercTBMM ¢ y4eOHBIM IIJJaHOM OCBOEHUE  JUCIUIUIUHBI
MPEAyCMaTPUBAET BBINIOJHEHUE KYPCOBBIX MPOEKTOB B 10 ceMecTpax Mg OYHOM
dhopmMbI OOyUECHUS.

[IpumepHas TemaTrka KypcoBOIo mpoekra: «PacciaeioBanne KOMIIbIOTEPHBIX
npectymieHui B PKC, ocylecTBiIsieMbIX ¢ UCIOJIb30BaHUEM Web-TeXHOIOTHIT».

3aiauu, peraeMble IpH BBITOJIHEHUH KypCOBOTO ITPOEKTa:

. 3aKpEINUTh 3HAHWE OCHOBHBIX NPHUHLUIIOB ITOCTPOCHUS 3AIMUIIEHHBIX
PKC;

. 3aKpenuTh 3HAHUSA OCOOEHHOCTEH 3alUThl MH(OpMAUMK Ha Y3Jax
KOMITBIOTEPHOM CETH, OCHOBHBIE KATEropuu TpeOOBaHMI K MPOrpaMMHON U
IPOrpaMMHO-aINIAPATHON peanu3aluu CPeACTB 3alUThl HHPOPMALIUU.



KypcoBoii mpoekt

BKJIIO4aT B

1 paCYCTHO-IIOACHUTCIbHYIO 3alIMCKY.

cebs1 TpaduyecKyro

qacCTb

7. ONEHOYHBIE MATEPHAJIBI VIS TPOBEJEHUSA
MPOMEXYTOUYHON ATTECTALIMUA OBYYAIOIIUXCS IO

JTUCLMUITJIMHE

7.1. Onucanue noka3arejeil U KpUTepueB OlleHMBAHUA KOMIIETEHI[UI Ha
Pa3JIMYHbIX 3Tanax ux ¢popMupoBaHus, ONMCAHNE KA OLlEHUBAHUS

7.1.1 Dran TeKyuiero KOHTPOJsi
Pe3ynbTathl TEKyIIero KOHTPOJIS 3HAHWH M MEKCECCHOHHOHM aTTecTaliu
OILICHUBAIOTCS 10 CIEAYIOIIEH CHCTEME: «aTTeCTOBAHY;

«HEC aTTCCTOBAH.
Pe3yabTaThl 00y4eHus,
XapaKTepu3ylolue KpI/ITepI/II/I
KoMnerennusy chopMHpOBAHHOCTE S — ATTeCcTOBaH He aTTecroBan

KOMIIETCHIHHU

[1K-4.4

3HaeT BUJIBI,
TEXHOJIOTHH MOVCKA U
aHaJln3a CIeJ0B
KOMITBIOTEPHBIX
MIpPECTYIICHUH,
MpaBOHAPYIICHUH 1
WHIIUICHTOB 3HAET
CIIOCOOBI 0OHAPYKCHUS
U HeUTpan3alnuu
MIOCIIEACTBHN
BTOPKEHHUH B
KOMITBIOTEPHBIE
CHCTEMBI 3HaeT METO/IbI
MIPOBEACHUS
paccieioBaHus
KOMITBIOTEPHBIX
MPECTYIJICHUH,
[IpaBOHAPYLIEHUH U
WHIMJCHTOB 3HAET
pPYKOBOZSAIINE U
METOINYECKHE
JOKYMEHTBI
YHOJTHOMOYEHHBIX
(denepanbHBIX OPraHOB
HCIIOJIHUTEJIbHON
BJIACTH TIO 3aIlUTE
nH(pOPMAITUHU H
obecrnedeHnro
0e30macHOCTH
KpPUTHYECKOU
WHPOPMAITMOHHON

HH(PPACTPYKTYPHI

YKQKHUTE KPUTCPUI

Brimostenue pabor B
CPOK,
IIPEeSyCMOTPEHHBIN B
pabouux
poTrpamMmMax

Hepbinonnenue
paboT B CPOK,
MpEeyCMOTPEHHBIN B
pabounx
IIporpaMmax




yMeeT NPUMEHATh
HOPMaTHBHBIC U
IIPABOBBIE AKTHI IIPU
MIPOBECHUH
KpPUMUHAJINCTHYECKOM
9KCIIEPTU3BI U
KPUMHUHAJINCTUIECKOT O
aHaJIM3a B IIpolecce
pacciiejoBaHus
KOMITBIOTEPHBIX
MPECTYIJIEHUH,
MIpaBOHAPYIIEHUH U
WHIU/IEHTOB B
KOMITBIOTEPHBIX
CHUCTEMAX M CeTSIX
BBISIBIISITH BO3MOJKHBIE
TPaeKTOPUH U3MEHEHUS
COCTOSIHHH
(YHKIIMOHUPOBAHUS
KOMITBIOTEPHOM
CHUCTEMBI U
MIPOrHO3HPOBATH
BO3MOJKHBIE ITyTH
BO3HHUKHOBEHHS HOBBIX
BHUJIOB KOMITBIOTEPHBIX
MPECTYIIICHUI

YKQKHUTE KPUTCPUI

Brimosnenue pabor B
CPOK,
IIPEeSYyCMOTPEHHBIN B
pabouux
poTrpamMmMax

Hepbimonnenue
paboT B CPOK,
MpEeyCMOTPEHHBIN B
pabounx
porpamMmmax

BIIafIeeT HaBBIKAMHU
OIIpe/IeIICHHS IPUYHHEI
U YCIOBUS M3MECHCHHS
CBOMCTB HCCIETyeMOM

UHPOPMALUH,
MEXaHHU3M, TUHAMUKY U
00CTOATEILCTBA
COOBITHI 1o
UMEIOIIEHCS
nH(popMaIuu Ha

HOCHUTCIIC HAaHHBIX HIIH
€€ KOIIHUAM

YKQKHUTE KPUTCPUI

Brimosenue pabor B
CPOK,
IIPEeSyCMOTPEHHBIN B
pabouux
poTrpamMmMax

Hepbimonnenue
paboT B CPOK,
MpEeyCMOTPEHHBIN B
pabounx
porpamMmmax

7.1.2 JTan npoMeKyTOYHOT0 KOHTPOJIS 3HAHU I

Pe3ynbTaThl MpOMEXYTOUYHOTO KOHTpPOJS 3HAHUU oleHuBatorca B 9, 10

ceMecTpe JIJ1sl OUHOM (GopMbl OOYUEHHS IO YETHIPEXOAIITLHOM CHCTEME:

«OTIHUYHO»,

«XOpOoUIO»;

«YJOBJIETBOPUTEIBHOY;

CKHCYOOBJICTBOPHUTCIILHO).

KoMnereHnusy

Pe3yabTaThl 00y4eHusl,
XapakTepH3ylolmue
¢(hopMHPOBAHHOCTH

KOMIIETEHIHU

Kpurepuu
OLlEHNBAHUS

OTJu4yHO

Xopouo Ynosa.

Heynosa.
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3HAeT BHUIHI,
TEXHOJIOTUH TTONCKA
Y aHaJIM3a CIIeI0B
KOMIIBIOTEPHBIX
MPECTYTUICHUH,
MIPaBOHAPYIICHUN U
MHUUICHTOB 3HAET
crocoOsI

Tect

Brmmonnenue
Tecta Ha 90-
100%

Brmmonnenue
Tecta Ha 80-
90%

Brmmonnenne
Tecta Ha 70-
80%

B Tecte
menee 70%
MIPaBUIIBHBIX
OTBETOB

oOHapy>XeHHs U
HeHTpamm3auuu
MOCJIEACTBUM
BTOP>KCHUI B
KOMITBIOTCPHEBIC
CHCTEMBI 3HaeT
METOZBI IPOBEICHNUS
pacciie/IoBaHHs
KOMITBIOTECPHBIX
MPECTYTIICHUH,
MpaBOHAPYILIEHUN U
WHIIMJICHTOB 3HACT
PYKOBOJISIINE U
METOANICCKHE
JIOKYMCHTBI
YIOJTHOMOYECHHBIX
(henepambHBIX
OpraHoB
UCTIOJTHUTEILHON
BJIACTH TIO 3aIUTE
nHPOpMAITUU U
00eCIIeYCHHIO
Oe3omacHoCTH
KPUTHYECKOU
nH(opMaMOHHOM

UH(PACTPYKTYPHI




yMeeT NIPUMEHATh
HOPMAaTHUBHBIC 1
MIPABOBbIE aKThI MIPHU
IpPOBEIECHUU
KPUMHUHAIUCTHYECKOM
SKCHEPTHU3BI U
KPUMHUHAIUCTHYECKOTO
aHaM3a B IpoIecce
paccienoBaHus
KOMITBIOTEPHBIX
IpeCcTYIUIEHU],
MpaBOHAPYIIEHUN U
WHIUJCHTOB B
KOMITBIOTEPHBIX
CHCTEMax M CeTAX
BBISIBIISITH BOSMOJKHBIC
TPAaeKTOpUU
U3MEHEHHUs COCTOSHUIL
(OYHKITHOHHPOBAHUS
KOMIBIOTEPHOI
CUCTEMBI U
MIPOTHO3MPOBATH
BO3MOJKHBIC ITyTH
BO3HUKHOBEHHS HOBBIX
BUI0OB KOMITBIOTEPHBIX
MPECTYTUICHUIN

Pemenne
CTaHIAPTHBIX
MPAKTUUECKHUX
3aJa4

3amaun
peEIICHBI B
TTOJTHOM
o0beEME U
MIOJTyYCHBI
BEPHBIC
OTBETHI

IIpogemoncTp
UpOBaH
BEPHBIN X0
pemeHns BCex,
HO HE MOJTy4eH
BEpPHBIN OTBET
BO BCEX
3aja4ax

IIpogemoncTp
UpOBaH
BEPHBIN X071
permieHus B
OOJBIIMHCTBE
3amaq

3amauu He
pEeIIeHbI

BIIQJICCT  HABBIKAMH
OTIpeJICIICHUS
NPUYHHBL U YCIOBUS
W3MCHEHUS CBOWCTB
uccaeayeMon
uHpopmanuu,
MEXaHU3M, TUHAMUKY
u 00CTOSATEIIbCTBA
COOBITHI o
HMEIOIICHCS
nHpOpPMAIINY Ha

Pemenue
TPUKIIATHBIX
3a/1a4 B
KOHKPETHOU
MpeaMETHO M
obnacti

3amaun
pCIICHBI B
MTOJTHOM
o0beEME 1
MIOJTyYCHBI
BEPHBIC
OTBETHI

IIpogemoncTp
UpOBaH
BEPHBIN X0/
pelieHus Bcex,)
HO HE TMOJIyYeH
BEpHBIN OTBET
BO BCEX
3amagax

IIpogemoncTp
HUPOBaH
BEPHBIN X011
pelIeHus B
OOJILLINHCTBE
3a1a4

3amaun HE
PeIICHBI

HOCHUTCJIC JaHHBIX WU
€€ KOIIUAM

7.2

IIpumepHbIT

nepeveHb

OICHOYHBIX

CpeacTB

(TUNIOBBIE

KOHTPOJIbHBbIE 33/IaHUS WJIN HHble MAaTepPHAJIbl, He0OXOAUMbIE VISl OLEHKHU
3HAHM, YMEHHU I, HABBIKOB U (WJIH) ONbITA 1eATEJIbHOCTH)

7.2.1 llpumepHbIii NepevyeHb 3aJaHUI 1)1 MOATOTOBKHU K TeCTUPOBAHUIO
1. Kakue mpecTymieHuss OTHOCSATCA K TMPECTYIUIEHUsIM B cdepe KOMIbIOTEPHOU
uHdopmaruu?

a) CO3/1aHHE BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOTrpamMM;

0) pacpocTpaHeHue NOpHOTpahUUECKUX MaTEPUAIOB C UCIIOIb30BAHUEM
MH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CeTel, B TOM uuncie cetd « MHTepHeT;
B)  MpPOBEJCHUE a3apTHBIX WP C UCIIOJIb30BaHUEM
nH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CeTeH, B TOM unciie ceTh « HTepHeT?;

I') BCE OTBETHI IPABUIIbHBIE.



2. PomoBeIM OOBEKTOM TpECTyIUICHWH B cepe KOMIBIOTEPHOU
UHGOPMAITUU SBISIFOTCS:

a) PKOHOMHUYECKasi 0€30MMacHOCTh;

0) oTHoOIIEHUS B chepe 0XpaHbl aBTOPCKOTO MPaBa;

B) nH(opmarmorHasi 6€30MacHOCTb;

r) oO1ecTBeHHast 0€30MaCHOCTh U OOIIECTBEHHBIHN MOPSIOK.

3. CyOwexkTtoM mpecTymiieHud B cdepe KOMIBIOTEpHOH HH(MOpMaLUu
SBJIACTCA:

a) IOpUANYEcKOoe WK (U3HUECKOE JIMI0, HE UMEIOIIHNE pa3pelieHus AJis
paboThl ¢ uHGOpMaIel OrpeeICHHON KaTerOpuHu;

0) ¢pusznueckoe, BMEHsIEMOE JIUII0, JocTuriiee 18-1eTHero Bo3pacra;

B) (puznueckoe, BMEHsIEMOE JIUIIO0, IOCTUTIIee 16-71eTHEro Bo3pacra;

r) (hu3HUecKoe M0, HEe UMEIOIIee MpaBa Ha JOCTYI K KOMIBIOTEPY WIIH
UH(POPMAIMOHHO-TEIEKOMMYHHUKAITIOHHBIM CETSM.

4. K xomnprotepHoil ”HGOpMALIMK OTHOCSITCS:

a) coOCTBeHHO MH(GOPMAIIMOHHBIE PECYPCHI (0a3bl JTAHHBIX, TEKCTOBBIE,
rpadudeckue (haussl U T.1.), TPEACTABICHHBIC B (DOPME DIIEKTPUUECKUX CUTHAJIOB;

0) mporpammsl, obecrieunBarone (PYHKIIMOHUPOBAHUE KOMITBIOTEPA WITU
nH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX ~ CETeH, XpaHeHHe, O0OpadoTKy u
nepeaady TaHHbIX;

B) uHpOpManMsg Ha MAIIMHHOM HOCUTENE, B KOMIIBIOTEpE  WJIU
UH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETAX;

I') BCE OTBETHI IIPABWIIbHBIC.

5. Ilpecrymienue, npexycMmorpenHoe cT. 272 YK P® «HenpaBomepHbiii
JOCTYT K KOMIBIOTEPHOI HHPOPMAIIUID) CIUTAETCS OKOHYECHHBIM:

a) C MOMEHTA COBEPIICHUS HETIPAaBOMEPHOTO JIOCTYIIa K OXpaHsIeMOon
3aKOHOM KOMITbIOTEpHOM HH(popManuu;

0) TOJBKO B ClIydae YHUUYTOXKECHUS, OJIOKUPOBaHU, MO PUKaIu 1100
KOIMPOBaHUSI KOMITBIOTEPHON UH(MOpMAIIK;

B) TOJIBKO MPH HACTYTUICHUH TSDKKUX MOCIEACTBUI B CITydae YHUUTOXKECHHUS,
OJ0KupOBaHUs, MOIU(PUKALIUY OO0 KOTUPOBAHUSI KOMITBIOTEPHOU HH(OpMaLny;

I') BCE OTBETHI IPABUJIbHBIE.



6. B cr. 273 YK P® «Co3nanue, UCnoib30BaHUE W PACIPOCTPAHECHUE
BPEJOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMm» HE MPEeAyCMOTpPEeHa YroJIOBHAs
OTBETCTBEHHOCTb 32:

a) BHECEHUE U3MEHEHHI B CYLIECTBYIOUIUE IIPOIPAMMBIL;

0) pacnopocTpaHeHHWE  MAaIIMHHBIX  HOCHUTEJIeH C  BpPEIOHOCHBIMU
nporpaMmamu;

B)  HECAaHKIIMOHMPOBAHHOE  KOIMHUPOBAaHUE  OXpaHsIEMOMH 3aKOHOM
KOMITbIOTEpPHON MH(DOpMAIUY;

I') HET IPaBUJIILHOIO OTBETA.

7. Ilpectymnenue, mnpemycmorpeHHoe ctT. 273 YK PO «Cosznanue,
WCITOJIP30BAaHUE M PACTIPOCTPAHCHUE BPEJOHOCHBIX KOMITBIOTEPHBIX IMPOTPaAMM»,
CUMTAETCS] OKOHUYEHHBIM:

a) TOJIBKO MIPHU HACTYIUICHUH TSDKKUX TTOCTICICTBUM;

0) TOJIBKO B ClIy4ae HECAHKIIMOHUPOBAHHOTO YHUUYTOXKEHUS, OJIOKHPOBaHMUSI,
Mo U dUKAUK JTMOO KOIMMUPOBAHUS KOMITBIOTEPHON HH(pOpMAITUK;

B) C MOMEHTA HMCIIOJIb30BAHUS UM PACTIPOCTPAHEHUS BPEIOHOCHOM
MIPOTPAMMBI;

r) C MOMEHTa CO3JaHus, WCIOJb30BAHUA WM  PACIPOCTPAHECHUS
BPEIOHOCHOM IIPOTPaAMMBI.

8. CyOwexkTtoM mpecTyIuieHus, mpeaycmorpeHHoro ct. 273 YK PO
«Co3pnanue, UCNOJIb30BaHUE U PACIPOCTPAHEHHUE BPEIOHOCHBIX KOMIBIOTEPHBIX
IpPOrpaMMm», SBJIAETCA:

a) pusmdeckoe, BMEHIEMOE JIUIIO, IOCTHTIIEee 16-JIeTHETO BO3pacTa;

0) ¢usnueckoe, BMEHsIEMOE JIUII0, TocTuriiee 18-1eTHero Bo3pacra;

B) JIMII0O, UWMEIOIee TMpaBO HA JOCTyl K KOMIBIOTEpY  WIH
UH(POPMAIIMOHHO-TEIEKOMMYHHUKAITMOHHBIM CETSM;

r) JUII0, HE UMEIOIIee paBa Ha JOCTYI K KOMITBIOTEPY WU
UH(POPMAIMOHHO-TEIEKOMMYHHUKAITTOHHBIM CETSIM.

9. B wuuncne kBanMPUUUPYIOIIMX TMpu3HakoB B cT. 273 YK PO
IPELYCMOTPEHO COBEPILICHHUE JAHHOTO NPECTYIIEHUS:

a) C LENbI0 CKPBITh IPYro€ MPECTYIUIEHUE WIH 00JIETYUTh €r0 COBEPIICHHUE;

0) U3 KOPBICTHOW 3aMHTEPECOBAHHOCTH;

B) U3 XYJUTAaHCKUX MOOYKICHUM;

r) 110 MOTHBaM MOJIMTHYECKOH, UJICOJOTUUECKOM, PAaCOBOM, HAIMOHAIBHOMN
WIH PETUTHO3HON HEHABUCTH, WJIM BPaXAbl JTUOO MO MOTHBAM HEHABUCTH WJIH
BpaX/bl B OTHOLICHUH KaKON-TMO0 COLMaTbHON IPYIIIHI.



10. IIpectymnenue, npeaycmoTrpenHoe ct. 274 YK PO «Hapymenue
OpaBWJI  3KCIUIyaTallUd CPEACTB  XpaHEHHsA, OOpabOTKM WM  Ieperadyu
KOMIBIOTEPHOM HMH(pOpMaMM U HH(YOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX
CeTe», CUNTAETCS] OKOHYEHHBIM:

a) ¢ MOMEHTa HapylIeHMs IpaBWJ SKCILIyaTalldd CPEICTB XpaHEHMs,
0o0paboTKM WM Tepenayd KOMIBIOTEpHOH  HH(OpManuu u
UH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEH;

0) ¢ MOMEHTa YHUYTOXEHUS, OJJOKMPOBAHUS, MOAU(PHUKALIUY JIHOO
KOIIUPOBAHUS KOMIIBIOTEPHON MH(POPMAIIH;

B) €CJIM 3TO JICSIHUE MIPUUMHUIIO KPYIIHBIN yIepo;

I') TOJIBKO IIPU HACTYIIJIEHUH TSYKKHUX MOCIIEICTBUM.

7.2.2 IlpumepHbIii NepeveHb 3aIaHUMH /151 pellIeHUsl CTaHIaPTHBIX 3a/1a4
1. Konkperuzanueii monenu besna-Jlallagyna siBasiercsi MoJiesib MOJUTHKH
oesomacnoctu LWM+
Ha ocHoBe ananusa yrpos
C nosHbIM nepekpbITHEM JIeHaBEpa

2. MeTo ynpaBJ/ieHUsl J0CTYIIOM, IPY KOTOPOM Ka:KI0MY 00bEKTY CHCTEMbI
NPUCBAMBACTCH  MeTKAa  KPUTHYHOCTH,  ONpelesiiomasi  LEeHHOCThb
uHpopmannu, Ha3bIBACTCHA MaHJaTHbIM+ MPUBUIIETUPOBAHHBIM
UACHTUDUITPYEMBIM N30MpaTETHHBIM

3. Ha MHoromoJib30BarejibCKie CUCTEMbI ¢ HH(popMaIueil 0JTHOTO YPOBHS
KOH(HAECHINAIBHOCTH COrIacHO «OpaHiKeBOH KHHUI'e» PACCYUTAH KJIACC
Cl+
B2
C2
Bl

4. HaumeHee 3aTpPaTHBIM KPUITOAHAIN3 I Kpunroajaropurma DES
nepeop Mo BceMy KITF0UEBOMY IMPOCTPAHCTBY+
Pa3I0KEHUE YNCIIA HA CII0KHBIE MHOXKHUTEIN
Pa3IoKEHUE YnciIa Ha IPOCThIE MHOKUTENH I1epedop
110 BBIOOPOYHOMY KJIHOYEBOMY IPOCTPAHCTBY

5. Haykoii, n3y4yamomeil MaTreMaTH4eCKHe MeTOAbl 3alIUThl MHGOpMaLUK
nyreM ee npeo0pa3oBaHusi, SIBJSIETCH  KPUIITOJOTUA+  KPUITOAHAIU3
creranorpadus kpunrtorpadus

6. HemoctaTkoM MoO/e I KOHEYHBIX COCTOSIHMI MOJUTHKH 0e30MacHOCTH
SIBJISICTCS



CJIO)KHOCTb pean3auu+
U3MEHEHHE JIMHUHN CBSI3U
CTaTUYHOCTD
HU3Kasl CTENEeHb Ha/IeXKHOCTU

7. HepocTtaTok cucTeM MM(PPOBAHUS C OTKPBHITHIM KJIOYOM OTHOCUTEIIEHO
HU3Kas TPOU3BOIUTENHLHOCTET HEOOXOIUMOCTh PACHPOCTPAHEHUSI CEKPETHBIX
KJIFOUel TpY MCTIOJIb30BaHUH ITPOCTON 3aMEHBI JIETKO MTPOU3BECTH MOJMEHY OJTHOTO
K (POBAHHOTO TEKCTA JPYTUM
Ha OJIHOM M TOM JK€ KIII0OU€ OJMHAKOBbIE 64-OUTHBIE OJIOKM OTKPHITOTO TEKCTa
nepenyT B OIMHAKOBbIE OJIOKH MU(POBAHHOTO TEKCTa

8. OCHOBY MOJUTHKH 0€30IaCHOCTH COCTABJIsIET CIoco0 ympaBJiIeHUs
JOCTYIIOM + IPOrpaMMHOE 0OECIIEYEHUE YIIPABICHUE PUCKOM BBIOOD KaHAJIOB CBSI3H

9. ITo noxkymentam I'TK kosmuecTBo kiaaccoB 3amumiennocta AC or HC/I
+

~N 0 o ©

10. ITo nokymenTam I'TK cambiii Bhicoknii Kiacc 3amumeHnocTu CBT ot
HC/I x undgopmanmnu
1+
9
7
6

11. ITo3BoJsieT moJiyyaThb 10CTYI K HH(POpMALIMU, TePpeXBAYECHHOM
APYTHUMH MPOrPAMMHBIMH 3aKJIAIKAMHU, MO/IeJIb BO3/1eiCTBHS MPOrPaMMHBIX
3aKJIaI0K THIIA KOMIIpOMETalusg yOopka Mycopa HaOI0ieHUE TepexBar

12. I1pu u36upaTebHOM MOJUTHKE 0€30MACHOCTH B MaTpHIle J0CTyna
HA NepeceYyeHnHd CTOJI0A U CTPOKH YKAa3bIBA€TCsl TUI Pa3pEeIIeHHOTO A0CTyma +
00BEKT CHCTEMBI CYyOBEKT CHCTEMBI
dakT goctymna

7.2.3 IlpumepHBblii nepeyeHb 3aJaHUM I pellleHUs1 MPUKJIAAHBIX 3a1a4
1. Kakue CUCTEMBbl  TpEeAHA3HA4YeHBbl JUIsi OOecreyYeHus
CETEBOTO0 MOHUTOPHUHTA, aHAJIM3a U OMOBEIICHUS B CIIydae
0OHapyKEHHS CETEBOM aTaku?
IDP +
AV
WCF



IPS
2. Kakue CUCTEMBl  IIpEeIHA3HauYeHbl [UIsI oOecrneueHus
CETEBOI0 MOHUTOPUHIA, aHAJIN3a, ONIOBEIICHMS B CIlydae
oOHapyKEeHHsI CETEBOM aTakM, a TAK)XKe CIIOCOOHBI ee OstokupoBath? IDP
AV
WCF
IPS +
3. B yem 3akmtovaercs OTIMYKME BTOPKEHUN OT BUPYCHBIX aTak?
BTOPKEHUS OOBIYHO COIEPXKATCA B OT/IEIBLHOM 3arpy304HOM (aiine,
KOTOPBIM 3aKa4MBaeTCi B CUCTEMY IIOJIb30BATENsI  BTOPKEHMs IO XapakTepy
BO3/IEMCTBHSI Ha aTAKyEMYIO CETh MOTYT OBITh KaK
HEraTUBHBIC, TAK U HEUTPAJIbHBIC
+ BTOpIKEHUS MPOSBISIIOTCS Kak 00paslibl BHpYyCa, HAICJICHHbIE HAa MOMCK
nyTed MpeoAoICHHs] MEXaHU3MOB OoOecrieueHus: Oe30MacHOCTH BTOPKEHHUS, MOTYT
OCYLIECTBIATHCSA MOCPEICTBOM CETU

4. Kak cuctema IDP B NetDefend o6HapykuBaeT BTOpkeHuUs? 10
CUTHATypaM BUPYCOB U aTak + IO aJpecy OTIpaBuTels Tpaduka Ha
OCHOBE CTaTUCTHUYECKOI'O aHa/Iu3a

¢ moMo1bto noJiga ESP B cocTaBe nepenaBaeMbIX TaHHBIX

5. B 2016 roxy 6b1u yKpazeHsl JaHHbIE 412 MUITMOHOB
aKKayHTOB caiiTa Juisi «B3pocibix» 3HakoMcTB AdultFriendFinder (AFF).
3noymbinuieHHUKHN Bocnionb3oBamuck LFI — local file inclusion — na
OJIHOM M3 CEPBEPOB. A YTO 3TO TaKOE?

B03MOXHOCTh M3MEHEHUS ¥ BBITTOTHEHUS JIOKATBHBIX (DailIoB HA CEPBEPHON
CTOpOHE. +

VA3BUMOCTP B IpOLECCE KONMUPOBAHUS NPU 3alMCH, H3-32 KOTOPOU
M0JIb30BATENb MOT TIOBBICUTH CBOU MPUBUJIETHUH.

AnmapaTHass ommOKa MpoIEeccopa, MO3BOJSIONIAS MOJYYUTh JOCTYyH K
BUPTYaJIbHOM NIaMSATH CEpBEpa.

6. Bumenkoit Ha Topte B3ioma AdultFriendFinder oka3zanace He
TOJbKO b/ ¢ TMYHBIMU JaHHBIMU TOJIB30BATENIEN, HO U CAMU NIAPOJIH,
KOTOpBIE OBLJIO HE TaK CJII0KHO BOCCTAHOBUTH U3 XdI1a. A Kakon
QJIITOPUTM HCIOIB30BANICA JUIS X XEUIUPOBAHUS?

SHA-3
SHA-2
SHA-1+
MD5



7.B 2017 roxy oJlHOM 13 caMbIX YyBCTBUTEIbHBIX YTE€UEK CTal
B3JI0M KpeauTHOoTo O6ropo Equifax. Torma ObutH yKpaaeHb! THYHBIE U
(¢uHaHCOBbIE TaHHBIC 149 MUIIMOHOB aMEPHUKAHIIEB: /1aTa POXKICHUS,
azpeca MPOKUBAHUS, HOMEPA CTPAXOBOK U BOJUTEIHCKUX
ynocroBepenuii. Bznom Equifax nmeeT He TOTBKO S5KOHOMHYECKHE
MOCJIC/ICTBHSI: B COBOKYITHOCTH C JAHHBIMH U3 IPYTUX UCTOUYHUKOB OH
npeAcTaBiseT co00i MmaTepuan At aHanu3a ¢ momoisio Al wim ML u
MO>KET OBITh UCTOJB30BaH B IIMUOHCKUX 1eisiX. K yTeuke mpusena
ysi3BuMasi Bepcusi Apache Struts Ha ogHOM U3 cepBepoB. Kak gymaere,
CKOJIbKO BPEMEHU €€ He OOHOBIISLIINA?
Henens
Mecsn
2,5 mecsma
4,5 mecs1ieB +
8. B aToM roay ObLI0 HECKOIBKO MPUMEPOB aTaK Ha LIETIh
noctaBok (Supply chain attack), kornia 3710yMBIIIUICHHUKH 1€MCTBOBAIN
HE HanpsIMYy10, a yepe3 JOBEPEHHbIX NapTHEPOB. CBEXUI IpuMep —
aTaka Ha MHIUNCKOTO ayTcopc-Turanta Wipro, 9bu COTPYIHUKHA UMEIOT
JOCTYT BO BHYTPEHHHE CETU €BPOTICHCKUX U aMEPUKAHCKUX KOMITAHHH.
Yepez Wipro npecTymHUKY BHEIPUIINCH K €T0 KIIMEHTAaM U yCTaHOBHIIN
Ha KOMITBIOTEPAX MPOrpamMmy sl yIaaEHHOTO J0CTyma. A BbI
JoTagaeTech, Kakyro nmeHHo? TeamViewer
Ammyy Admin
ScreenConnect+
RDP
9.Eme olHOM TOJ0BHOK 0OJIBIO CHELUAIUCTOB MO 0€30MACHOCTHU SBIISIOTCS
oOnaunbie cepBucsl. B 2017 rogy B oOnauHom xpanumiuiie Amazon Obuia
oOHapykeHa OTKphITass 0Oa3a maHHbIX 200 MIIH aMEpUKaHCKUX H30HMpareseil.
Nudpopmanus Obuta OepexHO TMOATOTOBIEHA M CHUCTEMAaTU3UpOBaHA IS
aHAIMTUYECKOW paboThl U NpuHayiexkana komnanuu Deep Root Analitics, koTopas
oOpabaThiBasia MX Mo 3aka3y PecnyOnukanckoi maptuu. s qoctymna K Hei ObLIo
JIOCTaTOYHO...
3uate URL unm nepeiitu Ha BHyTpeHHME cyoqomen dra-dw (Deep Root
Analytics Data Warehouse) +
Hcnonp30BaTh CTaHAAPTHYIO CBS3KY JIOTHH/TIapoib: administrator/qwerty
obITh KIIHeHTOM Deep Root Analytics u 3aiiT moa cBoeil y4eTHOM 3aIUChIO.
Ckauathb 1o cchuike ¢ opunumaibHoro caita Deep Root Analytics B paznene
TEeXHUYECKas MOAIePKKa



10./laxxe HeOouspinast ommOKa ¢ MpaBaMU JOCTyIIa MOKET IMPHBECTU K
HEMPUATHBIM TOCIEACTBUAM. B 3TOM roay ¢ atuMm cronknynach [louroBas ciyx6a
CIIA. JIxo60ii sxenaromyii MOr MOJIy4YUTh JOCTYI K JaHHBIM 60 MIJTH IOJIb30BaTENEH
¥ MH(POpPMAIMH O ABIKEHUN KOMMEPUYECKUX TPpy30B. JlJist 3TOro ObLJI0 JOCTATOYHO:

Hcnonp3oBath SQL-uHbEKIMHM Ha caiiTe TpuU TOUCKE IOYTOBOTO
OTIIpaBIICHUS.

3uarb URL wnm BHyTpeHHHMi cy6aomen dra-dw oOmadnoro cepsepa

[TouToBoii ci1y)ObI

Hcrnonb3yst CBOM Y4YE€THBIE JTaHHBIE, MOAKIOUMTECA K cepucam USPS mo
API. +

11. Yenoseueckuii (akToOp 10 CUX IMOP OCTACTCS OJHUM U3 CaMbIX CIA0BIX
MecT B MHpopManmoHHoil 6e3onacHoctu. B 2016 roxy B atom yoeauncs Uber, y
KOTOPOI'0 YKpaJIv IaHHbIE 57 MJTH BoauTeneil u kaueHToB. Kommanus notepsiia 200
MJIH J0JIIapOB Ha KOMIIEHCAUUAX U IMOJTy4Yuiia OTPOMHBIN yAap MO pernyTaiuu, Korjaa
nosiBUJach WHGOpPMAIWs, YTO OHA 3aruiaTiia 3noyMeiiuieHHnkaM 100 000$ u
LENbIN ToA cKpbIBaia (pakT B3nomMa. Jloragaitech, Kak Xakepbl MOIYyUUIIH TOCTYII K
YUYETHBIM JaHHBIM coTpynHukam Uber?

37M0yMBITIICHHUKAM TIPOJIaia JaHHbIe yOOPIIHIIa, KOTOpas 3aMeTHIIa apOJIn
Ha CTUKEPax BO3JIE MOHUTOPOB.

OnmuH M3 CUCTEMHBIX aaMHUHHUCTpaTopoB Uber BBUIOKWI Ha OJHOM U3
(dopymoB aiin koHpHUrypamnuu cereBoro kommyraropa Cisco co CBOMMHU y4ETHBIMU
JaHHBIMU JUIS BX0/1a BO BHYTPEHHIOKO CETb.

VY ofHOTO U3 Pa3padOTIUKOB YKpAIHA CMAPTQOH, T XPAHWIUChH JaHHBIE IS
BX0J1a BO BHYTpEHHIOIO ceTh Uber.

JIBa pa3paboTurKa BHUIOKHIIU JIOTHH M TIAPOJIh IS BXO/a BO BHYTPEHHIOO
cetb Uber B kone Ha GitHub. +

12. Kubepyrpossl MOryT ObITh HampaBjieHbl HE TOJHKO Ha WH(GOPMAIIHIO,
HO ¥ Ha (pu3nUYecKyto HHPpacTpyKTypy. Jlo Bepkuranus Mosra, kak y ' mobcona, moka
HE JONUIM, HO BOT mepemnporpammupoBath padoty I[IJIK (mporpammupyemsbie
JIOTHYECKHe KOHTpOoJuiepsl) BpenoHocHoe [1O cMoxkeT. A KTO yMmel 3TO AenaTh:

WannaCry

Stuxnet+

Bad Rabbit

Regin

7.2.4 IlpuMmepHblii IepevyeHb BONPOCOB /sl NOATOTOBKH K 3a4eTy



He npenycMoTpeHo y4eOHBIM MIIaHOM
7.2.5 IlpumepHBblii epeyeHb 3aJaHUI Il MOATOTOBKH K IK3aMeHYy
1. TloHATHe «KOMITBIOTEPHBIC TPECTyIUICHUs». JlBa OCHOBHBIX

IOAXO0AA.
2. Kpumunanuctuyeckoe TOJIKOBAHUE KOMIIBIOTEPHBIX
IIPECTYIUICHUN.

3. CocTaB KOMIBIOTEPHBIX MPECTYTUICHU.

4. Kiaccudukanus KOMIBIOTEPHBIX MpecTyIieHuid B Poccuiickoi
denepanum.

5. 3akoHomaresbHas Oaza B o0nactu KOMITBIOTEPHBIX
npectymieHnii Poccun. OTBETCTBEHHOCTh 32 COBEPIICHHE KOMITBIOTEPHBIX
IIPECTYIUIEHUI PA3JINYHOIO XapakTepa.

6. MexnyHapoaHbIi KOAU(pHUKATOP KOMITBIOTEPHBIX
IIPECTYIUICHUN.

7. HesakoHHbIE BO3ACHCTBHS HAa KOMITBIOTEPHYIO HH(OPMAIIUIO.

8. Cucrema obOecrieueHurs ONEePaTUBHO-PO3BICKHBIX MEPOTPUSITHIA.

9. 3apyOexxHoe 3aKOHOAATEILCTBO B 00JaCTH KOMIIBIOTEPHBIX
IIPECTYIUICHUN.

10. [MonmTtmka Oe3zomacHOCTH. JKU3HEHHBIM NHMKI KOMIBIOTEPHOM
CUCTEMBI.

YTpo3bl KOMIIBFOTEPHOU CUCTEME.

11. Kanan yreuku. Busbl kaHaJIOB yTEUKHU.

12. Onucanue Moneieili 0€30IIAaCHOCTH C€  HCIOJIb30BaHUEM
CyOBEKTOB U OOBEKTOB.

13. HuckpetHbie Mojienn 0€30MacHOCTH.

14. Mopenb Anenr.

15. IIpoctpancTBo XapTCTOHA.

16. Marpwuna goctyma.

17. Mopnenb XappucoHna, Py330 u YibmaHa.

18. Mogenp Take Grant.

19. Mogenp ynpaBiaeHuUs: JOCTYIIOM.

20. Mogenu Ha OCHOBE aHAJIM3a YTPO3 CUCTEME.

21. Wrpomas MOAEIb.

22. Mopaenb cHCTeMBbl O€30ITaCHOCTH C TTOJTHBIM MTEPEKPHITHEM.

23. Mopaenu KOHEYHBIX COCTOSIHUIA.

24. Mopenb ypoBHEN CEKPETHOCTH.

25. Mopens benna-Jlanagyna.

26. Mojgenp KUTalCKOM CTEHEL.

27. Monens Low-Water-Mark (bu6a).



28.

Mopnens Jlenasepa.

29. Mopnens Knapka-Bumncona.

30. Mogens Jlunuepa.

31. TlpusHaku, MO KOTOPHIM MOXHO KJIacCCU(PHUIIUPOBATH BUPYCHI.

32. Kiaccudukaiys BUPYCOB IO cpeie 00UTaHus.

33. Kiaccel BpeIoHOCHOTO MPOTPaMMHOTO 00ECTICUEHHS.

34. 3arpy3ounblie BUpychl. [IpunImumn padoTsl.

35. Texnonoruu BcTpanBanus Bupyca B MBR u BR.

36. @ailnoBbie BUPYCHI.

37. Tlepe3anuceiBaronye, Mapa3UTHUECKUE, BUPYCHI 0€3 TOYKHU
BXO/1a.

38. KomnanboH-BUPYCHI, paitnoBble yepBH, Link-BUpycChI.

39. OBJ-, LIB-Bupycsl 1 BUpYChI B UCXOAHBIX TEKCTaX.

40. Bupycsl  cemeiictBa  Macro.  XapakTepHble  TPUMEPHI
IPOSIBICHUSIMU BUPYCOB CEMENUCTBA Macro.

41. Tlomumopduk BUPYCHL. YPOBHU OIUMOPPU3MA.

42. Crenc-BUpYCHI: 3arpy304Hble, PailioBbie, Makpo.

43. Pe3upeHTHBIC BUPYCHI. XapaKTEPUCTUKHU PE3UICHTHBIX BHPYCOB.

44. YTUIUTHI CKPBITOrO aIMUHUCTPUPOBAHMUS.

45. TposiHckuit KoHB. Jlormueckas 6omOa.

46. Tlomumopdusie renepaTopbl. CEeTEBbIE BUPYCHI.

47. Meronbl 0OHapyKEHUS U yJAJICHUS KOMIIbIOTEPHBIX BUPYCOB.

48. Twumbl aHTUBUPYCOB.

49. Cxanepsl, CRC-ckanepsl, biokuposmyku, UMMyHH3aTOPBI.

50. JloxHoe  cpabareiBanue. CkaHMpOBaHWE 1O  3ampocy.
CkaHHpOBAaHUE HA JIETY.

51. OOnapyxeHue HEW3BECTHOrO BuUpyca. [IpoHMKHOBEHHE B
TaONMIy BEKTOpOB mnpepbiBanuii. BerpamBanue B DOS. [Ipyrue crnocoOs
IPOHUKHOBEHHUSI.

52. OOHapyXeHHE 3arpy309HOTO BUpPYCA.

53. OOnapyxeHHE MaKpO-BUpYCa.

54. TlpodunakTka BHPYCHOTO 3apa’kK€HUS] KOMIIBIOTEpA.

OcHOBHbIE MpaBUIa 3AIIUTHI.

55. BoccraHoBieHHE TOPAXKEHHBIX BUPYCAMHU OOBHEKTOB.

56. Vsa3BumocTtb. Yrpo3a. Ataka. KOMIOHEHTHI CETEBOM aTaku.

57. Knaccudukaius ceTeBbIX aTak 1o COCTaBY.

58. Mopnenu TpaAMIIMOHHBIX aTakK.

59. Knaccudukarms CETEBBIX aTak o MIPUMEHEHUIO.

KommyTtupyemast uadppactpykrypa. AHTU-CHUDEPHI.



60. IP-spoofing.  IlpotuBoaeiictBue  cnydunry. Otka3 B
obcnyxuBanuu. [IpotuBoseiicTue.
61. Araxu tuna Main-in-the-Middle.
62. Araku Ha ypoBHe npuiioxenuid. [IpotuBoneiictaue.
63. CeteBas pa3Bejika. 3M0ynoTpeOIeHNUE JOBEPHUEM.
64. Ilepeanpecalusi HOPTOB IPU CETEBOM B3aUMOJICHCTBUU.
65. Yporuu moaenu ISO/OSI.
66. Kraccudukanusa yaaneHHBIX aTak Ha  paclpeleleHHbIE
BBIYHCIIUTEIHLHBIE CHCTEMBI.
67. AmHanu3 ceTeBoro Tpaduka.
68. CnocoObl aTaku THIIA aHAJU3 CETEBOTO TpaduKa.
69. IlogMmeHa ToBepeHHOr0 OOBEKTA UJIU CyOBEKTa pacipeeIeHHON
CETH.
70. Baeapenue B pacmpeiesiCHHYIO CETh JIO)KHOTO OOBEKTa MyTeM
HABS3bIBAHUS JIOKHOTO MapIipyTa.
71. Araxa tuna «JIoxusiii ARP-cepsep». CueHapuii peannsanuu.
72. Peanuzanus aTaku tuma JoxHBIE  DNS-cepsep.
Cuenapwmii 1:
3TMIOYMBINUICHHUK B OJHOM cerMeHTe ceTu ¢ DNS-cepBepoMm, HO B pa3HBIX
CErMECHTaX C araKkyeMbIM OoO0BekToM. CrieHapwii 2: 3JI0YMBINIJICHHUK B OJIHOM
CEeTMEHTE CETH C aTaKyeMbIM XOCTOM, HO B pa3HbIX cermeHTax ¢ DNS-cepBepom.
[IItopm DNS-3anpocos.
/3. HaBsi3piBaHWE XOCTY JIO)KHOTO MapHIpyTa C HCIOJIb30BaHHEM
npotokosia ICMP ¢ 1esnbio co3ianust JIOAKHOTO MapIIPyTH3aTOPa.
74. TlpuHuun nmoameHsl ogHOTO U3 cyobekToB TCP-coenunenus B
ceTH
Internet.
75. IDS-cucremsl.
76. Tpu OCHOBHBIX MOJX0/Ia K OOHAPYKEHHUIO aTaK C MOMOIIIBIO
IDS-cucrem.
/7. HenmocraTku COBpEMEHHBIX CHUCTEM OOHAPYKCHHUSI.
78. XocrtoBas u ceteBas [IDS. XapaktepucTuku.
79. Araku Ha IDS (Fragmentation Reassembly Timeoutattacks, TTL
Basedattacks, OverlappingFragments).
80. Curnatypusbie u noBenenyeckue IDS.
81. PacmpenenénHbie cCTEeMbl OOHAPYKEHUSI BTOP>KEHUH.
82. CucreMbl IpeIOTBPAIIICHHS] BTOPKEHUH.
83. OmpeneneHre HOBBIX METOJIOB CETEBBIX BTOPKEHUH.
84. BapuanTsl peakiuii Ha 00HapyKEHHYIO aTaKy ¢ momMoibo IDS.



85. BrisBieHUE 3710ynoTpeOIeHUA npu  aHajm3e
CETeBBIX  aTaK. DBPUCTUYCCKHI aHAJH3.
86. CoctaB u CTpyKTypa amnmapaTHOW peanu3alid CHUCTEMbI
OOHapyXEHUS BTOPKEHUM.
87. TlpectymieHus, coBepIiacMbie ¢ MCTOIb30BAHHUEM OaHKOBCKUX
KapT.
88. Kiaccudukaius 6aHKOBCKUX KapT.
89. Vsa3BuMOCTH MeXxaHU3Ma (PYHKIIMOHUPOBAHUS OAHKOBCKUX KapT
B TIPUBSI3KE K NMPOIIECCHHTOBOMY LIEHTpPY, OaHKaM SMUTEHTa U dKBaipepa.
90. Amnanu3 cocTosiHUM HH()OPMALIMOHHON OE30MMaCHOCTH B
paboTe MpOLECCUHIOBOIO IIEHTPA.
91. JIMyHOCTH KOMIBIOTEPHOTO MPECTYITHUKA.
92. JlBa moaxoja K OMpeneeHHIO JINIHOCTH PECTyIMHHKA.
93. PackpriTHe U paccienoBaHne KOMIBIOTEPHBIX MPECTYIUICHUN.
TumoBble ClEACTBEHHBICE  CUTyalldd T[EPBOHAYAIBHOTO dTara u
CJICICTBCHHBIC JCHCTBUS B 00JIACTU PACKPBITHSI KOMITBIOTEPHBIX MPECTYIUICHUH.
7.2.6. MeToauka  BBICTABJIEHUSI OHEHKH TMpPH  TPOBeJeHUH
MPOMEKYTOUYHOM aTTeCTAUU
DK3amer nposooUmMcs no mecm-ouiemam, Kaxicowvlli U3 KOMopbix COOEPHCUM
10 sonpocos u 3aoauy. Kaogicowili npasuibHulli omeem HA 6ONPOC 6 mecme
oyenusaemcs 1 oannom, 3adaua oyenusaemcsi ¢ 10 odannos (5 b6annos eepnoe
peutenue u S5 6annos 3a eepuvlii omeem). MaxkcumanvHoe Koauuecmeo HabpaHHvix
bannos — 20.

1.  Oyenka «Heyoosnemeopumenbhoy cmagumcs 6 ciyyae, eciu CnyoeHm
Habpan menee 6 6a108.
2.  Oyenxa «YooenemeopumenvHoy cmasumcs 6 ciyyae, eCliu CmyOeHm
Haopan om 6 0o 10 6annos
3. Oyenxa «Xopouwioy cmasumcsi 8 ciyuae, eciu cmyoenm Haopan om 11
00 15 6annos.
4.  Oyenxa «Omauunoy cmasumcs, eciu cmyoeum naopan om 16 oo 20
bannos.)
7.2.7 IlaciopT OLIEHOYHBIX MATEPHAJIOB
Kon
No 1/ KoHnTpoaupyemslie pa3aeinsl (TEMbI) KOHTpOIHpYeMOik HanmenoBanue
JUCHUITIIMHBI KOMIICTCHITHH OLICHOYHOI'O CPpCACTBa
1 OCHOBBI KOMIIBIOTEPHBIX [1K-4.4 Tect, KOHTpONIEHAS padoTa,
IPECTYIUIEHU I 3amuTa 1a00paTOPHBIX
pabor,  TpebGoBaHUSA K
KypCOBOMY IPOCKTY




2 PaccienoBanue KOMIbIOTEPHBIX I1K-4.4 Tect, KOHTpONIBbHAs padoTa,
IpeCTYIUICHUH 3alUTa J1a00paTOPHBIX
pabot, TpeboBaHuUs K

KypCOBOMY IIPOEKTY

3 . [1K-4.4 Tect, KOHTpOJIBHAs paboTa,
[IpoTuBoONEiiCTBIE KOMITBIOTEPHBIM
3amuTa n1a00opaTOPHBIX

NPECTYIUICHUSM, OCYIIECTBIISIEMbIM C
pabor, TpeGoBaHHsS K
UCIIOJIb30BAaHUEM BPEIOHOCHOTO
KypCOBOMY IPOEKTY
IPOTPaMMHOTO 0OecrieueHUs

4 . [IK-4.4 Tect, KOHTpOJIBbHAs padoTa,
[IpoTuBOEHiCTBHE KOMITBIOTEPHBIM
3amuTa n1a0opaTOPHBIX

[PECTYIJICHUSM, PEAIU3YEMBIM BXOJIE
pabor, TpeGoBaHHsS K
IIPOBE/ICHUS] KOMITBIOTEPHBIX CETEBBIX
ata KypCOBOMY HIPOCKTY
TaK

5) . [IK-4.4 Tect, KOHTpOJIBHAs paboTa,
[IpoTuBOEHiCTBHE KOMITBIOTEPHBIM
. 3amuTa n1a00opaTOPHBIX
IPECTYIUICHUSM nyTéM
pabor, TpeGoBaHHsS K
peanu3any  MOJIUTUKU
KypCOBOMY IIPOEKT
0€3011aCHOCTH P yp y
6 [1K-4.4 Tect, KOHTpONBHAs paboTa,
[IpenoTBpaleHre KOMIBIOTEPHBIX 3aluTa n1a0opaTOPHBIX
IIPECTYIUICHUH B pabor, TpeGoBaHHsS K
COLIMATILHOM ¥ 0AaHKOBCKOM KYpPCOBOMY IIPOEKTY
chepax

7.3. MerToauueckue MaTepuajbl, ONpeAessiiONIHe  NMPOUEAYPbI
OLICHUBAHMS 3HAHMI, YMEHMIi, HABBIKOB U (IJIM) ONBITA /1eSITeIbHOCTH

TectupoBanue ocCymIeCTBISIECTCA, JHOO TMPU TIOMOIIM KOMIIBIOTEPHOU
CHUCTEMBbl TECTUPOBaHMs, JUOO C HKCIOJIb30BAHWEM BBIIAHHBIX TECT-33JlaHUN Ha
OymaxxHoM Hocutene. Bpemsa tectupoBanuss 30 MuH. 3aTeM OCYLIECTBISETCS
IpOBEpPKa TECTa HSK3aMEHATOPOM M BBICTABISETCS OLIEHKA COIVIACHO METOJUKH
BBICTABJICHUS OLIEHKH IIPU MPOBEACHUN ITPOMEKYTOUHOM aTTeCTal1H.

Pemenne craHmapTHBIX 3a7ad  OCYLIECTBISETCA, JIMOO NpPU MOMOUIU
KOMIIBIOTEPHON CUCTEMbI TECTUPOBAHMSI, TMOO C UCIIOJIb30BAHUEM BBIJAaHHBIX 33124
Ha OyMaxHOM HocuTelne. Bpems pemenus 3agad 30 MuH. 3aTeM OCYLIECTBIIAETCS
IpOBEpKa pEIIeHUs 3a7ad 5K3aMEHATOPOM M BBICTABISIETCA OLIEHKA, COTJIACHO
METOJIMKH BBICTABJICHUS OILICHKH MPHU MPOBEACHUH TPOMEKYTOUHON aTTeCTaIlUU.

Pemenne mnpuknagaHbIX 3a4ad  OCYIIECTBISETCS, JUOO TPU MOMOIIH
KOMIIBIOTEPHON CHUCTEMbI TECTUPOBAHMUSI, TUOO C UCIIOJIb30BAHUEM BBIJAHHBIX 3a/1a4
Ha OymakHoM Hocutene. Bpems pemenus 3agad 30 MuH. 3aTeM OCYIIECTBISETCS
IpOBEpPKa pElIeHUs 3a7ad 3K3aMEHAaTOPOM U BBICTABIISIETCA OLIEHKA, COIJIACHO
METOJIMKH BBICTABJICHUS OLICHKH MPU MPOBEACHUH TPOMEKYTOUHOM aTTeCTALlUU.

3amuTa KypcoBoil paboThl, KypCOBOI'O MPOEKTAa UM OTYETa IO BCEM BHJIaM
MPAKTUK OCYIIECTBISIETCS COIJIACHO TPEeOOBaHUSM, MPEIBbSIBISIEMBIM K padoTe,



OTNMCAaHHBIM B METOJIMUECKUX MaTepuanax. [IpumepHoe BpeMs 3aluThl Ha OJTHOTO
cTyaeHTa coctaBiisieT 20 MUH.

8 YYHEBHO METOAUYECKOE U UTH®OPMAILIMOHHOE
OBECIHHEYEHHUE JUCHHUIIJINHBI)
8.1 IlepeueHb yuyeOHO# JUTepaTypbl, HeOOXOAMMOW /JISI OCBOEHMS
AUCHUTLTHHBI
1. TI'pebemkoB, A. H). Texuudeckas OdKcIUlyaTallusi W yIpaBleHUE
TEJIEKOMMYHHUKALIMOHHBIMU CETSIMH U CUCTeMaMH : yuyeOHoe mocobme / A. 1O.

I'pebemikoB. — Camapa : IloBOMKCKHII TOCYIapCTBEHHBI YHHBEPCUTET
TeneKoMMyHUKauui u uapopmatuku, 2017. — 199 c. — Tekcr : 3neKTpOHHBIN //
[udporoit ob6pazoBarenbHbii pecypc IPR  SMART : [caiit]. — URL:

https://www.iprbookshop.ru/75415.html
2.  CommanbHble CETH KaK MH(PPACTPYKTypa MEKIUYHOCTHOTO OOIICHUS

M(POBOro NOoKoJeHUs: Tpanchopmaius GppeiiMoB KOMMYHHUKAIUY : KOJUIEKTUBHAS
monorpadus / A. I1. I'myxos, U. I1. KyxeneBa-Caran, T. A. bynatoBa [u ap.] ; mox
penakuueint . I1. KyxeneBoi-Caran. — Tomck : Uznarensckuii Jlom Tomckoro
rocyaapctBeHHoro yauBepcutera, 2017. — 220 ¢. — ISBN 978-5-94621-654-8. —
Texcr : anextponnsiii // Lludposoii o6pazoBatensHbIl pecypc [IPR SMART : [caiiT].
— URL: https://www.iprbookshop.ru/109075.html

3. Hectepos, C. A. AHanu3 u yrpaBieHue puckaMu B MH(OPMAIIMOHHbIX
cucTtemMax Ha 0ase omepalmoHHBIX cucteM Microsoft : yueOHoe mocodue / C. A.
HecrepoB. — 4-e uzn. — Mocksa : MaTepHeT-YHuBepcuteT MHDOpMAIIMOHHBIX
Texnonoruit (MHTYUT), Aii [ITu Ap Menua, 2024. — 250 c. — ISBN 978-5-4497-
2435-9. — Tekct : snexktponubii // Iludposoii obOpazoBaTenbHbIll pecypc IPR
SMART : [caiiT]. — URL.: https://www.iprbookshop.ru/133918.html

4. Copoxkun, A. C. HNHPOKOMMYHHMKAIIMOHHBIE CHCTEMBI U CETH.
TexHonornu HHPOPMAITMOHHOTO OOMEHA M METOIbI IIOCTPOEHUS : ydeOHOe mocodue

/ A. C. Copoku. — MockBa : MOCKOBCKHII TEXHUUECKUI YHUBEPCHUTET CBA3H U
uapopmatuku, 2018. — 69 c. — Tekct : osnektpoHHwit // Ludposoit
obpazoBarensHbii  pecypc IPR SMART [caiiT]. —  URL:

https://www.iprbookshop.ru/92424.html


https://www.iprbookshop.ru/75415.html

8.2 Ilepeyenb HHGOPMALNMOHHBIX TEXHOJOIWH, HMCIOJb3yeMbIX MPH
OCYylIeCTBJIECHMH 00pa30BaTeJIbHOIO IMpolecca MO IMCHUILIMHE, BKJIKYAs
nepevyeHb  JIMHEH3MOHHOI0  NMPOrPaMMHOI0  olecneveHHusl, PecypcoB
UH(OPMALMOHHO-TEJIEKOMMYHUKAUOHHON ceTH «UHTEpHET», COBPEMEHHbIX
Npo¢ecCHOHATBbHBIX 023 JAHHBIX 1 HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

1. http://www.edu.ru — mopranm MuHHCTEpCTBa 00pa30BaHUS U

Hayku PD

2. http://www.ict.edu.ru - cucTema benepanbHBIX
oOpazoBarenbHbIX opTasioB « KT B 06pazoBanum»

3. http://lwww.openet.ru - Poccuiickuéi TOpTad  OTKPBITOTO
oOpa3oBaHuUs

4.  http://www.mon.gov.ru - MunucTepcTBO 00pa30BaHUs M HAYKU
Poccuiickon @enepanuu
5. http://www.fasi.gov.ru - ®denepanbHOoe areHTCTBO O HAyKE U
uHHOBanusaM http://www.consultant.ru/document/cons_doc LAW 220885/
6. ®@epepanpubiii  3akoH "O  0€30MACHOCTH  KPUTHUECKOH
uHpopmanmoHHo  uHpacTpykTypsl  Poccuiickoit  denepauuu" ot
26.07.2017 N 187-03
7. TpynoBoii KOJIEKC PO. I'nasa 14.
https://www.msu.ru/info/is/docs/1/197fz.pdf 8.  VYka3  Ilpe3sumenta
Poccutickoit @eneparuu ot 02.07.2021 r. Ne 400
«O Crparerun HaumoHanbHOW Oe3omacHoctu Poccwuiickoit Denepanuny
http://www.consultant.ru/document/cons_doc_LAW 389271/
9. Caiit banka nanasix yrpo3 6e3onacuoctu napopmannu CTIK
Poccun.  https:/fstec.ru/
10. OmneparonHasi ~ cucTema Kali Linux, cozeprKanas
CpeICTBa IEMOHCTPAIlMU KOMIIBIOTEPHBIX aTakK, a TAK)Ke CPe/ICTBA
KOHTPOJIS 3aIIUIIEHHOCTH HHPOPMAIIMOHHBIX CUCTEM METOIOM
TECTUPOBAHUS Ha MPOHMKHOBeHKME https://www.kali.org/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJIUMAS 1JIsA
OCYHIECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOIECCA

1. KoMIuleKT AeMCTBYIOIMX HOPMATHUBHBIX [JOKYMEHTOB B 00JacTH
KOMIIBIOTEPHBIX MPECTYIJIEHUH U o0ecnieueHns: 06€30nacHOCTH MH(POPMAaLlMOHHBIX
CUCTEM.

2.  KowmmbploTepHblli  KJacC W KOMIBIOTEPHBIE  IPOrPaMMbl ISt
JEMOHCTPALlMM KOMIIBIOTEPHBIX CETEBBIX aTaK U Mep 3aluThl OT HUX. [IpoexTop u
HOYTOYK.
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https://www.msu.ru/info/is/docs/1/197fz.pdf
https://www.msu.ru/info/is/docs/1/197fz.pdf
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10. METOANYECKHUE YKA3AHUA JJISA OBYYAIOLIUXCA IO
OCBOEHMUIO JUCHUIIJIMHBI (MOAY JIA)

[To mucuunnuae «KoMIbloTepHbIE TMPECTYIUICHUS B KOMIIBIOTEPHBIX
cUCTeMax M CeTSAX» YHUTAIOTCS JIEKLUH, MPOBOJAATCS JabopaTopHble paboTshl,
BBITIOJIHSETCS] KyPCOBOM MTPOEKT.

OCHOBOI W3y4eHHUS JAUCUUIUIMHBI SIBJISIFOTCS JIGKIMHM, HAa KOTOPBIX
u3jaratoTcsi HanOoJiee CyIIeCTBeHHbIE W TPYIHbIE BOIIPOCH], & TAKXKE BOIPOCHI, HE
HaIIEIINE OTpaXXeHHs B yueOHO TuTepatype.

JlaGopatopHbie pabOTHI BHIIOIHSIOTCSA Ha JaOOPaTOpHOM 0OOPYIOBAHHUU B
COOTBETCTBUH C METOJIUKAMH, TPUBEICHHBIMH B YKa3aHHIX K BBIIIOJHEHHUIO padoT.

Metoauka BBINOJHEHUS KYpPCOBOTO TMPOEKTa HU3JIOXKEeHa B  y4eOHO-
METOAMYECKOM TIO0COOMHU. BBIMONHATE 3Tambl KypcOBOTO IMPOEKTa JOJKHBI
CBOEBPEMEHHO U B yCTAaHOBJICHHBIE CPOKH.

KoHTponbs ycBoeHHMs MaTepuana JUCHUIUIMHBI MPOU3BOIAUTCSA IMPOBEPKON
KypCOBOI'O IIPOEKTA, 3alIMTON KypcOBOIO IIPOEKTA.

Bun yueOHbIX

o I[C}ITCJ'IBHOCTL CTyACHTa
3aHATHH

Jleknsa Hanucanue KOHCHEKTa JEKIUMW: KpaTKO, CXEMATUYHO, MOCJIEeI0BATEIbHO
(GUKCUPOBATh  OCHOBHBIC  TIOJIOKEHHS, BBIBOIBI, (HOPMYJIUPOBKH,
0000IIIeHMST;, TOMEUaTh Ba)KHBIE MBICIU, BBIACIATH KIIIOUEBBLIC CJIOBA,
TepMuHBI. [IpoBepka TEPMUHOB, MOHATHN C MOMONIBIO SHIMKIONEINM,
CJIOBapel, CHPABOYHHUKOB C BBHINTMCHIBAHUEM TOJKOBAaHUH B TETpaib.
O06o3HaueHue BOIMPOCOB, TEPMHHOB, MaTepHalia, KOTOPHIC BBHI3BIBAIOT
TPYIHOCTH, TIOUCK OTBETOB B pEKOMeHAyemou muteparype. Ecmm
CaMOCTOSITENIbHO HE yAaeTcsl pa3o0paThcsi B Marepuaie, HeoOXOAUMO
chopmMynupoBaTh BONPOC W 3a/aTh MPENOJAABATEIII0 Ha JICKIMU WM Ha
HpaKTI/I‘IeCKOM 3aHATHUHA.

JlaGopatopHass  [JIaGopaTtopHbie pabOTHI HO3BOJISIOT HAYYUTHCS IPUMEHSTh TEOPETUUECKHE
pabota 3HaHUS, OJTYYECHHBIC Ha JICKIIUH IPU PEIICHUH KOHKPETHBIX 3aa4. YTOOBI
HanOosiee pPALMOHAIBHO U IIOJHO MCIIONB30BaTh BCE BO3MOXKHOCTH
71a00paTOPHBIX AJIs MOJATOTOBKH K HUM HEOOXOIUMO: CIEIyeT pa3odparTh
JIEKIHUIO TI0 COOTBETCTBYIOIIEH T€Me, 03HAKOMHUTCS C COOTBETCTBYIOIIUM
pa3zmenoM ydeOHWKa, MPOpadOTaTh MONOIHUTEIBHYIO IJHUTEPATypy |
VCTOYHHKH, PEIIUTh 337a49H U BBITOJIHUTD APYTHE MMCHMEHHBIC 3aJaHNsI.




CamMocTosTeabHas
paborta

CamocrosiTenbHas paboTa CTYJEHTOB CIIOCOOCTBYET ITyOOKOMY YCBOCHUS
y4eOHOro Marepuajga ¢ Pa3BUTHIO HABBIKOB CaMOOOpa30BaHUS.
CamocrosTenbHas paboTa MpennojaracT CIeIyIoIUe COCTABISIOMUE: -
paboTta ¢ TeKcTaMH: YYeOHHKAMH, CIPAaBOYHHKAMH, JTOTIOJHHUTEIBHOM
JUTEPATypoOid, a TaKkKe MpopaboTKa KOHCIIEKTOB JICKIIUH; - BBIMTOJIHEHUE
JIOMAITHUX 33/IaHU U pacueTOB;

- paboTa HaJl TeMaMU JIJIsl CAMOCTOSITEIIBHOTO H3YYCHHUS;

- y4JacTHe B pabOTe CTYIEHUYECKUX HayYHBIX KOH(pEpEHIIHH,
OJIUMITHA]T; - TIOJrOTOBKA K TIPOMEXYTOYHON aTTeCTallNH.

IToaroroBka x
MIPOMEKYTOUHOMN
aTTecTaluu

['OTOBUTBCS K TIPOMEKYTOYHON aTTECTAIUU CIEAYET CUCTEMAaTUYECKH, B
TEYEHHUE BCero cemecTpa. IHTEeHCHBHAS MOATOTOBKA JI0JDKHA HAYaThCS HE
MI03/THEE, YEM 32 MECSIII-TIONTOPA JI0 IPOMEKYTOUHOH aTTecTanuu. JlanHbIe
nepea 3a4eTOM C OIEHKOM, 3K3aMeHOM Tpu JHsS 3(h(EKTHBHEE BCETO
HCIIOJIB30BaTh JIS1 MOBTOPCHUA U CUCTEMATU3allUU MaTCpUaJIa.

JIMCT PETUCTPAIIMM U3MEHEHUU

/o

[lepeueHb BHOCUMBIX U3MEHECHUH

Iloamnuce
3aBEAYIOIIETO
kadeapoi,
OTBETCTBECHHOMH 3a
peanuzaruio OITOIT

JlaTa BHECEeHUSs
W3MEHCHU U
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