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1. EJIN U 3AJAYU ITPAKTUKHU

1.1. Henu mpakTHKH CIOCOOCTBOBaTh (POPMUPOBAHUIO U PA3BUTHIO Y
CTYAEHTOB 3HAaHMH O CYIIHOCTH U CHEUM(PUKE HaydHO-HCCIEA0BATEIbCKON
JESTENIbHOCTH KaK HEOThEMJIEMOM YacTH MNPOPECCHOHATBHONH KOMIETEHTHOCTH
Oyaymiero  cmenuaigucra B o0jgactd  MHGOPMAlMOHHOW — O€30IacHOCTU
KOMITBIOTEPHBIX CUCTEM H CETEH.

1.2. 3axaun npoxoxIeHUusi NPAKTUKHU

— JIaTh HaBBIKH BBIMIOJTHEHUS HAYYHO-HCCIIEA0BATEIBCKOM PAOOTHI U Pa3BUTh
YMEHHS: — CO3[JaHUE  ONArompusTHBIX  YCIOBUH  [isi  (OPMHUPOBAHUSA
BBICOKOIIPO()ECCUOHATIBHOM M TBOPYECKM AKTHUBHOW JIMYHOCTH  OyIyILIero
CHEINAIINCTA,;

— ofecriedyeHne  MHTErpallid  y4eOHBIX  3aHATUA U HAYYHO-
UCCIIEIOBATENIbCKOM  pabOThl  CTYJEHTOB, — TMOBBIIIEHHE MAacCOBOCTH U
3¢ (}HEeKTUBHOCTH ydacTUsl CTYIEHTOB B HAyYHO-MCCIIENOBATEIbCKUX paboTax
cryaenta (HUPC) nyremM npuBieueHHss MX K HCCIENOBaHMSIM 110 Hauboiiee
3HaYUMBbIM HANpaBJICHUSAM B IOPUCIPYACHLUU; — BECTH OMOIMOrpaduueckyro
paboTy ¢ MPUBIECYEHUEM COBPEMEHHBIX MH(POPMAIIMOHHBIX TEXHOJIOTHIA;

— (hopmynupoBaTh U pazpemaTh 3a/1a4H, BOSHUKAIOUINE B XO/1€ BBITOTHEHHS

HAy4YHO-UCCIEIOBATENbCKON  pabOThl; — BbIOMpATh HEOOXOJIMMBIE METOJbI
uccienoBanus  (MoaudUIMpPOBaTh  CYHIECTBYIONIME, pa3pabaTbiBaTb HOBBIE
METO/Ibl), HCXOHsl U3 3a/lad KOHKPETHOTO HCCIEAOBaHUS; — MPUMEHSTH

COBpeMEHHBbIC HMH(POPMAIMOHHBIE TEXHOJOTUM TIPU TMPOBEACHUM HAYYHBIX
HCCIECIOBAHUM;

— 00pabaThiBaTh MOJYYCHHBIC PE3yJIbTaThl, AHAIM3UPOBATh M TPEICTABIATH
UX B BHUJEC 3aKOHUYCHHBIX HAyYHO-HCCIICOBATEIHCKUX pa3paboOTOK (OT4eTa IO
HAy4YHO-HMCCIIEIOBATENHCKOM paboTe, TE3UCOB IOKIIAI0B, HAYYHOU CTAThH);

— 00pabaThIBaTh MOJYyYEHHBIC PE3YIbTAThl, AaHATM3UPOBATH U MPEICTABIIATH
UX B BHUJEC 3aKOHUYCHHBIX HAyYHO-HCCIICOBATEIHCKUX pa3paboTOK (OT4eTa IO
HAy4YHO-UCCIIEIOBATEIbCKOM paboTe, TE3WCOB JOKJIAN0B, HAyYHOH CTaThH);
0hOpMIIATh pe3yIbTaThl MPOICIAHHON PaOOTHI B COOTBETCTBUU C TPEOOBAHUSIMU
HOPDMAaTUBHBIX ~ JIOKyMEHTOB  pEryjsiToOpoB B cdepe  HMHPOPMAIMOHHON
0€30MacHOCTH.

2. XAPAKTEPUCTUKA TIPAKTUKHA

Bup npaxtrku — [Ipons3BoacTBeHHAs IPaKTHKA

Tun npaktuka — HayuHno-uccnenoBarenbckas paborta

®opma npoBeACHUS TPAKTUKHA — JUCKPETHO

Crioco6 npoBeieHUs! MPAKTUKKA — CTAI[MOHAPHAS, BHIC3THAS.

CranmoHapHasi NpaKTHKa MPOBOJUTCS B NPOQUIBHBIX OpraHU3ALMSIX,
PAacCMoOJIO)KEHHON HA TePpPUTOPUH I'. MOCKBBI.

Brle3gHass mnpakThKa IPOBOAUTCA B MECTaX IPOBEICHHS IPAKTHK,
PACIIOJIOAKEHHBIX BHE T'. MOCKBBI.

Crnioco0 npoBeaeHNs TPAKTUKHU OIMPeNesieTCsl MHANBUAYAIBHO IS KaXKI0TO

CTYJICHTA U YKa3bIBAETCS B IPUKA3€ HA MPAKTUKY.
Mecto  mpoBeAeHMsT ~ NPAKTUKA  —  MEpPEYeHb  OOBEKTOB s



NPOXOXKJECHUS IMPAKTHKNA YCTAaHABIMBAETCS HAa OCHOBE THUIIOBBIX JIBYCTOPOHHUX
JIOTOBOPOB MEKIY NpeanpusaThusamMu (opranuzauusamu) u BY3om niu BY 3.

3. MECTO INIPAKTHUKHU B CTPYKTYPE OIIOII
[Ipaktuka «Hay4yHo-mccnemnoBarenbckas padoTa» OTHOCHTCA K YacCTH,
dbopmupyeMoil ydaCTHUKaMH 00pa30BaTeNIbHBIX OTHOIICHHH 010Ka b2.

4. NMEPEYEHb MNAHUPYEMbIX PE3YJIIbTATOB OBYYEHUA TPU
NMPOXOXXOEHNN MPAKTUKWN, COOTHECEHHbLIX C
MMAHUAPYEM bIMU PE3YJIbTATAMU OCBOEHUA
OBPA30OBATEJIbHOW MPOIrPAM MblI
[Mpouecc NpoXoXmeHnA npaktukn «HayuyHo-ncanenoBartenekasi pabotay
HanpaBJieH Ha (OPMHUPOBAHUE CIEAYIONTUX KOMITCTEHITHIA:
[1K-4.2 - CnocobeH ydacTBOBaTh B paboTax MO pa3pabOTKE METOAUYECKOTO
COITPOBOK/ICHHUS TIOJXO0JIOB K 3alMTe HHDOPMAIIMK KOMITBIOTEPHBIX CUCTEM H CETEH
[1K-4.5 - CriocoOeH aHaIM3UPOBATh YSI3BUMOCTH M YIPO3bl HHPOPMAIIMOHHOM
0€30I1acHOCTH B KOMITBIOTEPHBIX CHCTEMaX U CETAX

Pesynaratbl 00y4eHus, xapakrepuayowme
cdopMUPOBAHHOCTb KOMMETEHLIUK

[1K-4.2 3HAeT HAllMOHAJIbHBIE, MEKTOCYAAPCTBEHHBIE U

MEXKTyHAPOIHbIC CTAHIAPTHI B 00JIACTH 3alIUTHI

nHGOpMaIH

yMEET OLICHUBATh U (POPMHUPOBATH TIPEITIOKECHHUSI TI0

YIPaBJIECHUIO PUCKAMHU, CBS3aHHBIMU C OCYILIECTBICHUEM

yIrpo3 0€30IMaCHOCTH B OTHOIICHHUH KOMIBIOTEPHEIX CHCTEM

yMmeeT 00001aTh HayYHO-TEXHUYECKYIO TUTEPaTypy,

HOPMAaTUBHBIC U METOJIMYECKUE MaTepUasbl B 00J1aCTU

3aIUTHl HH(GOPMALFH

BJIaJIe€T HaBbIKaMU pa3pabOTKH MaTEeMAaTHUYECKUX MOJICIICH,

peanu3yeMbIX B CPEICTBAaX 3aMUTHl HHPOPMAIIUH B

KOMIIBIOTEPHBIX CHCTEMAX U CETIX

I1K-4.5 3HATh METOJIbI M TIOJIXO/bI K aHATN3Y KOMITBIOTEPHYIO

CHUCTEMY C 1IEJIbIO ONpeIeNICHUs YPOBHS 3AIUIIIEHHOCTH U

JIOBEPHSI

yMeTh (POPMHUPOBATH MPEJIOKEHUS TI0 YCTPAHCHHUTO

BBISIBJICHHBIX YS3BHMOCTEH

KomMmneTteHuusi

5. OBbEM NMPAKTUKU
OOmuit 00beM MPAKTUKU COCTABISIET 3 3.€., €€ MPOJOJDKUTEIBHOCTh — 2
HEICIIH.
dopma IpOMEKYTOUHOM aTTECTAIlMU: 3a4ET C OLICHKOM.



6. COLEP’KAHUE ITPAKTUKHA

6.1 Conep:xxanue pa3jiejioB NPAKTHKH M pacnpeaeeHde TPYAOEeMKOCTH IO
yTanam

No |HammeHoBaHue 3Tana Tpy10eMKOCTb,
/1 ConepxaHue 3rana uac
1 |[[IogroroBUTENBHBIN [IpoBeneHue cobpaHus 1Mo OpraHU3aLUuU 2

HTar [PaKTUKHA. 3HAKOMCTBO C LIEJISIMU, 3a/la4aMH,

TpeOOBaHUSAMH K MPAKTHKE U (POPMON OTYETHOCTH.
Pacnipenenenue 3aganuii. UHCTpyKTax 1o oxpaHe
Tpy/a U MOKapHOH 0e30MacHOCTH.

2 [3HakoMcTBO ¢ Benyuiel [MI3ydyenne opraHu3aliMOHHON CTPYKTYpBI 10
OpraHu3anuen opranuzanuu. M3yuyeHrne HopMaTUBHO-
TEXHUUYECKOH TOKYMEHTALIUH.

3 |[Ipaktuyeckas pabora [BrimonHeHue MHAMBHUYaIbHBIX 3agaHuid. Coop (84
[IPaKTUYECKOI0 MaTepuana.

4 [[logroroBka otyera O6paboTka MaTepuaoB MPAKTUKH, 10A00P U 10
CTPYKTYpPHPOBAaHHE MaTepuaa Ui PaCKPhITUS
COOTBETCTBYIOLIUX TeM uisd otyeta. OdopmieHnue
orueta. [IpenocraBieHne oTyeTa pyKOBOUTEIIO.

5 [Bammra oTueTa 2
I1Toro 108

7. OHEHOYHBIE MATEPHUAJIbI VIS ITPOBEJIEHUSA
MPOMEXYTOUYHON ATTECTALIMHA 1O MPOXOXKIEHUIO
ITPAKTUKH

7.1 IloaroToBKa 0T4Y€TA 0 MPOXOKIACHUH IPAKTHUKHI

ATrecranys 1Mo UTOraM IMPaKkTUKU MPOBOAMTCS B BUJE 3a4€Ta C OLIEHKOU
Ha OCHOBE JKCIIEPTHON OIEHKHU JEATEIBHOCTH O0YYalOUIerocss U 3alluThl OTYETa.
Ilo 3aBepumieHMM HPAaKTUKUM CTYACHTHI B IIOCIHCAHUM JCHb  IPAKTHKH
IPEACTABIAIOT  HA  BBIITYCKAIOLIYIO Kadenpy: JTHEBHUK IIPaKTUKH,
BKJIFOUAIOUIMI B ce€0d OT3bIBbI PYKOBOAMUTENEH MPAKTUKU OT NPEANPUATHS U
BY3a o pabote crymeHTta B TMepHOJ MNPaKTUKA C OICHKOM ypOBHSA H
ONEPAaTUBHOCTU BBIIIOJIHEHMS UM 3aJlaHusl 10 MPAKTUKE, OTHOLIEHUS K
BBIIIOJIHEHUIO ~ NPOTPaMMBbl  INPAKTHKM W T.0I.; OTY4ET IO IPAKTHKE,
BKJIFOUAIOUIUI ~ TEKCTOBBIE, TaOMWMYHblE W TIpaUyecKue  MaTepuasbl,
OTpaXkarollye peleHUe NPeAyCMOTPEHHBIX 3aJaHNEM Ha IIPAKTUKY 3a1a4. B oTyere
OPUBOJUTCS aHAIW3 TIOCTABIEHHBIX 3a/ady; BHIOOP HEOOXOAMMBIX METOJIOB
U HMHCTPYMEHTAIbHBIX CPEACTB JUIsl  pPELIEHUA  IOCTaBJIECHHBIX  3aJady;
pe3ysbTaThl pPEIICHUs 3aJady [pPaKTUKW; OOLIME BBIBOABI IO IPAKTHUKE.
Tunosas cTpykTypa OoTyeTa:

1. TuTyBbHBINA TUCT

2. ConepxxaHue



3. Beenenue (11es1b NPAKTUKH, 33]1a41 TPAKTUKH )
4. IlpakTuueckue pe3ynbTaThl NPOXOXKACHUS MPAKTUKH

5. 3aKIIro4YeHue

6. CriuCcoK MCIOJIb30BaHHBIX UICTOYHUKOB U JIUTEPATYPhI
7. Ilpunoxenus (IpU HATUIUH )
7.2 JTan NpoMeKyTO4YHOr0 KOHTPOJIA 3HAHUM

Pesynbrarsl

IMPOMEIKYTOYHOT'O

KOHTPOJIA

3HAHUU

OLICHHUBAKOTCA

B 11

cemecTpe Juisi O4HOM (opMbl OOYUEHHUS MO YETHIPEXOAILHON CHUCTEME: «OTIUYHON;
«XOPOUIOY; «YJOBJIETBOPUTEIBHOY; «HEYIOBICTBOPUTEIHLHON.

Pe3yabTarnl 00y4eHns, OkcneprHas | OTJaH4HO Xopomro Ynosi. HeynosJ.
Komneren XapakTepu3yloume OIleHKA
st copmMupoBaHHOCTH pe3yabTaToB
[IK-4.1 3HACT HAIlHOHAILHBIC, 2 - moytHOE Bostee 80% ot [61%-80% ot  |41%-60% ot [Menee 41% ot
MEXrocyiapCTBeHHbIE U OCBOCHHE 3HAHMS [MAKCUMAIBHO |MaKCHMaJIbHO [MAaKCHMaJbHO  [MaKCUMAJIbHO
MEXXIyHApOAHbIE CTAHJAAPTHI B |1 — HEMONHOE  [BO3MOXKHOTO  [BO3MOXKHOTO  [BO3MOXHOTO BO3MOXKHOTO
0OnacTu 3amuThl KHOOPMALIMK  [0OCBOCHUE 3HAHHS|KOJIMYECTBA  [KOJIMYECTBA  [KOJIMYECTBA KOJTYeCTBa
0 —3HaHWe HE  [6ayToB 0amToB 0amToB 0amuToB
OCBOCHO
lyMeeT OLIeHHBATh U 2 - noJyHOE
(bopMHPOBATH MPEATIOKEHUS TI0 [IPHOOPETCHHE
YIIPaBJICHUIO PUCKaAMH, [yMeHUs

CBA3AHHBIMU C OCYIICCTBICHUEM

1 — HemmomHOE

yrpo3 0€301TacCHOCTH B mproOpeTeHne
OTHOIICHIH KOMITBIOTEPHBIX YMEHUS
cuctem 0 — ymeHue He

puoOpeTeHO
[yMeeT 0000111aTh HayqIHO- 2 - momHOE
TeXHUYECKYIO JINTepaTypy, nproOpeTeHne
[HOpMATHBHBIC M METOJUYECKUE [yMECHHS
MaTepHabl B O0JIACTH 3a0IUTHl || — HemomHOe
rH(pOpMaH proOpeTeHne

YMEHUS

0 — ymeHue He

pruoOpeTeHO
BlaJiceT HaBBIKAMU pa3paboTKu [2 - MOJHOE
MaTEeMAaTUICCKUX MOJICIICH, npuoOpeTeHne
[peaIM3yeMBbIX B CPEICTBAX BJIaICHHS
3amuThl HHGOPMAIIUY B 1 — HerosHOE
KOMIBIOTEPHBIX CHCTEMaX U nproOpeTeHne
ceTsIx BIIaJCHUS

0 — BmaseHue HE

MproOpeTEHO

[1K-4.5 3HATH METOJIBI U ITOXOIBI K 2 - monHOE

aHATM3Y KOMITBIOTEPHYIO
crcTeMy C IIeThI0 ONPeICTICHAS
[YPOBHS 3aIIUIIEHHOCTH U
ImoBepust

0CBOEHHE 3HAHUS
1 — HemmomHOE
OCBOEHHE 3HAHUS
0 — 3HaHue He
OCBOEHO

YMETh GOpMUPOBATH
[pe/IoKEH S 110 YCTPaHEHHIO
BEISIBIICHHBIX YSI3BUMOCTCH

2 - monHOE
mproOpeTeHne
yMeHUs

1 — HenosnHOE
npuoOpeTeHne
yMeHUs

0 — ymeHue He

IpHOOPETEHO




OKCMNepraasl OleHKa pPe3yJbTaTOB OCBOCHHS KOMIIETCHIMHA TPOU3BOIAUTCS
PYKOBOJIUTENEM MPAKTHKU (WM COIJIACOBAHHAS OLIEHKA PYKOBOJWTENS NMPAKTHKU
ot BY3a u pykoBoauTens NpakTUKH OT OPraHU3ALNH).

8 YYEBHO -MET OQU4ECKOE N NIHOOPMALIMOHH OE
OBECIMNEYEHUE MNPAKTUKA

8.1 lNepeveHb y4yebHOM nUTepaTypbl, HEOOXOOMMOWN O OCBOEHUS
npaK TUKK

OcHoBHasmreparypa

1. Hectrepon, C. A. AHanu3 U ynpaBjieHUE pUCKaMH B MH()POpMAIIMOHHBIX
cucTteMax Ha 0ase omepanMOHHBIX cucteM Microsoft: yue6noe mocodue / C. A.
HecrepoB. — 4-e¢ w3g. —  MockBa: HHTepHET- YHUBEPCUTET
I/IH(bOpMaIII/IOHHBIX Texunomoruit (MHTYUT), At [Iu Ap Meaua, 2024. — 250

— ISBN 978- 5- 4497- 2435- 9. — TekcTt: snektponsbii // Ludposoit

06pa30BaTeJILHBII/I pecypc I[PR SMART: [caiiT]. — URL:
https://www.iprbookshop.ru/133918.html

2. I'pannuun, O. H. UndopmanmoHHbie TEXHOJIOTUH B YIIPaBJICHUU: yueOHOe
nocobue / O. H. I'pannuun, B. . KuseB. — 4-e n3n. — MockBa: MuTepHeT-
VYuusepcurer Madopmammonnsix Texnonoruit (MHTYUT), Ait Ilu Ap Menua,
2024. — 400 c¢. — ISBN 978-5-4497-2400-7. — TekcT: 3JCKTPOHHBIN //
[Mudposoit  obpazoBarenvHbiii  pecypc IPR SMART: [caiit] — URL:
https://www.iprbookshop.ru/133941.html

LlororHuTeribHas TUT ear ypoa

I. TeopeTnueckue OCHOBbI TIOCTPOCHHMSI W TPUMEHEHUS HAyYHO-
UCCIIEIOBATENbCKOTO KOMILIEKCA MOHHUTOPUHIAa XapaKTEPUCTUK 3alIUIIEHHOCTH
KoH(puaeHnanbHoU nHdopmanun: MoHorpadus / B. B. Anekcees, B. A. I'punnes,
M. B. MowuceeBa [u ap.]; mox penakmuedr B. B. Anekceea. — TamOo0B:
TamOoBCKuUli TOCYIapCTBEHHBIN TexHUYeckui yHuBepcureT, ObC ACB, 2022. —
101 c¢. — ISBN 978-5-8265-2490-9. — TekcTt: anexrponnsii // Iudposoit
00pa3oBaTeIbHBIN pecypc IPR SMART: [caitT]. — URL:
https://www.iprbookshop.ru/133330.html

8.2 lepedeHb pecypcoB cetn "W HTepHeT", HeobxoouMmbix ans
npoesenaeind rnpakt uku
Anti-Malware (uadopManionHo-aHanmuTHueckuii cat no Mb, ocHoBHas Tema -
aHTUBUPYCHl M UX HccleaoBaHus; ectb ¢popym); AuditNet (Bce 00 ayaure UT u
Ub); CCCure (oOyuenne mo Wb, ceprudukamus, TeCTUpOBaHUE, AHAIUTHKA,
ayuymre npaktukd, AokyMeHTel); CERT (undopmamuss 00 ysI3BUMOCTSX,
aHAJIMTHKA, WCCJENOBAaHUSA, Jy4YlIME MPAKTUKH, TMPOBEJIEHUE pacClieJOBaHUN);
Datum (caiiT Acconmanuu 3aliuThl IpaB ONEPaTOPOB U CYOBEKTOB MEPCOHATBHBIX
nanHeix); Information Security Forum (nyuymme mnpakTHky, HCCII€IOBaHUS,
otueTsl, Metoaoiorun); [ISO27000.ru (mopran no b, ananutuka, uupopmarius mno
3aKOHOJATENbCTBY M CTaHaapTam, Onoru, karaimoru pecypcoB u I10); NIST -
HanmonanpHeiii uHCTUTYT cTaHgapToB W TexHonorui CIIA (rydmme mpakTHKH,
nyonukanuu Ha Temy Wb, matepuansl uccnenopanuit); SANS (jmydiiue npakTHKU,
CTaTbU, HCCIeNOBaHMs, HMHQOpMamMs 00 yrpo3ax U YA3BUMOCTAX), Secunia



https://www.iprbookshop.ru/133918.html
https://www.iprbookshop.ru/133941.html
https://www.iprbookshop.ru/133330.html
http://antimalware.ru/
http://www.auditnet.org/
http://www.cccure.org/
http://www.cert.org/
http://www.a-datum.ru/
https://www.securityforum.org/
http://www.iso27000.ru/
http://csrc.nist.gov/
http://sans.org/
http://www.secunia.com/

(mapopmanust 00 ys3BuUMOCTAX); Security Focus (madopmarus 00 yrposax
U YSI3BUMOCTSIX, HOBOCTH, CpEACTBAa OOECTEeUeHUsS M aHajan3a Oe30MacCHOCTH);
Security Lab (noBoctu, uHbopmamuss o0 yrpo3ax M YsI3BUMOCTSX, CTaThH,
cpeAcTBa obOecmeueHus M aHanu3a Oe3omacHocTH); SecurityManagement.ru
(popym mo UB); SecurityPolicy.RU (oTkpeiTas 0mOIMOTEKa HJOKYMEHTOB IIO
UB); the Center for Internet Security (cpemctBa aHamm3a 0€30MacHOCTH,
Jy4Ive TpakTUKH, 4Yek-ucthl); wiklsec - Durukmonenuss wHGOPMAIMOHHON
oe3onacHoctu  (myOnukaruu, ctatbk); Windows IT Pro/RE (pasmen 1o
0€30MacHOCTU  PYCCKOTOo  W3AaHus KypHaina); WinSecurity.ru (crtaThbu,
JOKYMEHTalusi,  HOBOCTH IO oesomacHoctu  Windows);  Kypuan
Nudopmanuonnass 0e30nmacHOCTb (MyOJMKaIMM, CTaTbU, O0030pbI, GOPyM);
Paznen d¢opyma mo UB Ha caiite Bankir.ru (popym no UB); Lentp
oezonmacHoctu Microsoft TechNet (pekomennanuu, OOHOBJICHHS, CpPEACTBa
obecrieyeHus U aHajiM3a 6€30MaCHOCTH ).
Omnnaiin-cepsucel no Ub

2ip.ru (uagopmanus o IP); Anubis (moBenenueckuii ananuzatop); Change IP
Country (anonumaiizep); DomainTools (uadopmanus o IP, unrepHeT-yTUIUTHI);
Exploit Search (nouck »3kcmioiitoB); F-Secure Health Check (mpoBepka
6e3zonacHoctn kommbioTepa); ha.ckers (xss); HackerTarget.com (ckanep
ysa3BuMoctei); hackvector (xss); Kaspersky Online Scanner (aHTHBUPYCHBII
ckanep); LogBud (6onbmioii Habop uHTepHET-yTHWiINT), Nmap Online (ceTeBoii
ckanep); Norton Safe Web (mpoBepka OezonmacHocTr caittoB); Online MDS5
Crack (BoccranoBnenue mnaposied mo x3my MDS5); OpenDNS (dunbrparus
HEXeJaTeNbHBIX CAUTOB, 3allMTa OT (PUIIMHTA U BPEAOHOCHBIX TIporpamMm) (0630p);
ophrack (Boccranosnenue maposneii); PDF X-RAY (antuBupycHas mpoBepka
PDF-aitnos); plain-text.info (Boccranosnenue mnapoiieii);Qualys SSL Server
Test (ananu3 nactpoek SSL Ha BeG-cepBepax); Ring of Saturn Internetworking
(6onpmroit HaGOp wuHTEpHET-yTWIHT);, Secunia Online Software Inspector
(mpoBepka yCTaHOBKM OOHOBJIEHMI mporpamMMmHoOro ooecriedenus); SSL Analyzer
(mpoBepka Oe3omacHocTu  BeO-caiita); Sucuri  SiteCheck (mpoBepka BeO-
caiita Ha Hanmuuue BpefoHocHoro kona); SurfPatrol (nmpoBepka Oe3omacHoCTH
Opaysepa); URL Analysis (mpoBepka Oe3omacHoctu ccbuiok); Virus Total
(amTHBUpYCHass mnpoBepka); Wepawet (aHTHBUpyCHasi IpOBEKa CaHTOB);
WhatlsMyIPAddress.com (nndopmarius o IP); PocHUHUPOC (whois).

8.3 lNepedieHb MHMOPMAMOHHBLIX TEeXHOSOMUn, WUCMOSNb3yeMbiX Mpu
ocyliecBneHmmn obpascearenbHOro npoueaa no npakTUKe, BKIIOYas
nepeyYeHb JIMUEHMOHHOrO  rnporpamMMHOro  obecneieHus, pecypcoB
WHGOPMaLMOHHO-TENEKOMMYHUK aLlMOHHON ceTu «MHTepHEe™, COBPEMeiHbIX
npodeceioHarnbHbIX 6a3 AaHHbIX U UHGOPMALUMOHHbIX CNPaBOYHbLIX CUCTEM:

- aniekTpoHHas oudmoreka DbC IPRBooks https://www.iprbookshop.ru/



http://www.securityfocus.com/
http://www.securitylab.ru/
http://securitymanagement.ru/f/
http://securitymanagement.ru/f/
http://securitypolicy.ru/
http://cisecurity.com/
http://wikisec.ru/
http://www.osp.ru/win2000/2562734/index.html
http://www.osp.ru/win2000/2562734/index.html
http://www.winsecurity.ru/
http://www.itsec.ru/
http://www.itsec.ru/
http://dom.bankir.ru/forumdisplay.php?f=143
http://technet.microsoft.com/ru-ru/security/default.aspx
http://technet.microsoft.com/ru-ru/security/default.aspx
http://2ip.ru/
http://anubis.iseclab.org/
http://anonymizer.nntime.com/
http://anonymizer.nntime.com/
http://www.domaintools.com/
http://exploitsearch.com/
http://support.f-secure.com/enu/home/onlineservices/fshc/front.html
http://ha.ckers.org/xss.html
http://hackertarget.com/free-security-vulnerability-scans/
http://www.businessinfo.co.uk/labs/hackvertor/hackvertor.php
http://www.kaspersky.com/kos/russian/kavwebscan.html
http://www.logbud.com/
http://nmap-online.com/
http://safeweb.norton.com/
http://crackfor.me/
http://crackfor.me/
http://www.opendns.com/
http://lifehacker.ru/2010/10/08/opendns-sdelajjte-internet-bolee-udobnym-i-bezopasnym/
http://www.objectif-securite.ch/en/products.php
https://www.pdfxray.com/
http://plain-text.info/add/
https://www.ssllabs.com/ssldb/index.html
https://www.ssllabs.com/ssldb/index.html
http://networking.ringofsaturn.com/Tools/
http://networking.ringofsaturn.com/Tools/
http://networking.ringofsaturn.com/Tools/
http://secunia.com/vulnerability_scanning/online/
http://secunia.com/vulnerability_scanning/online/
http://secunia.com/vulnerability_scanning/online/
https://sslanalyzer.comodoca.com/
https://sslanalyzer.comodoca.com/
https://sslanalyzer.comodoca.com/
http://sitecheck.sucuri.net/scanner/
http://www.surfpatrol.ru/
http://www.securrity.ru/url_analysis.html
http://www.virustotal.com/ru/
http://www.virustotal.com/ru/
http://www.virustotal.com/ru/
http://wepawet.cs.ucsb.edu/
http://whatismyipaddress.com/
http://www.ripn.net:8080/nic/whois/
https://www.iprbookshop.ru/

9 MATEPUNAJIbHO -TEXHUYECKAA BA3A, HEOBXOONMAA ONA
NMPOBEAEHUA NMPAKTUKA
[MpakTnka oby4atoLpxcsi opraHA3yeTcs Kak Ha Basax npakTuk, Tak U B
BI'TY Ha 6asekade bl cuctem nHd@MaumoHHon besonaaoctu. MaTteumarnsHo-
TexHuyeckasi 6asa onpeggmxernTd B 3aBUMCUMMOTM OT MeCTa NPOXOREeHUA
NPakKTUKM N COePKaHUS NPaKrMyYeckon noarotoBkn obyyaowierocs. B coctas
MarepuanbHerexHn4YeEKoro obecieveHns, Heobx ogMMoro Anst yCrnewHoro
NPOXOXAEHUS MNPaKTUKM Ha ©Gase kademppbl CUCTEM WMHIOPMALIVMOHON
BGeznacHOCTM BXOAMWT criedytoLeeobqoyajoBaHe:
1. Cucrema BUOPOAKYCTUUECKOW M aKyCTUUYECKOM 3aIIUThl MOMEIIEHUN
«Conara AB» B kommiiekte — 47190 — 1 mt
2. Cuctemnsbiit Tenedon 2519-30 — 1 wr
YcTpoiicTBo 3amuThl 00beKTOB HHPopMaru «Conata-P2»
YcrpoiictBo 3amuThl Tene@oHHbIX JUHUN «MIT-111 - 4212
YcrpoiicTBO KOMOMHHUPOBAHHOM 3aUThl 00bekTOB «Conara PK-1» -19812
Yacroromep U3-34A — 5 wr
YacTtoromep 31eKTpOHHBINA CUETHBIA Y3-33
Papnocranmus 63 321c-1 —
. 3mepurens monymsiimu CK3-43 — 2 mr.
10. BoasT™meTrp B7-37 — 2 .
11. BoasT™meTrp B7-26 — 5 .
12. Boasrmetp B3-38b — 4 mi.
13. I'enepatop I'3-112 — 4 mr.
14. I'enepartop '4-102 — 6 .
15. T'enepatop 1'3-112 — 4 .
16. T'eneparop ['3-116 — 2 .
17. Pagnocraniusa UIT 1.100.074 «Jlen-B» 1321C-4 - 10 mir.
18. Mnnukarop nmons kamyaupoBaHHblid «PexyT» - 1 .
19. Ocuunorpad GOS-620FG — 2 .
20. Ocmunorpadp C1-55—2 mir.
21. IMaspHas cranuus LUKEY-852D+ - 2 mir.
22. Pagmonpuémuuk 3-399A - 3
23. Pagnocranuusa 63 P21c-1
24. Nunukarop mojs — 1 mr
25. Nmurtarop UM O-2
[IpakTuka peanusyercs B CIEAYIOIIMX MOMENIEHUSX Kadeapbl ¢ MepeyHeM
TeXHUKHU (000pymOBaHUs), UCIOIB3YEMOUM Ui OpraHU3alliy MPAKTUKU B (popme
paKTUIeCKON moaroToBku: 402/5 - METPOIOTHH, IEKTPOHUKH U CXEMOTEXHUKHU;
403/5 - cienobopynoBanusi; 404/5 - onepallMOHHBIX CUCTEM U CUCTEeM 0a3 JaHHBIX;
405/5 - cereit u cucrem nepenaun uHbopmanuu; 201/5 - METOAOB U SI3BIKOB
nporpammupoBanust; 402/3 - yctpoiictB npuema curHaioB; 410/3 - ycTpoiicTB
nepeayu CUTHaJIOB.
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