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1. HEJIU U BAJAYN JTUCHUTIIJTINHBI
1.1. esm AUCHUNJIMHBI SBISETCS MPUOOPETEHHE CTYJIECHTAMHU 3HAHUH O
CTPYKTYpE JCHCTBUM, MNpeANpUHUMAEMble Jis JOCTHXKEHUS HHPOPMAIMOHHOTO
IPEBOCXOJICTBA B OOECHEUYEHWH HAlMOHAJILHOM BOEHHOW CTpaTeruu IyTeM
BO3JCHCTBUST HAa HHOpPMAIMIO M HMHPOPMAIMOHHBIE CHCTEMBI TMPOTHBHHKA C
OTHOBPEMEHHBIM  YKpEIUICHMEM U 3allUTOd COOCTBEHHOM uHMOpMalUU U
UH(OPMAIIMOHHBIX CUCTEM U UH(PACTPYKTYPHIL.

1.2. 3amaumn ocBOEHUs JUCHTUTITIHHBI

- chopMHpoBaTh y OYIyIIETO CIENHAINCTa B 00JacTH 0€30MacCHOCTH
TEJICKOMMYHUKAIIMOHHBIX CHCTEM 3HaHHS, YMEHWS W HaBBIKM B 00JacTh
dbopManuzanus onucaHus HHPOPMAIMOHHBIX KOHQIMKTOB COIIMOTEXHUYECKUX
CHCTEM, CTPATErHH W TAKTHKH HH()POPMAIMOHHBIX ONEpaIlil M aTaK, peaan3yeMbIX
B COIIMOTEXHWUYECKHX cucTemax. CrpaTeruu peanu3anud HHOOPMAITMOHHBIX
OIepalliil U aTak;

- MPEIOCTaBUTh BO3MOYKHOCTh M3yUEHUSI TEXHOJIOTHH TTOMCKA U aHaIn3a
clieIoB MH()OPMAITMOHHBIX ONEpalMii M aTak W WHIMICHTOB, MMPOTHO3UPOBAHUS
BO3MOXXHBIX TIyTE€H pa3BUTHS HOBBIX BHJOB KOMIIBIOTEPHBIX MPECTYIUICHUH,
NPaBOHAPYIICHUI U HHIIUCHTOB.

2. MECTO JUCHUIIVIMHBI B CTPYKTYPE OIIOII
Hucrunmaa «Onepanuy ¥ aTakd B KOMIBIOTEPHBIX CHUCTEMAaX U CETAX)»
OTHOCHUTCS K JUCIMIUIMHAM YacTH, pOopMUpYyeMOil y9aCTHHKaMU 00pa30BaTEIbHBIX
OTHOIIEHUH (IUCIUIUTNHA TT0 BBIOOPY) Os10Ka b1.

3. HEPEYEHD IIVNTAHUPYEMBIX PE3YJBTATOB OBYYEHUA 110
JAUCHUITJIMHE
[Ipouiecc m3yyeHus: AMCUMILUIMHBI «Ornepauuu U aTakl B KOMIIBIOTEPHBIX
CUCTEMAX M CETAX» HaNpaBlIeH Ha (GOPMUPOBAHKE CIAEAYIOIIMX KOMITETSHIIHA:
[1K-4.4 - CiocoOeH yyacTBOBaTh B pab0OTax MO NPOBEIECHUIO SKCIIEPTU3bI IPU
paccieloBaHUH KOMIBIOTEPHBIX PECTYIUVIEHUH, TPaBOHAPYIIEHUI U MHIIUIEHTOB B
KOMITBIOTEPHBIX CHCTEMAaX U CETAX



Komnerenuust

Pe3yabTarsl 00yueHnsi, XapaKkTepu3yromme
c()OpMHPOBAHHOCTH KOMIIETCHIIUH

I1K-4.4

3HATb NIPUHIOUIIEI TIOCTPOCHUA CUCTEM 06Hapy}KCHI/I}I
KOMIIBIOTCPHBIX aTaK

INPUMCHATh METObI aHAJIN3a 3alIUINCHHOCTHU U
HHCTPYMCHTAJILHBIC CPCACTBA IPOBCACHUA MOHHUTOPHHIA
3alIMIICHHOCTH KOMIIBIOTECPHBIX CUCTEM

BJIAJI€Th HABBIKAMU BBITIOJIHEHHSI aHAJIA3a 3al[UIIIEHHOCTH
CETEBBIX CEPBUCOB C UCIOJIb30BAHUEM CPEJICTB
aBTOMATHYECKOI'0 PEArupOBaHUs HA MOMbBITKU
HECaHKIIMOHMPOBAHHOTO JOCTyIa K pecypcam
KOMIIBIOTEPHBIX CUCTEM U CETEH

4. O BEM JUCHUIIJINHBI

OO6mast Tpya10eMKOCTh TUCHUIUTMHBI «Omepalui U aTaki B KOMITBIOTEPHBIX
CHCTEMAaX U CETIX» COCTaBIsACT 9 3.€.

Pacnipenenenne Tpy10€MKOCTH JUCITUTUTHHBI TTO BUAAM 3aHATUN

ouHasi popma 00ydeHust

Bunel yueOHo paboTh Beero Cenecrpht
4aCoB 9 10
AyIUTOpPHBIE 3aHATHS (BCET0) 180 72 108
B Tom uucae:
Jlexuuu 72 36 36
JlabopaTtopusbie padotsl (JIP) 108 36 72
CamocrosiTeibHas padoTa 108 36 72
KypcogBoii npoext + +
Yacel Ha KOHTPOJIb 36 - 36
Buael npoMexyTO4HOM arTecTanuu - + 4 +
9K3aMEH, 3a4ET C OLEHKOU
OO6111ast TPy10€MKOCTb:
aKaJeMUYECKHE Yachl 3a4.€]. 324 108 216
9 3 6

5. COAEP KAHUE JUCHUIIVIMHBI (MOAYJIsA)
5.1 Copnep:xanue pa3iejoB JAUCHUIUIMHBI U pacnpeaejienne
TPYAOEMKOCTH 10 BUIAM 3aHATHI ouHast gopma o0yueHust



HaumeHnoBaHue TeMbI

CopeprkxaHue paszena

JIekir.

JIab.
3aH.

CPC

Bcero,
yac

Beenenue. Knaccudukanus
arak

Knaccudukanus mo xapakrepy BO3JICHCTBUS;
IO TIeTTH BO3ICUCTBHS; 110 HATMIHUIO OOpaTHOM
CBSI3H C aTaKyeMbIM 00BEKTOM; 110 YCIIOBUIO
Havaja OCYIIECTBICHHUS BO3ACUCTBUSI; 11O
PACIIONIOKEHHIO CyOhEKTa aTaKH
OTHOCHTEIIEHO aTaKyeMOTro 00BEKTa; Mo
ypoBHIO 3TanonHoM Mojenu [ISO/OSI, Ha
KOTOPOM OCYILECTBIISIETCS] BO3ICHCTBHE.
ITpumepsr.

12

18

18

48

DTalbl peain3ainy aTak

cOop MHPOpPMAITUH: H3yUYEeHUE OKPYKCHHUS,
UACHTU(DUKAIMS TOIOJOTHH CETH;
UACHTU(DUKAINS y3JIOB; HACHTADUKAIUS
CEpBUCOB U CKAHUPOBAHHE [IOPTOB;
UACHTU(DUKAIMS OTICPANMOHHON CUCTEMBIL;
OIIpeJieTICHUE POJIH Y3J1a; OIpeielICHHE
YSI3BUMOCTEH y371a; peann3alys aTaky,
MPOHUKHOBEHHE; YCTAHOBJICHHE KOHTPOJIS,
3aBEpILCHIEC aTaKh

12

18

18

48

KpaTKOG OIIMCaHUeC
HEKOTOPBIX CETCBLIX aTaK

¢dparmenrauns 1aHHbIx; ataka Ping flooding;
HECTaHIAPTHEIE TPOTOKOJIBL,
nHKarcynmupoBannblie B [P; araka smurf; ataka
DNS spoofing; araka IP spoofing;
HaBs3bIBaHHE MTakeToB; Sniffing —
MIPOCITyIITUBaHAE KaHAJIa; TIEPEXBaT MAaKETOB
Ha MapUIpyTH3aTOPE; HaBsA3bIBAHHE XOCTY
JIO)KHOT'O MapIIpyTa C IIOMOILBIO TPOTOKOIA
ICMP; WinNuke; moaMena J0BepeHHOTO
X0cTa; 0TKa3 B oocyxuBanuu (DoS,
DDoS-araku):SYN-flood,UDP-flood

12

18

18

48

TexHosorny 0OHAPYKEHUS
aTax

METO/IbI aHAJIHM3a CETEBOM MH(OPMAIIHH;
CTaTHCTHYECKUI METO; SKCIIEPTHBIE
CHUCTEMBbI; HEUPOHHBIE CETH

12

18

18

48

COIII/IaJ'ILHaH HWHIXXCHEPpHUA

[MomynsipHbIe QUIIHHTOBBIC CXEMBI:
HECYIIECTBYIOIIUE CCHUIKU; MOIIICHHUYECTBO
C MCHOJIb30BaHUEM OPEH/IOB N3BECTHBIX
KOPHOPALHA; TTO/JI0OKHBIE JIOTEPEH; JIOIKHbIC
AHTHBHPYCHI U MPOrPAMMBI JIJIsl 00eCTICUeHUS
6e3onmacHocty; IVR nnmm TenedoHHbIi
¢umuHT. C60p MHPOPMALIUN U3 OTKPHITHIX
HCTOYHUKOB: IUICUEBOM cep(uHT; 0OpaTHas
COLMANbHAS HHKCHEPHS

Crioco0BI 3aIUTHI OT COLMATBLHON
umkeHepun. Knaccudukanus yrpos: yrpossl,
CBsI3aHHBIC C TEIC()OHOM; YTPO3bI, CBSI3aHHBIC
C 3JICKTPOHHOM MOYTOM; YIPO3bl, CBSI3aHHBIE C
HCIIOJIb30BaHHEM CITY)KObI MTHOBEHHOT'O
oOMeHa coobmeHussMu. OCHOBHBIC 3alUTHBIC
METO/IbI

12

18

18

48




6 [[IpoGmemsr u mepcriekTuBbl  |KOHIEMIMS — «CETCHEHTPUYECKUX  BOMHY,
MIPUMEHECHHUS HacrynarensHsie orepanuu B
KHOEPHETHIECKOTO OPYKHsl |KHOEpPIIPOCTPAHCTBE KaK COCTaBHAs 4YacTb
B COBPEMEHHOI nHPOPMAIMOHHOW BOWHBL. HactymarenbHbie
ceTeleHTpuUecKoil Boiine  |onepaitun mpoti ACY nH(PacTpyKTypHBIX
U TEXHOJIOTUYCCKUX OOBEKTOB. 12 18 18 48
OO0OpOHUTEIBHBIC ONEpPAH KaK Y9acTh MeEp
o 00ecTeYeHHIO UH(POPMAIMOHHOU
6e30macHOCTH B MHpHOE BpeMsI.
[lepcniekTUBBI pa3BUTHSL KOHIETILIH
KHOEPHETHYECKUX OTepAIAid
Hroro 72 108 108 288

5.2 IlepeyeHnb 1adopaTOpHBIX padoT
1.0uenka cTeneHH MOpaKEHUS HHPOPMAIMOHHBIM  OPY)XXHEM  IIpH
MOHHMTOPHUHIE CETEBOT0 NMPOCTPAHCTBA HA MPEIMET BBIABICHUS NH()OPMALIMOHHBIX
oIepanui.
2.0ueHkKa 3 PEKTUBHOCTU HEepErnporpaMMHUPOBAHHUS CyOBEKTOB
UH(GOPMAIIMOHHOTO BO3/CUCTBUA NMPU MOHUTOPUHIE CETEBOrO MPOCTPAHCTBA Ha
IpeaIMeT BBISABICHUS HHPOPMAITMOHHBIX ONepaIuii.
3.MatemaTnueckas MOJIE€Tb PACIPOCTPAHEHUS CIIyXOB U MOHSATUE «PEaIbHOE
BpeMs» NH()OPMALIMOHHOMN OTIEpaliH.
4. @®opmanbpHas IIOCTAHOBKA 331441 Ha
dbopmupoBaHue  IUIaHAa HHOOPMAIIMOHHON OTepaluu
5. IInanupoBanue MHMOPMALIMOHHON OIEepaIUU
6. MonenupoBanue HHPOPMAIIMOHHON Onepanuu

6. MIPUMEPHASI TEMATUKA KYPCOBBIX ITPOEKTOB (PABOT) U
KOHTPOJIBHBIX PABOT
B coorBercTBUM ¢  y4ye€OHBIM  IUIAHOM  OCBOCHHME  JUCLHUILIUHBI
IIPELYCMaTPUBAET BBINOJHEHUE KYpPCOBBIX NMPOEKTOB B 10 cemecTpax sl OYHOMI
dbopmbl 00yUEHHUS.
[Ipumepnas Tematuka KypcoBoro mpoekra: «Ctpecc-tect cetu (DoS BeO-
caiita) co SlowHTTPTest B Kali Linux»
3ajauu, penaeMble IPH BBIMOTHEHUH KypPCOBOTO MTPOEKTA!
*  3HAaKOMCTBO CO MMUTAallMOHHBIMM CPEJAaMU aTak;
*  [POTHO3MPOBAHUE HCXOJOB aTaKk MU BBIPAOOTKA MEXaHU3MOB
3aIUTHI;
. 3HakoMCcTBO ¢ YK P® I'naBa 28 u aHaiu3 ciei0B KOMITbIOTEPHBIX
MIPECTYIUIEHUH, TPAaBOHAPYIIEHUN U UHLIHUICHTOB.
KypcoBoii mpoekt BKJIIOYAaT B ceds rpaduyecKyro 4acTh
U PACUYETHO-TIOSICHUTENIbHYIO 3aIIUCKY.




7. ONEHOYHBIE MATEPHUAJIBI VIS TPOBEJEHUSA
MNPOMEXYTOUYHON ATTECTALIMUA OBYYAIOIIUXCS IO

JTUCLMUITJIMHE

7.1. Onucanmne noxkasarejeil 1 KpUTEPUeB OLlEHUBAHUSA KOMIIETEH NI
HA Pa3jIMYHbIX ITanax ux (popMUpPoOBaHUs, ONIMCAHUE IIKAJ OLIEHUBAHUS

7.1.1 Tan Tekymero KOHTPOJIA

Pe3ynbTaThl TEKylIero KOHTPOJS 3HAHUW U MEKCECCHOHHOM aTTecTaluu
OLICHUBAIOTCS 110 CEAYIOLIEH CUCTEME: «aTTECTOBAHY; «HE aTTECTOBAH.

Pe3yabTaThl 00y4eHus,

XapaKTepu3ymoime
Komnerenuusy cOpMAPOBAHHOCTL Kpurepuu oueHuBaHUA ATTecTOBaH He aTTecToBan
KOMIIETEHIUH
3HATh NPUHIIMIIBI 3HaHWE NMPUHIIUIIOB Brinonnenue Heswimonuenue
IIOCTPOCHHS CHUCTEM HOCTPOCHHS CHCTEM paboT B CpOK, paboT B CpOK,
00HApYKCHHS 0OHApYy)KEHHSI TIPeyCMOTPEHHBIN| IPEYCMOTPEHHBII
KOMITIBIOTEPHBIX aTaK KOMIIBYOTEPHBIX aTaK B paboumx B paboumx
nporpamMmmax nporpammax
YMETh PUMEHSTH YMEHHUE TPUMEHATH Brinonnenue Hesbinonnenue
T1IK-4.4  |merons! ananmsa METObI aHAJIN3a paboT B CpOK, paboT B CPOK,
3AMIHAIIECHHOCTH U 3alIUIIEHHOCTH U TIPeyCMOTPEHHBIN| IPEYCMOTPEHHBII
WHCTPYMEHTAJIbHbIE WHCTPYMEHTAJLHEIC B pabo4mx B pabo4mx
CpEACTBa MPOBEICHUS |CpEICTBa MPOBEICHUS nporpamMmmax nporpaMmax
MOHUTOPHUHTA MOHUTOPHUHTA
3aIUIIEHHOCTH 3aIUIIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM |KOMITBIOTEPHBIX CUCTEM
BJIaJI€Th HABbIKAMU BJIaJICHUE HaBbIKAMU Brimonnenue Hesbinonnenue
BBITIOJTHEHHUS aHAIN3a BBITTOJTHCHUSI aHATN3a paboT B CPOK, paboT B CPOK,
3aIIUIIEHHOCTH CETEBBIX |3AIMIIEHHOCTH CETEBBIX [peIyCMOTPEHHBIH |IPEYCMOTPEHHBIH
CEPBUCOB C CEPBHUCOB C B paboumx B pabounx
HCIIOJIb30BAHUEM HCIIOJIb30BaAHUEM nporpammax mnporpaMmmax
CpEJICTB CpEICTB
aBTOMAaTHUYECKOT0 aBTOMATHUYECKOI0
pearupoBaHus Ha pearupoBaHusI Ha
TTOITBITKH ITOTTBITKU
HECAHKIIMOHUPOBAHHOTO |HECAHKIITMOHUPOBAHHOTO
JlocTynla K pecypcaM|iocTyna K  pecypcam

KOMIIBIOTCPHBIX CHUCTEM

U ceTert

KOMITBIOTEPHBIX CHUCTEM
U ceTelt

7.1.2 DTan npoMeKyTOYHOT0 KOHTPOJIsI 3HAHUI
Pe3ynpTaThl MpOMEXKYTOUHOIO KOHTPOJIS 3HAaHWW oleHuBarrcs B 9, 10
ceMecTpe AJisi OUHOU (HOPMBI 00YUEHUS MO YETHIPEXOAJILHON CUCTEME:
COTJINYHOY;
«XOpOILIOY;
«YAOBIIETBOPUTEIHHOY;
«HEYI0BJIETBOPUTEIILHOM.

KoMmnereHuu
b

Pe3yabTaThl 00y4eHus, Kpurepun
XapaKTepu3ylomue
copmupopamnoct, | OUeHHBaHM | OTIHYHO

KOMIIETCHIIUHA

|

Xopomro

Ynosi.

Heynosa




3HATh IPUHLUIIBI Tect Brmnonnen |BrimonHenue tecta|Bomonnenue tecra|B Tecte
HOCTPOGHHS CUCTEM ue Tecta Ha [Ha 80- 90% Ha 70- 80% menee 70%
OOHapyXeHHs 90- 100% HPaBUIIBHEI
KOMITBIOTEPHBIX aTaK X OTBETOB
YMETb IPUMEHSTh Pemenne 3agauu IIponemonctpupos [[Iponemoncpuposa |3agauu He
METO/Ibl aHAJIN3a CTaH/IapTHBI |peICHbI B |aH BEpHBIH X0 H BEpHBIN X011 peleHsl
3aMIMIIEHHOCTH U X TIOJTHOM pELICHUsS BCEX, HO |peIIeHus B
MHCTPYMEHTAIbHBIC |TIPAKTHYECK |0OBbEME H  |HE MOTydIeH OOJIBIINHCTBE
cpencTaa U X334a4 |DOTy4eHBl |BEpHBI OTBET BO [3amay
MPOBEACHUS BEPHBIE BCEX 3afayax
MOHHTOPHHTIa OTBETEI
3aLUIEHHOCTH
KOMITBIOTEPHBIX
CHCTEM
IIK-4.4 BIaJCTh HaBblkaMu  |Pemenue  |3agaun IIponemonctpupos [[IponemoncTpupos |3agauu He
BBINOJIHCHHA aHAJIN3a |TIPUKIAaJHBl |pElIeHBl B |aH BEPHBIN X0 aH BEPHBIN X0 peIICHbI
3aIlMICHHOCTH X3ala4yB  |IIOJHOM pelleHus BCeX, HO |penieHus B
CETEBRIX KOHKPETHOH |o0beMe U |He 1moiydeH GOJIBIIMHCTBE
CCpBHCOB C TIPEMETHO | TONydeHbl |BepHbIil OTBET BO  |3a1ay
HCTIOTIB30BARMEM obnactn BEPHBIC BCEX 3aJadax
CpeAcCTB
ABTOMAaTHUYECKOTO OTBETHI
pearupoBaHus Ha
HOTBITKH
HECAaHKIIHOHUPOBAHHO
ro JOCTyHa K
pecypcam
KOMITBIOTEPHBIX
cUCTeM
u cereit
7.2 TlpumepHbIi nepeyeHb OLEHOYHBIX CpeacTB

(TUMOBBIE KOHTPOJIbLHBbIE 32IAHNS UJIU MHbIE MATEPHUAJIbI, HEO0OX0AMMbIE
JJISl OLIEHKH 3HAHUI, YMEHU, HABBIKOB U (MJIM) ONBITA AeATeJIbHOCTH)
7.2.1 IlpumepHblii epeveHb 3aJaHUI 1JIS1 IOATOTOBKU K TECTHPOBAHUIO

1) Uto takoe DDoS-ataka?

OtBer:

(1) aTaka ¢ mpUMEHEHHEM METOOB COLMATBHON HHKCHEPHU

(2) pactipeneneHHas aTaka THIIAa «aHAJIHU3 CETEBOrO TpaduKa

(3) pacnpenesieHHasi aTaKka THIA «OTKa3 B 00CTY:KHBAHHN

(4) pacripenernieHHas aTaka THIIa «IIOJMEHA JIOBEPEHHOI'O 00BEKTA CETH
2) Kakue ciy:xObl 0€30IaCHOCTH TPEAHA3HAYAOTCS JUIS 3aIlHUThI

JocTymna?

Otger:

(1) xoHpUIEHIHATBLHOCTD

(2) uenoctHOCTD

(3) moctymHOCTH

(4) maeHTHUIEPYEMOCTD

OT arak

3) Kakwme ciyxObl Oe30macHOCTH TpeTHA3HAYAOTCS JUIS 3alllUThl OT aTak

MoauduKanuu?



4)

5)

6)

7)

OrtBer:

(1) koH(HIESHITHATBHOCTH
(2) merocTHOCTH

(3) moctynHOCTH

(4) mpenTHUIIEPYEMOCTH

Kakoe cBolCTBO Cily>)kObl 0€3011aCHOCTH IpEeAHA3HAYaTCA U
3aIUTHI OT aTaKk 0TKa3a B 00CITYKUBAaHUU?

OrtBeT:

(1) xoH(pHIAEHIIHATBHOCTD
(2) uemocTHOCTH
(3) mocTtymHoCTH
(4) uaeHTHPHUITPYEMOCTh

Kaxkue cimy»0b1 6€30MacHOCTH MpeTHA3HAYAKOTCS JIJIS 3aIUThI OT aTaK
OTKa3 OT 00s3aTEIHCTR?

OTtBeT:

(1) xoH(pHAEHITHATBHOCTD
(2) merocTHOCTH

(3) moctymHOCTH

(4) maeHTHHUIEPYEMOCTD

s 3anquThl OT araKk Kakoro TUTIA TIpeIHa3HA4YCHA
ciy>k0a KOHPUIEHIIMATBHOCTH?

OtBer:

(1) araku pocryna

(2) aTaku MoauduKauu

(3) aTaku oTKa3a B 00CITyKHBAHUH

(4) ataku 0TKa3a OT 00SI3aTCIILCTB

Jlnst  3ammThl  OT aTak Kakoro THIa TIpeIHa3HadYeHa Ciayk0a
EJTOCTHOCTH?

OTBeT:



(1) arakm nqoctymna
(2) aTakm moaupukanun
(3) araku oTKa3a B 00CTy)KUBaHUU
(4) aTakm oTKa3a OT 00513aTEJILCTB
8) JUia  3ammThl OT aTak Kakoro TWIla TMpedHa3HaueHa Cclyx0a
JOCTYITHOCTH?

OrtBeT:

(1) arakm moctyma

(2) ataku MoaudUKAIIIN

(3) aTakm oTKa3a B 00CHY;KHBAHUT
(4) aTaku oTKa3a OT 00S3aTCIBCTB

9) JIist 3ammThl  OT  aTak KakKoro TUTIA TIpeIHa3HA4YCHA
ciayk0a uieHTuUIupyeMocTu?

OTtBeT:

(1) araku xocryna

(2) araku moauduKanuu

(3) araku oTKa3a B 00CTYKUBAHUU
(4) aTaku 0TKAa3a OT 00513aTEJILCTB

10) K mexanuszmam puznyeckoit 6€301macHOCTH OTHOCSTCS:
OtBer:

(1) xoHTpOJIb pU3HUECKOH 0e30MACHOCTH

(2) mpaBuIBHAS HACTPOWKA KOMIIBIOTEPHOW CUCTEMBI

(3) mpaBuUIBHOE YIPaBICHHUE KIFOYAMU P MCIIOJIb30BaHUH MH(PPOBAHUS

7.2.2 IllpuMepHbIii IepeYeHb 3aaHU 1J1s1 pellleHusi CTAaHAAPTHBIX 32124
1) DoS-araku gaie Bcero npeIIpuHIMAIOTCS C HCIIOJIb30BAaHHEM

Otser:
(1) uaeHTH(UKATOPOB TOCTYIIA

(2) cneundukaTopoB KOJOTrCHEPAIIMOHHBIX MOCIICIOBATCILHOCTCH

(3) panbcudukanum aapeca oTIpPaBUTENS
(4) SPAM

2) Moaudukamus CUTHATYpbI 0€3 U3MEHEHHsI CYIIIHOCTH aTaKH JIGKUT B OCHOBE



OrtBeT:

(1) SPAM
(2) ceTeBBIX BUpPYCOB
(3) neTexTopoB
(4) xayunTepoB
3) MeTtoasl atak mpoTuB npotokoja TCP

Otger:
1) aTaka BO3MOXKHA TOJIBKO B CiIy4ae, €CJIU aTaKyroIas
MaIIMHA HaXOUTCs Ha MTyTH OT KJIMEHTA K CEpPBEPY
(2) BO3MOKHA aTaka 3a c4yer c¢00oa ISN-Hymepanum
NMaKeToB
(3) BO3MOJKHA aTaka ¢ nmomoibio danbcudukaimu CRC
4) ataku Ha TCP-ypoBHe HeBO3MOkHBI. Eciii ObI 3TO OBLIIO HE

TaK, CTaIH Obl BO3MOKHBI aTaKW TMPAKTHUYECKH Ha JIOOBIC MPOIETYpHI
WNuTepHeT, Beah MPaKTHYECKU BCce OHM Oasupyrorcs Ha nmpotokosie TCP

4) Yro Takoe aTaka nepernoiHenus oydepa?

Otser:

(1) 370 nomnbiTka BBecTd B HTML-(opmy Gosbiie CHMBOIIOB,
9YeM JIJIS 3TOTO BBIJICIICHO

2 ATO TOMBITKA MEPEMOIHATH JII000H MporpaMMHBbIi Oydep
IIPH BBOJIE CHUMBOJIOB C KJIABUATYPHI

3) 3TO TNONBITKA BBECTH BMeCTe C TEKCTOM KaKoii-To
BPEAOHOCHBIN KO/

4) 9TO TIOMBITKA TepefaTh 4Yepe3 ceTb Oojee IIMHHOE

cooOmieHne, ueM ObLIO 3aIPOIICHO
5) Yro npoucxomut mpu atakax Ha CGI?
Ortser:

(1) renepamnust HecTaHAapTHHIX cTpok URL

(2) cooit moctyma k cepeepy DNS

(3) mpumeHeHre MeTo 1a MPSIMOM OCHMIIISIIIAY K CUCTEMHBIM KOJIaM
(4) nopaxenue BIOS



6) B ocHoBe atak npotokosia HTTP nexwur
Ortger:

(1) panbcndpukanusa MeTOA0B H 3ar0JI0BKOB 00bEeKTOB

(2) c6oii nqoctyna k crangaptHeiM URL

(3) 610KHMpOBKA TTapaMeTPOB KOH(UTYpaIUH

(4) 6oKHMpOBKa TOCTYIA K MHUIIMATH3UPYIOIINM TPUITIOKCHUIM

7) Yro takoe "syn flooding"?
Otger:

(1) metox nmpotuBoaeiicTBus DoS-aTakam
(2) cmoco6 aTakoBaTh nporokoa TCP
(3) Bug ataku Ha ISDN

(4) npunIMI GOPHOBI C YEPBIMU

8) JlocrtarouHnoii uHpopmanmeii s ataku DNS u3BHE sBIseTCS
Otger:
(1) Homep ucmonszyemoro UDP-mopra
(2) ISN
(3) mapois BX0o1a
(4) unenTrdukaTop 0OpaTHOM CBA3U
9) Ataku KIaCCHMUIUPYIOTCSA U PACIIPEICISIOTCS
OtBer:
(1) mo curaarypam
(2) mo BpemeHH CyTOK
(3) mo ¢cJ10:KHOCTH pacmo3HABAHUS

(4) mo MeToIaM NMPOTHBOAEICTBHUS

10) ATaku, CONpsHKEHHbIE C MAHUITYJISIUAMHU TP 0OMEHE COOOILIEHUSIMU U
danbcuuKanusaMu 3aroJ0BKOB, IPOU3BOJIATCS HA MPOTOKOJIBI TUIIA

OrtBeT:

(1) SMTP



(2) IMAP
(3) POP3
(4) NNTP

7.2.3 IlpuMepHbIii epeveHb 3aJaHMI IS pellleHUs] MPUKIATHBIX

1) Kak Ha3bIBaeTCsS araka, 3aKJIFOYAOIIASACS B MPOCITYIIMBAHWN KaHAJa CBS3H C
VCIIOJIB30BAaHUEM CIICLIMAJIBHOTO [IPOTPaMMHO-AIIapaTHOro yCTPOMCTBA

2)

3)

4)

WA TIPOTPaMMBbI-aHAIN3aTOpa MMAKETOB?

Otger:

(1) ananu3 cereBoro Tpadpuka

(2) nmoxxHBIH 00BEKT ceTH

(3) momMeHa TOBEpEHHOTO 0OBEKTA CETH

(4) oTka3 B 00CITyKHBaHUU

Ha xaxom ypoBHe mozenu OSI peanusyercss aTaka THIA «aHAJIU3 CETEBOTO
Tpaduka»?

OrtBeT:

(1) cereBoit

(2) kanaabHBII
(3) TpanciOpTHBIH
(4) mpuknamgHOI

Ha kakmx YPOBHSIX  MOJEIH OS| peanmusyercs aTaka
«OTka3 B 00CITY)KUBaHUN»?
OrTger:

(1) ceresoii

(2) xaHAJTBHBIH

(3) TpaHCcOPTHBII
(4) npuxkaaaHoi

3JI0yMBILIEHHUK NTOCJIAJl HA aTaKyeMblid cepBep MHOKECTBO SYN-TIakeToB U
He Bbicaan Ha SYN-ACK nakeTsl 0OTBETHI, B pe3yJIbTaTE YEro CEpBEP MOTEPSLIT
CIIOCOOHOCTB YCTaHaBJIMBAaTh  HOBBIC COEIMHEHHUS C

JIeTaJIbHBIMHU TT0JIb30BaTelIIMH. Kakas aTaka Oblia peaJII/ISOBaHa?

OrtBeT:

(1) ananau3 cereBoro Tpaduka



5)

6)

7)

8)

(2) moameHa MOBepEHHOTO 00BbEKTA CeTH

(3) oTKa3 B 00CTy:KMBAHUH
(4) dumuaT

K kakomy tuny arak otHocutcst UDP-flood u ICMP-flood?
Orser:

(1) anaynm3 cereBoro Tpaduka
(2) mogmeHa qoBepEeHHOr0 0OBEKTA CETH

(3) oTka3 B 00CTy:KMBAHUHT
(4) pummHr

Kaxk Ha3piBaeTcs aTaka, IpU KOTOPOH 3J10YMBIIUIEHHUK FEHEPUPYET OO0NIbILIOE
KOJIMYECTBO COOOIIEHUN C pa3HbIX HCTOYHHKOB JJIsl MOYTOBOTO CEpBEpA,
4yTOOBI peain30BaTh OrpaHUYEHHE AO0CTyna (WIM MOJHBIM OTKa3) K 3TOMY
OYTOBOMY cepBepy?

Ortser:

(1) UDP-flood
(2) ICMP-flood
(3) SYN-flood
(4) Mailbombing

Hukonan mnonyuwn mOAIENIBHOE NHUCBMO OT DJJIEKTPOHHOM IUIATEXKHOU
CUCTEMBI C MPOCKLOOW MPOBEPUTH MocheAHUE Tuiateku. CChUIKa B MHUCHME
BeJla CalT, MOXO0XXUW Ha OQUIMATIBHBIN CAaNT MIaTexxHou cuctembl. Kakoi
atake noaseprest Hukoman?

OrtBeT:

(1) ananu3 cereBoro Tpaduka

(2) mogMeHa TOBEPEHHOTO 0OBEKTA CETH
(3) oTka3 B 0OCIYKHMBaAaHUH

(4) pummar

Kakoe TpeboBanue k cucteMe 3aluThl HHPOPMaLUK MPEANOIaraeT To, 4To
METO/Ibl 3alIUThI JOJKHBI 00€CTIeUYnBaTh BO3MOKHOCTh MEPEKPHITUS KaHaja
yTeuKH HH(OpMAaLINK, HE3aBUCUMO OT €r0 BUJIa U MECTA MOSIBICHUS?

OrtBeT:



(1) anexBaTHOCTH

(2) HEnmpepBIBHOCTH

(3) HeHTpaIM30BaHHOCTh
(4) ynuBepcaIbHOCTD

9) Kakoe TtpeOoBaHME K CHCTEME 3amlUThl HH()OPMAIUU MPEAroiaraet
OpTaHHU3ALHUIO EANHOTO YIIPABICHHUS IO 00ECTICUCHHIO 3alUThI HH(OpMauu?

OtBeT:

(1) amexBaTHOCTH

(2) HenpepBIBHOCTH

(3) HeHTPAIM30BAHHOCTD
(4) yHHuBepcalbHOCTh

10) Jns yero mnpuMeHsiercs DKPaHUPOBAHUE  ITOMEILIECHUU 51
JOTIOJIHUTENBHOE 3a36MJIEHUE OOBEKTOB 3aIlUThI?

OTtBeT:

(1)  nns yBenuyeHHs YPOBHSI MOOOYHBIX 3JICKTPOMATrHUTHBIX
W3JIyYEHUU
(2)  nast yMeHbIIIEHHS] YPOBHS MOOOYHBIX
3JIEKTPOMATHUTHBIX H3JTy4eHHUit
(3) g obecrieueHus GecriepeOOMHOrO MUTaHKUS 0OBEKTOB
3aIUTHI
(4)  nmns MCKITIOYCHUS BHEAPCHHUS 3JI0YMBIIIICHHHKOB BO
BHYTPEHHUE CETMEeHThI ceTu munumym 10 eonpocoe ons mecmuposanus
¢ 8apuaHmamu Omeemos)
7.2.4 IlpumepHbIii NepevyeHb BONPOCOB /I MOJATOTOBKH K 3a4eTy
He npenycMoTpeHo y4eOHBIM IIIaHOM
7.2.5 IlpuMepHbIii NepevyeHb 3aJaHUI IS pelleHUusl MPUKJIATHBIX 3a1a4
Knaccudukanus mo xapakTepy BO3ACHCTBHS; MO LEIH BO3ACUCTBUS, IO
HAJIM4YUI0 OOpaTHOM CBS3M C aTakyeMbiM OOBEKTOM; IO YCIOBHUIO Hayaja
OCYILIECTBJICHUSI BO3CHCTBUS; MO PACIOJIOKEHUIO CyOBEKTa aTaKu OTHOCUTENIBHO
aTakyemMoro oObBeKTa; Mo YypoBHIO ATajmoHHOM Mozaenu ISO/OSI, ma koTopom
ocytiecTBisieTcs Bo3aeucreue. [Ipumepsl.
coop HHPOpPMAIMN: U3YYCHHE OKPYKEHUs; HICHTHU(PUKALMS TOMOJIOTHU
CeTH; HACHTU(PHUKALUS Y3TI0B; UACHTU(UKAIMS CEPBUCOB U CKAHUPOBAHKE MTOPTOB;
UACHTU(DUKALMS OTIEPAllMOHHON CUCTEMBI; ONPECIIEHUE POJIN Y3J1a; ONpeeeHIe
ySI3BUMOCTEH y3I1a; peaiun3alus aTaku; MPOHUKHOBEHHE, YCTAHOBICHNE KOHTPOJIS;
3aBepileHue ataku (parMeHTarus JaHHbIX; ataka Ping flooding; nHectangapTHbie



IPOTOKOJIBI, HHKANICyaupoBaHHbie B [P; ataka smurf; araka DNS spoofing; ataka IP
spoofing; HaBsi3piBaHue makeToB; Sniffing — mpociymmBaHue KaHana; MepexBar
MAaKEeTOB Ha MapIIPyTU3aTOPE; HABSI3bIBAHUE XOCTY JIOKHOTO MapIIpyTa C TOMOIIBIO
npotokona ICMP; WinNuke; mogmena 10BepeHHOT0 XOCTa; 0TKa3 B 00CTyKUBAaHUU
(DoS, DDoS-arakn):SYN-flood,UDP-flood  merompl  aHamm3a  CETEBOA
uH(OPMAITUH; CTATUCTUICCKUN METOT;
HKCIIEPTHBIE CUCTEMbI; HEUPOHHBIE CETU

[Tonynsipubie  (UINTUHTOBBIE  CXEMBI:  HECYIIECTBYIOIIUE  CCHLUIKU;
MOIIIEHHUYECTBO C MCIIOJIH30BAaHUEM OPEH/I0B U3BECTHBIX KOPIIOPAIIHIA; TIOJIOKHBIE
JIOTepeu; JTI0)KHBIE aHTUBUPYCHI ¥ IPOTPAMMBI JiJIst obecnieuenust 6ezonacHoctr; [VR
win Teneonnpi  pummar. COOp HWHPOPMAIMH M3 OTKPHITHIX HCTOYHUKOB:
TUIeueBOi cepduHT; 0OpaTHas COlMaNbHAS HHKEHEPHUS

CnocoObl 3amuThl OT coluanbHOM WHXKeHepuu. Kitaccuduxaius yrpos:
yrpo3bl, CBSA3aHHBIE C TEIEPOHOM; yrpo3bl, CBA3AHHBIE C AIEKTPOHHOU IMOYTOMH;
yIpo3bl, CBSI3aHHBIE C HKCIOJb30BAaHUEM CIYKObI MTHOBEHHOTO OOMeHa
coobmieHussMU. OCHOBHBIE 3AIIIUTHHIE METO IbI

Konuenmusa «cerenentpuueckux BOMH». HacrtynarenbHble omnepanuu B
KHOEpIpPOCTPAaHCTBE  KaK  COCTaBHAs  4YacTh  HMH(DOPMAIIMOHHOW  BOMHBEIL.
Hacrtynarenbnbie oneparuy npoTuB ACY HHPpaCTPyKTYypHBIX U TEXHOJIOTHICCKUX
00BekTOB. OOOpOHUTENBHBIC OMNEpAMK KaK 4YacTh Mep M0 00eCleueHuIo
nH()OpPMAITMOHHOW 0€30MacHOCTH B MHPHOE BpeMs. [lepCreKTUBBI pa3BUTHSA
KOHIICTIIIUYA KUOSPHETHIECKUX OTIepaIinii

7.2.6. MeToaguka BBICTABJEHUSI OLEHKHM TMPHU NPOBeIeHNH
NMPOMeKYTOUHOI aTTecTAlNU

DK3aMeH MPOBOJUTCS MO TECT-OMIeTaM, KaX/Ibli U3 KOTOPBIX coaepxut 10
BOIPOCOB U 3a7auy. Kaxx/1plii MpaBUIIbHBIN OTBET HA BOMPOC B TECTE OlleHUBaeTcs |
OamiomM, 3agava oueHuBaercs B 10 6amos (5 6anioB BepHOE pelieHne u 5 6aos
3a BEpHBIN OTBET). MakCUMaIbHOE KOJTUYECTBO HaOpaHHBIX OayoB — 20.

1. Omnenka «HeynoBneTBOPUTEIBHO» CTaBUTCS B CiIydae, €CIU CTYIEHT
HaOpasi MeHee 6 6aJIIOoB.

2. OmeHka «YIOBIETBOPUTEIHHO» CTABUTCS B Clydae, €CIA CTYIEHT
Habpai ot 6 g0 10 GamnoB

3. Ouenka «Xo0poI1o» CTaBUTCS B CiIy4ae, eclid CTyAeHT HaOpan ot 11 jo
15 6annos.

4.  Ouenka «OTAMYHO» CTAaBUTCS, €CIU CTyAEHT HaOpai ot 16 mo 20
OaJLIOB.

7.2.7 TIacnmopT OllEeHOYHBIX MAaTEPHAJIOB

Kon
KoHnTponupyemsle pa3aens! (TEMbI) . |HamMeHOBaHME OLIECHOYHOTO
Ne n/m KOHTPOJIMPYEMOM
JVCLIATUTHHBI CpeacTBa
KOMIIETEHIINU




1 Beenenue. Knaccudukanus atak T1IK-4.4 Tecrt, 3amura
1ab0paTOPHBIX padoT,
TpeOOBaHUS K KypCOBOMY
MPOEKTY

2 Drarbl peanu3aly aTak T1K-4.4 Tecrt, 3ammra
n1a0opaTOpHBIX PadoT,
TpeOOBaHUS K KypCOBOMY
IPOEKTY

3 Kpatkoe onucanue HekoTopbix ceTeBbix atak [[[K-4.4 Tecrt, 3ammTa
n1a0opaTOpHBIX PadoT,
TpeOOBaHUs K KypCOBOMY
MPOEKTY

4 TexHosiornn 0OHApyKEHUS aTaK T1K-4.4 Tecr, 3ammra
1a0opaTOpHBIX padoT,
TpeOOBaHUS K KYPCOBOMY
MPOEKTY

5 CounanpHasi HHKCHEPHUS T1K-4.4 Tecrt, 3ammura
1a0opaTOpHBIX PadoT,
TpeOOBaHUS K KYPCOBOMY
IIPOEKTY

6 ITpoGneMsl 1 MEPCHIEKTUBHI [1IK-4.4 Tecr, 3amura
IpUMEHEHUS KUOEPHETUYECKOIO na60paT0prIX pa60T
2

OpY’KHS B COBPEMEHHOMU
N TpeOOBaHUS K KYPCOBOMY
CCTCUCHTPUICCKON BOUHC
IIPOEKTY

7.3. MeToanueckue MaTepuajibl, oOnpeaeaslONIMe  TNPOUEAYPbI
OlleHMBAHMS 3HAHUI, YMEeHM i, HABBIKOB U (MJIH) ONBITA AeATeJTbHOCTH

TectupoBaHue OCyHIECTBISIETCS, JUOO TPU TIOMOIIM KOMIIbIOTEPHOMU
CUCTEMBI TECTHUPOBAHUs, JHOO C HMCHOJb30BAHUEM BBIIAHHBIX TECT-33JaHUI Ha
OymaxkHom Hocutene. Bpems TectupoBanus 30 muH. 3aTeM OCYIIECTBISETCS
IpoBepKa TeCTa 3K3aMEHATOPOM M BBICTABIISAETCS OIIEHKA COIJIaCHO METOJIMKHU
BBICTABJICHUS OLICHKU ITPU MPOBEJECHUN TPOMEKYTOUHOM aTTECTALINH.

Pemenne craHgapTHBIX 3a7ad  OCYIIECTBISETCA, JUOO TPH TMOMOIIM
KOMIIBIOTEPHON CHUCTEMbI TECTUPOBAHMUSL, JTMOO C UCIIOJIb30BAHUEM BBIJIAHHBIX 3a/1a4
Ha OymMaxHoM Hocutelie. Bpems pemenus 3agad 30 MuH. 3aTeM OCYIIECTBIISICTCS
IpoBepKa pelieHus 3a7ady HK3aMEHATOPOM U BBICTABJISETCS OLIEHKA, COTJIACHO
METOJIMKH BBICTABJICHHS OLICHKH MPU MPOBEJICHUH MPOMEXKYTOUYHON aTTECTAlIUH.

Pemenne mnpukiagHbIX 3adad  OCYIIECTBIsETCSA, JHOO TPU TOMOIIU
KOMITBIOTEPHON CUCTEMBI TECTUPOBAHMUSI, JIMOO C UCIIOJIb30BAHUEM BBIIAHHBIX 33]1a4
Ha OymMakHOM HocuTelne. Bpems pemenus 3agay 30 MuH. 3aTeM OCYIIECTBIISETCS
IpoBepKa pelieHus 3a7ady HK3aMEHATOPOM U BBICTABJISETCS OLIEHKA, COTJIACHO
METOJMKH BBICTABJICHHS OLICHKH MPU MPOBEICHUH MPOMEXKYTOUHON aTTECTAlIUH.

3amuTa KypcoBoi paboThl, KypCOBOTO MPOEKTa UM OTYETa MO BCEM BHUIAM
IPAKTUK OCYIIECTBIISIETCS COIJIACHO TPeOOBaHUSAM, MpPENbSABISIEMBIM K padoTe,



ONHUCAaHHBIM B METOJIMYECKUX MaTepuanax. [I[puMepHoe BpeMst 3alIUThl HA OJHOTO
CTyJAeHTa cocTaBisieT 20 MuUH.

8 YYEBHO METOJIUYECKOE U HTH®OPMAIIMOHHOE
OBECITEYEHUE JUCHUIIJINHDBI)
8.1 IlepeueHb y4ueOHOI TUTEPATYPHI, HEOOXOAUMOIi 11l OCBOEHUSI
AUCHUIJIMHBI

1. Kocrtun, B. H. MeTob! 1 cpeacTBa 3aliUuThl KOMIBIOTEPHON
nH(GOpPMAITUH: annapaTHBIE U IPOrPaMMHBIC CPEICTBA 3aIUTHI
uHpopmaruu : yuebHoe nmocodbue / B. H. Koctun. — Mocksa :
Mzparensckuit lom MUCuC, 2018. — 21 ¢. — ISBN 978-5-906953-
22-3. — Tekcrt : anexktponHsii // LudpoBoit oOpazoBaTenbHbIi
pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/98199.html

2. CopokuH, A. C. UHHOKOMMYHUKAIITMOHHBIE CUCTEMBI U CETH.
Texnonoruu nHGOPMAITMOHHOTO OOMEHA M METO/AbI TOCTPOCHUS :
yaeonoe nocobue / A. C. CopokuH. — MockBa : MOCKOBCKHIA
TEXHUUYECKUN YHUBEPCUTET CBs3U U uH(popmatuku, 2018. — 69 ¢. —
TekcT : anexTponHsii // I{udpoBoii o6pazoBatenbhbiid pecypc IPR
SMART : [caiiT]. — URL: https://www.iprbookshop.ru/92424.html

3. I'magkux, T. B. UHdopMainoHHbIE CUCTEMBI U CETH : YyueOHOe
nocooue / T. B. 'mankux, E. B. BopoHosa ; nox penakiueii JI. A.
Kopo6GoBa. — Boponex : Boponexxckuit rocy1apCcTBEeHHBIN
YHUBEPCUTET MHXKEHEPHBIX TexHojoruii, 2016. — 87 ¢. — ISBN 978-
5-00032-189-8. — Tekcr : anexTpoHHbi // [{udpoBoit
obpazoBarenbHbIil pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/64403.html

8.2 Ilepeuenbr WH(GOPMANMOHHBIX TEXHOJOTHH, HCMOJb3yeMbIX NpPH
OCYLIeCTBJICHMH 00pa30BaTeJIbHOIO IMpouecca Mo JAUCHUILUIMHE, BKJIKOYas
NepeYyeHb  JHUUEH3MOHHOIO  MPOrPAMMHOIO  o0ecleYeHHsl, PecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHOU ceT «HTEepHeT», COBpeMEeHHBIX
Npo¢ecCHOHANBbHBIX 023 JAHHBIX 1 HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

http://att.nica.ru http://www.edu.ru/
http://window.edu.ru/window/library
http://www.intuit.ru/catalog/
http://bibl.cchgeu.ru/MarcWeb2/ExtSearch.asp

https://cchgeu.ru/education/cafedras/kafsib/?docs
http://www.eios.vorstu.ru http://e.lanbook.com/
(OBC Jlanb) http://IPRbookshop.ru/
(BBCIPRbooks)


https://www.iprbookshop.ru/98199.html
https://www.iprbookshop.ru/92424.html

http://www.consultant.ru/document/cons_doc LAW 10699/4398865e2a04f
4d3cd99e389c6c5d62e684676f1/ YK Pd® TI'maBa 28. Ilpectymienus B cdepe
KOMITBIOTEPHOU WH(OpMAITUH.

https://www.kali.org/ Kali Linux

https://ru.wikipedia.org/wiki/Kali _Linux Marepuan n3 Bukuneann

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMAS J1JIsA
OCYHWECTBJIEHUSA OBPAZOBATEJBHOI'O ITPOLHECCA

Cnenuanu3upoBaHHas JIEKIUOHHAS ayJIuTOpus,

OCHAIlICHHAass O00OpYyIOBaHMEM [JIsl  JICKIIMOHHBIX  JIEMOHCTpAIii |
MPOCKIIMOHHOM armnaparypou

JIMCTIIIEHBIA KJIACC, OCHAICHHBIA KOMIIBIOTEPHBIMHU MPOTpaMMaMU ISt
IIPOBEICHMUS JTAOOPATOPHOIO MPAKTUKYyMa

10. METOAUYECKHUE YKA3ZAHUA JJISA OBYYAIOIUXCS 11O
OCBOEHMIO JUCHUIIJIMHBI (MOAY JIA)

[To guctmmmuHe «Onepanuu U aTaku B KOMITBIOTEPHBIX CUCTEMaX M CETIX»
YUTAIOTCS JIEKIIUU, MPOBOASTCS J1TaOOpaTOpHbIe PaOOThI, BBINOJHAETCS KypCOBOM
MIPOEKT.

OcHOBOM W3y4YeHMs] JUCUUIUIMHBI SIBISIOTCA JIEKUMH, Ha KOTOPBIX
U3JIaralTcs Hanbosee CyIIeCTBEHHBIC U TPYAHBIE BOIIPOCHI, @ TAK)KE BOIIPOCHI, HE
HaIIe e OTpaXeHus B yueOHO muTeparype.

JIabGopaTopHbie paOOThI BBINOJHSAIOTCS Ha JJAOOPAaTOPHOM OOOpPYAOBAHUM B
COOTBETCTBUU C METOJIUKAMHU, IPUBEICHHBIMHU B YKa3aHUIX K BBIIIOJHEHUIO PaOOT.
MeToauka BBITIOJTHEHHS KypCOBOTO IMpOEKTa  M3JI0)KEHAa B

y4e0HO-METOIUYECKOM MTOCOOUH. BBIMOIHATE 3TaNbl KypcOBOTO MPOEKTa

JOJKHBI CBOEBPEMEHHO U B YCTaHOBJICHHBIE CPOKH.

KonTponb ycBoeHuss mMarepuana AMCUUILIMHBI MPOU3BOJIUTCS IMPOBEPKOM
KypCOBOI'O IIPOEKTa, 3aIIUTON KypCOBOTO IIPOEKTA.

Buj yueOHbIX

o I[CHTCJII)HOCTB CTyacCHTa
3aHATHHN

Jleknsa Hanucanne koHCIEKTa JEKIUK: KPaTKO, CXEMaTUYHO, TOCIEA0BATEILHO
¢buKcUpOBaTh OCHOBHBIE TOJOXKEHHUS, BBIBOJBI, (OPMYIUPOBKH,
000011IeHNs; TOMeYaTh Ba)KHBIE MBICIIH, BBIJCNATH KIIIOYEBBIE CIIOBA,
TepMuHBI. [IpoBepKka TEPMUHOB, MMOHATHI C MOMOILBIO SHIIUKIIONEINN,
CJIOBApel, CIPAaBOYHUKOB C BBIIMUCHIBAHUEM TOJIKOBAHWM B TETPalb.
O0o3HaueHne BOIMPOCOB, TEPMHHOB, MaTepHalia, KOTOPHIE BBI3BIBAIOT
TPYZHOCTH, IIOMCK OTBETOB B pPEKOMEHAYeMOW Jmreparype. Eciau
CaMOCTOSITENTLHO HE yJaeTcsl pa3o0parbcs B Marepuaie, HeoOX0IuMo
chopMyIUpOBaTh BOMPOC U 337aTh MPEMOJABATENIO HA JICKIIUU WK Ha
MPAKTUYECKOM 3aHSATHUU.



http://www.consultant.ru/document/cons_doc_LAW_10699/4398865e2a04f4d3cd99e389c6c5d62e684676f1/
http://www.consultant.ru/document/cons_doc_LAW_10699/4398865e2a04f4d3cd99e389c6c5d62e684676f1/
http://www.consultant.ru/document/cons_doc_LAW_10699/4398865e2a04f4d3cd99e389c6c5d62e684676f1/
http://www.consultant.ru/document/cons_doc_LAW_10699/4398865e2a04f4d3cd99e389c6c5d62e684676f1/
https://www.kali.org/
https://www.kali.org/
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JlaGoparopHas paboTa

Jlaboparopuble ~ pabOThI  TO3BOJSIOT  HAyYUTHCS  IPUMCHSTH
TEOpPETHUYECKHE 3HaHUS, IIOJIyYCHHbIE HA JIGKIUU MpPU PELICHUH
KOHKPETHBIX 3amad. YT1oObl Haumboyiee paluOHATBHO U TIOJHO
UCIIOJIb30BATh BCE BO3MOKHOCTH J1a00OPATOPHBIX JUIS OJATOTOBKH K HUM
HEO0OXOIMMO: CIEAYET pa3o0paTh JEKIUIO MO COOTBETCTBYIONIICH TeMe,
O3HAaKOMHUTCSI C COOTBETCTBYIOLIMM pa3zeioM yueOHUKa, popadoTaTh
JOTOJIHUTEIBHYIO JIUTEpaTypy M HMCTOYHUKH, PEIIUTh 33Ja4d U
BBITIOJIHUTH JIPYTUE MUCHMEHHBIC 3aaHusl.

CamMocTosTeabHas
pabota

CamocrosarenbHass paboTa CTYAEHTOB CIIOCOOCTBYET TIIyOOKOMY
YCBOCHHSI y4eOHOT0 MaTepHrasia U Pa3BUTUIO HABBIKOB CaMO00Opa30BaHusl.
CamocrodTenbHas paboTa MpearnoaaraeT ciaeIyloIue COCTaBIsAIOIINE:

- paboTa ¢ TekcTamMu: yueOHUKaMH, CIPAaBOYHUKAMH,
JOTIOTHUTEBHOM JINTepaTypoH, a TaKkKe MpopaboTKa KOHCIIEKTOB
JIEKIMI; - BBIMOJHEHUE JOMAIIHUX 33IaHUI U PaCYETOB;

- paboTa Ha/l TEeMaMu 1711 CAMOCTOSITETIHHOTO U3yYCHHS,

- y4JacThe B paboTe CTyIEeHUYECKUX HAyYHBIX KOH(pEPEHIIHIA,
OJIMMITHAJT]; - TIOATOTOBKA K IIPOMEXYTOYHOHN aTTeCTallUH.

IloaroroBka K

TI'oToBUTKCS K HpOMGX(YTOqHOﬁ arrecTanuu CJICAyCeT CUCTCMAaTUYCCKHU, B

MPOMEKYTOUHOM  |TeUeHHE BCero cemectpa. MIHTEHCHBHAs MOATOTOBKA JIOJIKHA HAYATHCS
arrecraluu HC MO3JHCC, YCM 3a MCECAL-TIOJITOpa OO0 HpOMe)KYTO‘-IHOI\/'I arTTecTaluu.
JlaHHbIC TIEpes 3a4eTOM C OLIEHKOM, SK3aMEHOM TpH JHS d(pdekTuBHES
BCETO HMCIOJIb30BaTh IS TOBTOPEHUS U CUCTEMAaTH3AIMN MaTepHaa.
JIUCT PETUCTPAIIUUA UBSMEHEHUUA
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