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1. HEJIN U 3AJAYU TN CHUAIIVINHBI

1.1. Heau AMCHUILIHHBI

dopmHpoBaHUE u 3aKperyieHue o0menpodecCuOHATBHBIX u
PO ECCHOHATILHBIX KOMIIETCHIIMM, HANpPaBICHHBIX HAa 3HAHWE W BIIAJICHHUE
COBPEMEHHBIMH METOJaMH W TEXHOJOTHSMHU MPOTHBOJACHCTBUS WH()OPMAIMOHHBIM
aTakaMm ¥ ONEpaIrsIM, PeaTu3yeMbIM B KOMIIBIOTEPHBIX CHUCTEMaX U CETSIX.

1.2. 3agauu ocBOeHUA TUCHHUILIHHDI

- O3HAKOMJICHHE C OCHOBHBIMH TPHUHITUIIAMU TOCTPOCHHSI CHUCTEM
IIPOTHUBOJCHCTBUS KOMIIBIOTEPHBIM — aTaKaM, crocobaMu  0OHAPYKCHUS "
HEUTpaM3aIuy MOCIEICTBUN BTOPKCHUN B KOMITBIOTEPHBIC CHCTEMBI;

- dbopmupoBaHUE YMCHUI aHAJIM3UPOBATh 3alUIIEHHOCTD
KOMITBIOTEPHBIX CUCTEM, YIPABISITH CUCTEMAMHU MPOTHUBOJACHCTBUS KOMITBIOTEPHBIM
aTakaM;

- NPHOOPETCHUE HABBIKOB BBISBIICHUS U YCTPAaHCHUS YSI3BUMOCTEH
KOMITBIOTEPHBIX CHUCTEM, HACTPOUKH CHCTEM TMPOTHUBOACUCTBUS KOMITHIOTEPHBIM
aTakaM.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
JucrunmmHa  «CHCTEMBI  TIPOTUBOACHCTBUS ~ KOMITBIOTEPHBIM — aTaKaM»
OTHOCUTCS K JUCITUIUTMHAM YacTH, (OPMUPYEMOH YJaCTHUKAMH O0Opa30BaTEIbHBIX
oTHoIIeHHUH O010Kka b.1.

3. IEPEYEHD IIVTAHUPYEMBIX PE3YJIBTATOB OBYYEHMUS 110
JUCHUTIJIMHE
IIponecc  wm3ydeHHUs OUCLUILIMHBI «CucreMbpl TTPOTUBOJECHCTBHUS
KOMITBIOTEPHBIM aTaKam» HallpaBJieH Ha (POPMHUPOBAHUE CIEAYIOINUX KOMIETEHIUMI:

IT1K-4.1 CnocobOeH aHaIM3UpOBaTh 3alTUIIIEHHOCTD U OIEHUBATh YPOBEHB
0€30MacCHOCTH KOMITBIOTEPHBIX CUCTEM U CETEeH

Pe3yabTarhl 00y4eHHsl, XapaKTepHU3yHOIIHe

Komnerenuust
c¢opMHPOBAHHOCTH KOMIIETEHIIUH

[IK-4.1 3HATh OCHOBHBIC PUHIHUIIBI IOCTPOCHUS U MEXAHU3MBbI
(YHKITMOHUPOBAHUS CHCTEM MPOTUBOICUCTBUS
KOMIIBIOTEPHBIM ~ aTakaM, OcoObl OOHapyXeHHs U
HEUTpAIM3ALAN MOCJICACTBUN BTOPKEHUMN B
KOMITBIOTEPHBIE CUCTEMBI




YMeTh AHAJIM3UPOBATh 3AIMUIICHHOCTL KOMIIBIOTCPHBIX
CHUCTEM, YIIPABJIATb CUCTCMaMU HpOTHBOHCﬁCTBHH
KOMIIBIOTCPHBIM aTaKaM

BJIaJICTh HABBIKAMU BBISBIICHUS U YCTPAHEHHUS
YA3BUMOCTEN KOMITBIOTEPHBIX CUCTEM, HACTPOUKHA CHCTEM
IIPOTUBOJEHUCTBUS KOMIIBIOTEPHBIM ATAKAM.
4. OBBEM JJUCHMIIVINHBI
OO01ast Tpy10€MKOCTh JUCHUIIMHBL «CHCTEMBI  MTPOTHBOJIECUCTBHS
KOMITBIOTEPHBIM aTaKaMm» COCTaBJISET 7 3.€.

Pacnpenenenue Tpy40€MKOCTH AUCLHHUIUIMHBI IO BUJAM 3aHATHUIH
ouyHas popma o0yueHust

B SH0i 536 Bcero CemecTtpsbl
U6l yueOHOU paboThI QACOB 9 10
AyIuTOpHBIE 3aHATHS (BCEro) 126 54 72
B ToMm uucie:
Jlexumm 72 36 36
[TpakTuyeckue 3anstus (I13) 54 18 36
CamocrosiTeibHas padoTa 126 18 108
Kypcogoii npoexkt + +
Buapl mpoMexyTOYHOM aTTecTauuuy — 3a4eT, 3a4eT ¢ + + +
OILICHKOM
OO611ast TPy10€MKOCTb:
aKaJleMUYECKHE Yachl 3a4.€/1. 252 2 180
7 2 )

5. COJEPKAHME JUCHUATIIMHBI (MOYJIST)

5.1. Copepxanue pa3iejoB JIUCHUILVIMHBI H pacnpeaejienne
TPYAOEMKOCTH 10 BUAAM 3aHATHI ouHast popma o0yueHust

Jlex [Ipax
i 3aH.

Bcero, uac

Ne i/t HanmeHnoBaHue TeMbI Conepxanue paszena CPC

1 |Cuctemupiii moaxox K |KOMIBIOTEpHBIE CHCTEMBI U MX KOMIIOHEHTHI KaK|
00eCreueHNIo 3alUThl  [0OBEKTHI 3alMTBl OT Yrpo3 0e30MacHOCTH.
OT KOMIIBIOTEPHBIX aTak  |HampaBiieHus, METOIBI ¥ METOAUKH MOCTPOCHHS
3AIIUIIEHHBIX KOMITBIOTEPHBIX CHCTEM.
OpraHn3allMOHHbBIE METOIBI M CPEICTBA 3alHTH]
KOMIBIOTEPHBIX CHCTEM OT aTaK.

18 13,5 31,4 63




CpenctBa

BBISIBIICHUS 178
JIOKaJTN3aIiH
ySA3BUMOCTEH
KOMITBIOTEPHBIX
cUCTEM K

BO3JICCTBUIO YIpo3
0e30macHOCTH

MeTOZ[LI U CpCACTBa OLCHKH 3alllMIICHHOCTH,

KOHTPOJISt JIOCTYTIa K KOMITOHEHTaM

KOMIBIOTEPHBIX CUCTEM.

MeTtobl 1 cpencTBa obecniedeHns 6e30acHOCTH

9JIEKTPOIIUTAHUS KOMIBIOTEPHBIX CHCTEM,

rapaHTHPOBAHHOTO YHHYTOXKCHUS
HH(POPMALINH, BBISIBICHHUS U

JIOKaJIU3AIMK yTeYeK HHPOPMALIUH 110

TCXHUYCCKHUM KaHaJlaM

18

13,5

31,5

63

Mertons! u cpeacTaa
oOHapyXeHHs U

OTpaKCHUA CCTCBBIX aTaK

MerTonp! 1 cpeacTBa 0OHApYKEHHS CETEBBIX aTaK
U BPEIOHOCHBIX IPOrPaMM.

KonrenrHas ¢bubTpanus u

18 13,5 319 63
MEKCETEBOE IKPAHUPOBAHHUE.

CpezncTBa co3laHUs] BUPTYTbHBIX YaCTHBIX
CETeH.

4  |KoMIuIeKCHBIE
CHUCTEMBI 3aIUTHI OT
KOMITBIOTEPHBIX aTaKk

JloBepeHHBIE anmnapaTHble Cpe/bl.

IToxcucTeMbl  0E30MIACHOCTH  ONIEPALMOHHBIX
cucrem, CYBJ], mpuxmagHoro nporpammuoro| 18 13,5 31,5 63
obecrieuenusi. KomIieKcHbIE CHUCTEMBI 3alMTHI
JIOKaJbHBIX ¥ KOPIIOPATHBHBIX CETEH.

CucteMbl KOHTpOJS paboOTHl  IOJb30BaTEICH
KOMIBIOTEPHBIX CUCTEM.

OcHauenue neHTpoB ['ocynapcTBEHHON CUCTEMBI
0OHapyKEHUS u MPOTHUBOACHCTBUSA

KOMITbIOTEPHBIM aTakaMm PO.

Hroro| 72 54 126 252

5.2. Ilepeyennb J1a00paTOPHBIX PadoT
He npenycMoTpeHO y4eOHbBIM IJIAHOM.

6. IPUMEPHASI TEMATUKA KYPCOBBIX ITIPOEKTOB (PABOT) U
KOHTPOJIBHBIX PABOT
B coorBercTBUU C y4eOHBIM
JTUCIMILTAHBI TTPeIyCMaTpUBaeT BHIMOJIHEHHE KYPCOBOTO IPOEKTa B 9 cemecTpe 1Jis
0o4HOM (OpMBI OOYICHHUSI.

IIJIaHOM OCBOCHHC

[IpumepHass TemaTMKa KypCOBOIO IMPOEKTA:
KOMIIBIOTEPHOU aTAKU U METOJMKHU IPOTUBOACHCTBUS.
3ajauu, peraeMble IPH BBIMOJTHEHUH KyPCOBOIO MTPOEKTA!

«Pa3paboTka aiaropuTMOB

. C6op u o0oOmeHrne wHGOPMAIIMU O peaTu3alusaX 3aJaHHOTO BHUIA
KOMITbIOTEPHBIX aTaK.

. AHanu3 BO3MOXKHBIX METOJIOB IPOTHUBOJCHCTBUS 3aJJaHHOMY BHUY
KOMIIBIOTEPHBIX aTaK.

. [Toctpoenue aJITOPUTMOB KOMIIBIOTEPHOW  aTaku "

METOAWKHU MPOTUBOJACHUCTBUS €H.

KypcoBoii  mpoekT Bkaouar B cebs  rpaduyeckyrd  4acTb H

PACHCTHOIIOACHUTCIIbHYIO 3aIIUCKY.



7. OHEHOYHBIE MATEPHUAJIbI /IUIAA TPOBEJIEHUA
MMPOMEXYTOUYHOM ATTECTAIIMUA OBYYAIOIIIUXCH 1O

JTUCHMUIIIAHE

7.1. Onucanune nmokasartesieil 1 KpuTepueB OLlEHUBAHUSA KOMIIETEHUMH HA
Pa3JIHYHBIX 3Tanax uX GopMupoOBaHMS, ONIMCAHHUE KA OLEHUBAHUS

7.1.1 DTan TeKyuiero KOHTPoJsi
Pe3ynpTarel TEKyIIErOo KOHTPOJIS 3HAHUM M MEKCECCHMOHHOW aTTeCTaluH
OLICHUBAIOTCS MO CIEAYIOIIEH CUCTEME: «aTTECTOBAHY;
«HE aTTECTOBAH.

Komnerenuus PesyabTaTel 0byuenus, Kpurepuu
XapaKTepusyouue OLEHHBAHUS ATTecTOBaH He arrecroBan
¢()OPMHPOBAHHOCTL KOMIIETCHLUH
I1K-4.7 3HaTh OCHOBHbIE INpUHIUIBI [OTBET Ha BOIPOC Brimonnenue pabor B| HebimonHeHue padot
IOCTPOCHHMST WM MEXaHU3MBI |IPENo aBaTelIs CpOK, B CpOK,
(OYHKITHOHHPOBAHUS CHCTEM MpeAyCMOTpEHHBIH B | IPCAYCMOTPCHHBIN B
MIPOTUBOICUCTBUSA pabodmx mporpammax pabouux nporpammax

KOMITBIOTCPHBIM aTaKaM, OCOOBI
oOHapyXeHH W HEHTpaIn3aluu

MOCJICICTBUI  BTOPXKEHUH B
KOMITBIOTEPHBIE CUCTEMBI
yMETh aHanmu3upoBath |Pemenue Brimosaenue padot B| Hebimonnenue pador

3aIIUIICHHOCTh KOMITBIOTEPHBIX
CUCTEM, YIPABIATH CUCTEMaMH
MIPOTUBOICUCTBUSA
KOMITBIOTEPHBIM aTaKkaM

CTaHAapTHBIX
MPpaKTUYCCKUX 3ada4

CPOK,
HIpPeIyCMOTPEHHBIN B
pabovmx mporpammax

B CPOK,
MpEeAyCMOTPEHHBIHN B
pabouux mporpamMmax

BJIAJICTh HABBIKAMHU BBISIBICHUS
U yCTpaHEHHS YSI3BUMOCTEH
KOMITBIOTEPHBIX CHUCTEM,
HACTPONKU CHCTEM
MPOTUBOAECUCTBUSA
KOMITBIOTCPHBIM aTaKaM.

Pemenne
MIPUKJIATHBIX 33724 B
KOHKPETHOH
MIPeIMETHOU 00J1aCTH

BrimosHenue pabot B
CPOK,
HIpPeIyCMOTPEHHBIN B
pabodmx mporpammax

HespimonmHenue padot
B CPOK,
MpEeAyCMOTPEHHBIHN B
pabouux mporpamMmax

7.1.2 JTan npoMeKyTOYHOr0 KOHTPOJIS 3HAHUI

Pe3ynbraThl MpPOMEKYTOUHOTO KOHTPOJSI 3HAHWM OleHuBatoTcs B 7, 8

cemecTpe 11t OUHOM (GopMbl OOYUEHHS MO JBYX/4EThIpeX0allibHON CUCTEME:

«3a4YTCHO»

«HE€ 3a4TCHO»

KoMnerennusy

Pe3yabTaThl 00y4eHus,
XapakTepH3ylomue
c¢(OPMHPOBAHHOCTH KOMIETEHIIHH

Kpurepuu
OLleHMBaHUS

3auTeHo

He 3aureno

I1K-4.7

3HaTb  OCHOBHBIC
MOCTPOCHHUSA U
(YHKIIMOHUPOBaHUS
IIPOTUBOAECUCTBUS
KOMITBIOTEPHBIM aTakaM, OCOOBI
OoOHapyXeHHs W HEHTpanu3anuu
MOCHEICTBHMA  BTOpXKEHUI B
KOMITBIOTEPHBIE CHCTEMBI

TIPUHIUIIBI
MCXaHHU3MBI
CUCTEM

Tect

BrmonHeHHE TecTa Ha
70-100%

Brmonnenne MeHee
70%




yMETh aHAIM3UPOBATh
3aIIAIICHHOCTh KOMITBIOTEPHBIX
CHUCTEM, YIPABJIATH CHUCTEMaMU
MIPOTUBOACHCTBUS
KOMIBIOTEPHBIM aTakaM

Pemenne
CTaHIapPTHBIX
MIPaKTUYECKUX 3a]a4

IIpogemoncTpupoBan
BEPHBIN XOJI PEIICHUS
B OOJIBIITHCTBE 33124

3amaun He pelIeHbI

BJIAJICTh HABBIKAMH BBISBICHUS
U yCTpaHEHMs YSA3BUMOCTEH
KOMITBIOTEPHBIX CHUCTEM,
HaCTPOMKU CHUCTEM
MIPOTUBOACUCTBUS
KOMITBIOTEPHBIM aTaKaMm.

Pemenne
MIPUKIIATHBIX 33/1a9 B
KOHKPETHOH
MIPeIMETHOU 00J1aCTH

IIpogemoncTpUpoBaH
BEPHBIN XOJ] peLICHHS
B OOJIBIITMHCTBE 33144

3amaum He pelIeHbI

WIH «OTIMYHOY;
«XOPOLIOY;
«YZOBJIETBOPUTEIBHOY;
«HEY/I0BJIETBOPUTEIILHOM.

Pe3yabTaThbl 00y4yeHus,
Kommerenmusi| - Prrepusyionue Kpurepun OT1auvHo Xopouo Ynosu. Heynosa.
copmMupoBanHoOCTH OLlCHUBAHUSA
KOMIIeTEHI MU
IK-4.7 3HATh ocHoBHBIC |Tect Brmonnenue | Beimonunenue | Beimonnenne |B Tecte menee
TPHHIHIIET tecta Ha 90- | Tecta Ha 80- | Tecrta Ha 70- 70%
MOCTPOCHUS u 100% 90% 80% MIPABUIIBHBIX
MEXaHH3MbI OTBETOB
(HYHKITHOHHPOBAHUS
cHCTEeM
MPOTHBOACUCTBUS
KOMITBIOTEPHBIM
aTaKam, 0COOBI
oOHapyXeHHs "
HeNTpamm3auuu
NoCJeACTBHI
BTOP:KCHUH B
KOMIBKTEPHBIC
CUCTCMBI
YMETb aHAIM3HPOBATh |PelieHue 3amaun IMponemonctp | IMpomemonerp |  3amaun He
3ALIUILIECHHOCTD CTAHJAPTHBIX peLUEHB! B | MPOBAH BEPHbIH | HDOBAH BEPHBIH PCLUCHBI
KOMITBHOTEPHBIX MNPAKTHYCCKUX TOJTHOM XOJ PCIICHUSA | XOJ PELICHHS B
CHUCTEM, YNpaBJIATh |3a7a4 obbveMe u BCCX, HO HE OOJIBILIHHCTBE
CUCTEMAMH MOTY4EHBI NOTYy4EeH 3a1a4
MPOTHBOACHCTBHS BEPHBIC BCPHBIIl OTBET
KOMTIBHOTEPHBIM OTBETEI BO BCEX
arakaMm 3aga4ax
BIIAETh HABEIKAMKH  |PemeHue 3amaun [Mponemonctp | ITpoaeMoHCTp 3amavm He
BBISIBJICHHSA H TIPHKIAIHBIX pPELICHBI B | MPOBAH BEPHBII | HDOBAH BEPHBIH pEIICHBI
YCTPaHEHHA 3144 B TTOJTHOM X0 PEUICHHA |XOJ PEIICHHSA B
YA3BHMOCTEH KOHKPETHOH o0BEME H BCEX, HO HE OOJIBIIMHCTBE
KOMITBFOTEPHBIX MPEIMETHOIH NOTYYECHBI MOJTY4YEH 3a7a4
CHUCTEM, HACTPOHKH |obmacTu BEpHbIC BEPHBIH OTBET
CHCTEM OTBETEI BO BCEX
MPOTHBOACHCTBHS 3aga4ax
KOMITBIOTEPHBIM
aTaKam.




7.2. TlpumepHblii nepeyeHb OLEHOYHBIX CpeacTB
(TUNIOBBIE KOHTPOJIbHbIE 3a/JaHUS UJIM HHbIe MAaTEePHUAJIbl, HE00X0AUMbIe
JJIS. OLlCeHKH 3HAHUI, YMEHUI, HABBIKOB U (MJIM) ONBITA AeATeJILHOCTH)

7.2.1 IlpumepHblii epeyeHb 3aJaHUI 11 IOATOTOBKH K TeCTUPOBAHUIO

1. KomnproTepHas ataka - 3T0:

a) peanuzalus yrpo3bl 0€30MacHOCTH;

0) LeneHanpaBIeHHOE BO3/IEHCTBUE Ha KOMITBIOTEPHYIO CUCTEMY MPOrPaMMHO-
TEXHUYECKMMU CpEACTBAMH, HANpaBICHHOE Ha HapyllEeHHWE JOCTYIMHOCTH,
[[EJIOCTHOCTH, KOH(PHIECHIIMATBHOCTH HHPOPMAIIHH;

B) MPOSIBJICHHUE YSI3BUMOCTH KOMITBIOTEPHOM CUCTEMBI.

2. Yrpo3bl 0e30MacHOCTH KOMITBIOTEPHBIM ~ CHUCTEMaM  MOTYT

OBITH KJIACCU(DPUITUPOBAHBI:

a) M0 HAMPABJICHHOCTH peaIn3aliu

0) 1o TUMy ysI3BUMOCTH;

B) 10 CIIOCOO0Y yCTpaHEHHsI HETaTUBHBIX MOCIEICTBUH.

3. 3aBepuiarouuM TaroM KOMIBIOTEPHOM aTaku sIBISETCS:

a) MOJy4YeHUE HECAaHKIIMOHUPOBAHHOTO JAOCTYIA;

0) MacKupOBKa CJIC/IOB aTaKH;

B) IUIAHUPOBAHHE ATAKU

4. YS3BUMOCTb KOMIIBIOTEPHOM CHUCTEMBI - 3TO:

a) CBOMCTBO €€ KOMIIOHEHTA WJIH MPOIIecca, ITyTEM UCIOJIb30BaHUS KOTOPOTO
MOXXET OBITh OCYILECTBICHO HECAHKIMOHUPOBAHHOE BO3JIEUCTBHE Ha OOBEKTHI
3aIUTHI;

0) mposiBIICHUE BO3IEUCTBUS yTPO3bl O€30MACHOCTH;

B) HapyuieHue padoThl CPEACTB 3aLTUThHI HHPOPMAIIUH.

5. K wuaeHTHPUKALIMOHHBIM  TMpU3HAKaM  KOHTPOJIA  JOCTyla K
KOMIBIOTEPHBIM CUCTEMaM OTHOCSITCSI:
a) OMOMETPUYECKHE XapaKTePUCTHKHU;

0) macopTHBIE JaHHBIC;
B) [P-anpec kommbroTepa.

1. K ocHOBHBIM HampaBieHHUSIM KOHTPOJS 3PGHEKTUBHOCTH 3aLTUThHI
OT aTaK OTHOCSITC:

a) MOHUTOPHHT PaOOTHI MOJIH30BATEIICH;
0) MOJIeTUPOBAHUE KOMITBIOTEPHBIX aTakK;
B) MpOBEPKA KypHAJIOB CUCTEMHBIX COOBITUH.
8. B coctaB ¢pyHkumii cpectB 0OHapyKEHHUSI BTOPKEHUN BXOIUT:
a) KOH(UTYpUPOBAaHUE CETEBBIX YCTPONCTB;
0) KOHTPOJIb PadOTHI CUCTEMHOTO aIMUHHUCTPATOPA;



B) BBISIBJIICHUE aTaK U MOJO3PUTEIbHON CETEBOW aKTUBHOCTH.
Q. CeTb-TipuMaHKa - 3T0:
a) 3alIUIIEHHBIA PeCypC, KOTOPBIA CIY>KUT 0OBEKTOM aTakK;
0) arakyeMbIii (hparMeHT KOPIIOPATUBHO CETH;
B) CPEJCTBO BBISIBJICHUS YTE€UEK HHPOPMAIIH.
10. Kopnoparusssiii ieHTp ['ocCOIIKA nomkeH BKiIo4aTh B ceOs:
a) ynocroBepsronui nentp DI
0) LIEHTp orepaluii Mo oodecrneyeHrno 6€30MacCHOCTH;
B) LICHTP YIIPaBJICHUS KIFOUEBOI HH(DOpMAIIHEH.

7.2.2 TlpumepHbIii NepeyeHb 3a1aHUil 1J1sl pellleHusl CTAaHJapPTHBIX 3a7ad4 1.
K TexHruecKuM XapakTepUCTHKAM JIEKTPOHHBIX 3aMKOB OTHOCHTCSI:

a) OBICTPO/ICHCTBHUE;
0) coco0 cuuThIBaHUs HHGOPMAIIUH;
B) KOMITaHUSI-IPOU3BOUTEND.
2.PexoMeHgaIum mo UCroab30BaHmio porpaMMHabix C3U HYKHBI 1714
a) BbIOOpa onTuMaibHOro cocrara C3U;
0) MOATrOTOBKU IKCILTyaTallMOHHON JOKyMEHTAIIUH;
B) OpraHu3anuu padoThl CIIyKObl HHGOPMAITMOHHON OE301TaCHOCTH.
3.B apxutektypy TunoBoil koMiuiekcHOM C3U 171st TOKanbHBIX CETEH BXOAUT:
a) paboyee MeCTO aIMUHUCTPATOPA;
0) moxcuctema mudpoBanus Tpadpuka;
B) KPUIITOSIIPO.
4. B 3amumieHHOW OMNEpPAIMOHHON CHCTeMe 0a30BbIe CPENICTBA 3aIUTHI
pacrojaraimTcs B:
a) MPUKJIAJIHBIX IPOTpaMMax;
6) snpe;
B) CUCTEMHBIX CITy>KOax.
5. PUCK KOMIIBIOTEPHOM aTaKM PacCUUTHIBAETCS KaK:
a) cymMMma yiiepOoB OT pealn30BaHHOM aTakH;
0) nmpou3Be/IeHNE BEPOSITHOCTH PeaN3allii aTaki U BO3MOXKHOTO yiepoa;
B) IPOM3BEACHUE PEUTHUHTa aTaKU U €€ JJIUTEIbHOCTH.
6.D0OS-araka Hapymaer:
a) KOHPUICHITUATHHOCTD,
0) TOCTYITHOCTB;
B) CBOEBPEMEHHOCTb.
7.OCHOBHOE CBOMCTBO KOMITBIOTEPHOI'O BUpYyca:
a) YHUYTOKCHHE WHPOpMAIINH;
0) pa3MHOXEHUE;



B) CKPBITHOCTb.

8. CucteMbl KOHTPOJIS TIOJIb30BaTENIeH MIPUMEHSIOTCS JIJIS:

a) BBISIBJICHUS] MHCANAEPCKUX yTeUeK HH(OpMaIny;

0) MOHUTOPUHIA BHELIIHEN CETEBOM aKTUBHOCTH;

B) TIOJTBEPKICHUS JIOSUIBHOCTH COTPYAHHUKOB.

9.1 0OHapyKeHUsI KOMIBIOTEPHBIX aTaK UCIOJIB3YIOTCS:

a) HaOOpbI TIPABUIT;

0) CUTHATYpHI;

B) IA0JIOHBI U MAKPOCHI.

10. B yucno oTiinuuii JIOKAJIbHOM U KOPIIOPATUBHOM CETEN BXOIUT:
a) KOJIMYECTBO CETEBBIX COCIUHEHUM;

0) BUJ CETEBOIO MPOTOKOJIA;

B) pACIOJIOKEHNUE JUHUHN CBSA3M OTHOCUTEIBHO KOHTPOJIUPYEMOM 30HBI.

7.2.3 IlpumepHblii epeyeHb 3aJaHUM U1l pellleHUus1 NPUKJIATHBIX 3a1a4

1.  Hactpoiika BeO-Opay3epa mms obOecriedeHus: Oe3omacHOi pabOThI B
WHuTepHeT BKIIIOYAET B CEOSI:

a) YCTaHOBKY JOTIOJTHCHUN;

0) OTKJIFOUCHHE BCIUTBIBAIOIINX OKOH;

B) OJIOKHPOBKY 3arpy3ku (paityios.

2.  Onucanue MPUMEPHOTO aTOPUTMA OOHAPY)KCHHsI aTaKd THIA "OTKa3 B
00CITykuBaHUU'" HAUMHAETCS C:

a) GopMyJIMPOBKH 3aa4H;

0) mepevnCIIeHNs] KOHTPOIMPYEMBIX TTOPTOB;

B) TIOVICKA 3JIOYMBITTUICHHHKA.

3.  Pasrpanmdenue moctymna ToJib30BaTele Ha OCHOBE IAMCKPEIIMOHHOTO
MIPUHIIAIIA KOHTPOJIS UCITOJIb3YET MEXaHU3M:

a) poneu;

0) METOK OE30ITaCHOCTH;

B) HaOopa MpaBuI.

4, Oynkiuu ynpasienus C3U "Secret Net Studio" paznensitores mist:

a) TOJIL30BATEIICH CeTH;

0) corpynaukoB UT-cimyxOwr;

B) aIMUHUCTPATOPOB OE30MACHOCTH.

5.0CHOBHBIC HACTPOWKH TEPCOHATBLHOTO MEXKCETeBOTO JKpaHa JJiA
obecnieueHus 6e30macHoi paboThl B IHTEpHET PEeryIupyIOT:

a) BXoAsIui Tpaduk;

0) oToOpakeHue rpadvKu Ha SKPAHE;

B) KOJIMYECTBO 3aITyCKAEMBIX TPUIIOKEHUH.



6. TunoBast cTpyKTypa MOJCHUCTEMBI 0€30MAaCHOCTH ONEPAITMOHHONW CHCTEMBI
BKJIIOYAET B ce04:
a) Cpe/cTBa ayTeHTU(PUKAIINY;
0) ceTeBbIe ApaiiBepHI;
B) MOAYJIb BBOJA-BBbIBO/IA.
7.3amumennas CYDBJ] ornmyaercs HanuaueMm:
a) MOJCUCTEMBI 0€30MaCHOCTH;
0) cpenctB mugppoOBaHUS,
B) CETEBBIX CITYXO.
8.  CpenctBa MOAETUPOBAHUS aTaK UCTIOIB3YIOT:
a) aJITOPUTMBI U3BECTHBIX ATaK;
0) nmepedop cirydallHBIX BO3JICUCTBUM;
B) MHOTOKpATHOE MOBTOPEHHE 0a30BBIX ONEpalnii BBOI-BHIBOA.
9. K TexHMYeCKMM XapaKTEPUCTHKAM CPEACTB OOHAPYKECHHUS U
OJIOKUPOBAHUS CETEBBIX aTaK OTHOCUTCSI:
a) BpeMsl pearupoBaHMUs;
0) HayMure PyHKIUK OTKITFOUYEHUS;
B) HAarpy304Hasi CHOCOOHOCTb.
10. HabGop ¢ynkuit AAA st 0ecripOBOAHBIX CETEH BKIIOYAET:
a) aBTOPU3ALINIO;
0) accoruaruio;
B) arpubyrtuzanuio. /.2.4 IlpuMepHbI mepedYeHb BONMPOCOB JIsl

noaroroBku k 3avery l. Kmaccudukamus yrpos Oe3omacHocTd

KOMIIBIOTCPHBIM CUCTCMAM.

2. CucteMHBIC TPHUHIMIBI 3alUTBI WHOOpPMAIMM B KOMIIBIOTEPHBIX
CHCTEMaX.

3. Crparernueckue HampaBlICHUs TOCYJApCTBEHHOW MOJUTUKH Poccum B
chepe IpOTUBOACHCTBUS KOMITBIOTEPHBIM aTaKam

4, MeTtonuka NOCTPOEHUsST KOMILUIEKCHOW 3aIUTHl  KOMITBIOTEPHBIX
CHCTEM.

5. Nudopmarmonseie TEXHOJIOTHH, MTOBBIIIAIOIINC

3alUIIEHHOCTh KOMITBIOTEPHBIX CHCTEM.

6.Ctpykrypa u pynkuuu ['ocCOIIKA.

7.Metonuka paccieloBaHUsS KOMITBIOTEPHBIX aTak

8.  XapakrepucTWKa CpEICTB  3allUThl  IEJIOCTHOCTH U

Oecniepe0oitHOCTH (DYHKITMOHHPOBAHUS KOMITBIOTEPHBIX CUCTEM.

9.  Meronuka OpraHu3aIiu 3aIUIIEHHOTO AIIEKTPONUTAHUS
KOMIIBIOTEPHBIX CUCTEM.



10. Metoas! u cpeacTBa KOHTPOIS 3PGEKTUBHOCTH 3Tl HH()OPMALIUU B
KOMITBIOTEPHBIX CUCTEMAX.

7.2.5 IlpumepHbIi epevyeHb BONPOCOB /ISl MOATOTOBKH K IK3aMeHY

He npenycMoTpeHO y4eOHBIM TUTAHOM.

7.2.6 MeTtoanka BBICTABJICHUSA OLIEHKH npu NPOBeIeHNH
MPOMEKYTOYHOMN ATTECTALUU

3adeT TPOBOIUTCSA MO TECT-OMieTaMm, KaXKAbId M3 KOTOPBIX COIEPKHUT 5
BOIPOCOB U 3a1auy. Kaxaplii mpaBUIIbHBIA OTBET HA BOIIPOC B TECTE OLIEHUBaeTcs |
OaJlloM, BEpHOE peIIeHHE 3aJauyd OlleHMBaeTcs B S5 OamwioB. MakcumanbHOE
KOJMYeCTBO HaOpaHHbIX O6aoB — 10.

1. Ouenka «HeynoBIeTBOPUTENHHO» CTaBUTCS B Clydae, €CIIA CTYJICHT
HaOpasi MeHee 2 6aos.

2. OmeHka «YIOBJICTBOPUTEIBHO» CTaBUTCS B CiIydae, €CIM CTYJCHT
Ha0pai ot 2 10 4 6aJIoB.

3. Ormenka «X0pomio» CTaBUTCS B CIydae, eCiIM CTYJSHT HaOpa oT 5 10 7
0aJII0B.

4, Onenka «OTIMYHOY CTABUTCS, €CIIM CTYJeHT Ha0pai ot 8 1o 10 6amios.

7.2.7 IlacniopT OLIEHOYHBIX MATEPHAJIOB

KonTponupyemsbie pazaesnbl Kon xoHTponupyemoit HaunmenoBanue

Ne /1t
(TeMBbI) TUCITUTLIMHBI KOMIIETEHIIUHA OIICHOYHOT'O CpPE/ICTBa

1 CuctemMHBI MOAXOJ K [1K-4.1 Tecr, KOHTPOJIBHOG
00€CIICUeHNUIO  3aIlUThI 3a/laHue, 3amura pedepara
OT KOMITBIOTEPHBIX aTaKk

2 Cpenctsa BBISIBJICHUS U I1K-4.1 Tecr, TpeOOBaHUS K
JIOKAIIM3AIUH YSI3BUMOCTEH KYpCOBOMY IIPOEKTY
KOMITBIOTEPHBIX CUCTEM

K BO3JICHCTBUIO yIpo3
0e30MmacHOCTH

3 MeTtobl U CpeacTBa I1K-4.1 Tect, KOHTpoONIbHAS paboTa
0OHApY)XCHHS ¥ OTPAKCHUS
CETEBBIX aTaK

4 Komruiekcusie CHUCTEMBI 11IK-4.1 Tect
3aIUTHI oT
KOMITbIOTEPHBIX aTaK

7.3. Meroanueckne MaTepuajbl, ONpeleJsAOIIMe  NPOUeIYpPbI
OLICHMBAHMS 3HAHUI, YMEHH I, HABBIKOB U (MJIH) ONBITA AeATEIbHOCTH

TectupoBanue oCyIeCTBIAETCA, JIMOO MPH MOMOIIN KOMITBIOTEPHOM CUCTEMBI
TECTUPOBaHUs, JUOO C MCIOJIb30BAHUEM BBIIAHHBIX TECT-33JaHUIl HAa OyMa)KHOM
Hocutelne. Bpems tectupoBanus 30 MUH. 3aTeM OCYIIECTBIISIETCS IIPOBEPKa TECTa



HK3aMEHATOPOM M BBICTABIISIETCSA OLIEHKA COTVIACHO METOJMUKHU BBICTABIICHUS OLIEHKU
IPY IPOBEICHUH POMEKYTOUHON aTTECTALIUU.

Pemenue craHgapTHBIX 3a7ad OCYIIECTBISETCS, JUOO TpU IOMOIIU
KOMITBIOTEPHON CHCTEMBI TECTUPOBAHMSI, JINOO C UCHOIB30BAHUEM BBIJAHHBIX 3aja4
Ha OymaxkHOM HocuTene. Bpems pemenus 3amay 30 MuH. 3aTeM OCYIIECTBISETCS
IpOBEpPKa pEIICHUs 3aJad dSK3aMEHAaTOPOM M BBICTABIISAETCS OLIEHKA, COTJIACHO
METOJUKHU BBICTABJICHUS OLIEHKH NPU MPOBEACHUN TPOMEKYTOUHOM aTTeCTaI1H.

Penrenre nmpukinaaHbIX 3a1a4 OCYIIECTBIISIETCS, TMOO MPU TOMOLIU

KOMIIBIOTEPHON CUCTEMBI TECTUPOBAHMUS, JTUOO C UCIIOJI30BAHUEM BbIIAHHBIX

3aj1a4 Ha OyMakHOM Hocutene. Bpems pemenus 3agau 30 MuH. 3aTtem

OCYIIIECTBIISIETCS POBEPKA PELICHMS 33/1a4 9K3aMEHATOPOM U BBICTABIIAETCS

OILIEHKA, COTJJACHO METOJAMKHU BBICTABJIEHUS OLIEHKU MTPU POBEIECHNUN

IPOMEXYTOUHOM aTTecTaluu.

3amuTa KypcOBOTO TPOEKTa OCYIIECTBISIETCS COTJACHO TPEOOBAHUAM,
IpEeIbABISIEMBIM K pab0OTe, ONMMCAHHBIM B METOAMUYECKUX MaTepuanax. [lpumepHoe
BpEMs 3aIIATHl HA OJHOTO CTyAeHTa cocTaBiseT 20 MUH.

8. YYEBHO METO/IMMECKOE N UTH®OOPMAILIMOHHOE
OBECIIEYEHME JUCIUIIJINHBI)



8.1. Ilepeyenr y4eOHOU JMTepPaTyphl, HeoOXoaMMON s

OCBOCHMS TUCHHUILIUHBI
1.  Jlyxankuiit A.B. OO0napyxenue arak. - CII6.: BHV, 2003. -596 c. 2.
Cunanckuit H. 1., XopbkoB [I. A. 3ammra nHdOpMaIllui B KOMITBIOTEPHBIX CETAX:
yaebHoe rmocoodue . — ExarepunOypr : YpI'V, 2008.
-225 c.
3. Menyxun O.U., Cakanema J[. K., ®ununoa A.C. O6HapyxeHne BTOPKEHUN
B KOMIIBIOTEpHBbIE CETU (ceTeBble aHoManuu). - M.: T'opsiuas nunust — Tenekowm,

2013, -220 c.

4, Hogsak /1., Hoptkatt C., Maknaxen /I. Kak oOHapyXuTh BTOpKCHHE B
cetb. 2016.-384 c.

S. Jlapuna E.C., OBumnckuii B.C. KubepBoitnpt XXI Bexa. O uem ymoiyain
Onsapa CHoyneH. — M.: Kuwxknsiii mup, 2014, -352 c.

6. benonoxkun B.U., Cucrembl 00HapyKeHHUSI KOMIBIOTEPHBIX aTak: y4eOHOE
nocobue. BI'TY, 2015. [Dm.pecypc].

7. MenbaukoB [[.A. HWudopmanmonHass 0€30MacHOCTb OTKPBITBIX CHUCTEM :

yueOnuk / JI.A. MenbaukoB. — M.: ®JIMHTA : Hayka, 2013. -448 c.
babun C. A. Jlaboparopus xakepa. — CII0.: BXB-Iletepoypr, 2016. -240 c.

8.  Huorenec 0., O3kaiis O. Kubepbe3onacHOCTh: CTpaTeru atak u 0OOPOHBI /
niep. ¢ adr. J[. A. benukosa. — M.: /IMK Ilpecc, 2020. — 326 c.
9.  Ocranenko A.I'. Cereo-uH(popMaoHHas AMUIEMHUOJIOTHS: YaeOHOE Tocooue

1151 BY30B. - M.: ['opsiuast iuHusa — Tenexom, 2021. -216c¢.

8.2. Ilepeyenbr UHPOPMAUMOHHBIX TEXHOJIOTHH, MCHOJb3yeMbIX NP
OCYIIeCTBJIEHHMH 00pPa30BaTeJbHOr0 Mpolecca Mo JIUCUMILVINHE, BKJIKYasA
nepevyeHb  JIMIEH3HMOHHOI0  INPOrpaMMHOro  olecme4veHusi, PpecypcoB
HHGPOPMALMOHHO-TEJIEKOMMYHUKALUOHHOH ceTH «VHTEepHeT», COBpEeMEHHBIX
npogeccHOHAIbHBIX 023 JaHHBIX U HHPOPMANIMOHHBIX CIIPABOYHBIX CHCTEM:

- DIIeKTPOHHBIN pecypc "be3onacHoCTs HHPOPMAITMOHHBIX CUCTEM",
http://infobez.com;

- [Mopran «Kox nndopmanmonnoit 6ezomacuoctn» https://codeib.ru/;

- [Topran «Anti-Malware» https://www.anti-malware.ru;

- noptan «Information Security» https://www.itSec.ru; — a3eKTpOHHBIH KypHa
«Information Security» http://lib.itsec.ru/imag/;

— onepanuoHHbie cuctembl Microsoft Windows, Linux;

- oducuoe I1O «Libre Officex;

- CYB/A «JIunTep»;

- CIIO «Vipnet clienty;

- antuBupyHoe I1O «Kaspersky free”;



- Be0-Opaysepsl Firefox, Chrome, Yandex; -
rmoutoBble KiueHThl Thunderbird, Outlook.

9. MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANMASA JIsA
OCYHMECTBJIEHUA OBPA3OBATEJIBHOI'O ITPOLECCA
Aynuropus ¢ KOMIBIOTEPHBIMHM paOOUYMMHU MECTAMM, JIOKAJIbHAsl CETh,
[PE3EHTALIMOHHOE 000PYAOBAHHUE.

10. METOANYECKHUE YKA3AHUSA JJI51 OBYYAIOIIUXCS 11O
OCBOEHMUIO IMCHUINIJIMHBI (MOYJIsI)

[To muctummHae «CHCTEMBI TPOTUBOJCUCTBHS KOMIIBIOTEPHBIM aTaKam»
YUTAIOTCS JICKIIUH, TPOBOJIATCS MPAKTHUCCKUE 3aHSITHS.

OCHOBO# M3yUeHUs AUCIUTLINHBI SBIISIOTCS JICKITHH, HA KOTOPBIX M3JIararoTCs
Han0oJIee CYIIECTBEHHBIC W TPYJHBIC BOIPOCHI, @ TAK)KE BOMPOCHI, HE HAIIC/IIHEC
OTpaXe€HUs B y4eOHOU JIUTEpaType.

[MpakTHyeckre 3aHATHS HaMpaBiIeHbl HAa NPUOOPETEHUE NPAKTUYCCKUX
HABBIKOB HMCIIOJIB30BAHUS METOJOB W CPEIACTB BBIABICHHUS W JIOKAJIM3AIMH
MOCJICJICTBHMM  KOMITBPIOTEPHBIX aTakK. 3aHATHS MPOBOASATCS IyTEM PEIICHUS
KOHKPETHBIX 3a/1a4 B ayUTOPHH.

Meronuka BBITIOTHCHHUS KypCOBOTO pOeKTa U3JI0KeHa B
y4eOHOMETOAMYCCKOM MOCOOMH. BBIMOIHITH 3Tambl KYpCOBOTO MPOEKTA JOJIKHBI
CBOCBPEMEHHO M B YCTAHOBJICHHBIC CPOKH.

KoHTposb ycBOeHWs MaTepuaia JUCHUIUIMHBI MPOW3BOJUTCSA IMPOBEPKOU
KypCOBOTO MPOEKTA, 3aIIUTON KYpCOBOTO TIPOEKTA.

Bun yuebnbIx

o I[CHTCJILHOCTB CTyaACHTa
3aHATHH

Jlekuuns Hanucanne koHCIIEKTa JIEKUMM: KPaTKO, CXEMAaTU4YHO, MOCJIEI0BATEIBHO
(UKCUPOBATH OCHOBHBIE MOJIOKEHHS, BBIBOJIBI, (DOPMYITHUPOBKH, 0000IICHUS;
MOMEYaTh BaXKHbIE MBICIIU, BBIJICIAThH KIIIOUEBBIE CJI0OBA, TepMUHBL. [IpoBepka
TEPMHUHOB, MMOHATHI C MOMOIIBIO SHIHUKJIONEAUMN, CIOBAPEN, CIIPABOYHUKOB C
BBIMHICHIBAHUEM TOJIKOBAHUN B TeTpajb. OO003HaUEHUE BOMPOCOB, TEPMUHOB,
Marepuana, KOTOpbIE BBI3bIBAIOT  TPYJHOCTH, IIOMCK OTBETOB B
pexkomeHnayemoii tureparype. Eciu caMmocTosTenbHO He yaaeTcst pa3o0paThbest
B MaTepuaie, HeoOXoauMo chopmymupoBaTh BOMPOC U 3a1aTh
IIPENO/IaBATEI0 Ha JIEKIIUU WIM HA IPAKTUYECKOM 3aHSATHUU.

[Ipaktnueckoe |KoHCHEKTHpOBaHHE PEKOMEHAYEMBIX HMCTOYHHKOB. PaboTa ¢ KOHCHEKTOM

3aHATHE JIEKLMM, IOATOTOBKA OTBETOB K KOHTPOJIBHBIM BOIIPOCAM, IIPOCMOTP
peKoMeHyeMon mreparypsl. [IpociymmBanue ayauo- U BUAEO3AMUCER 110
3aJaHHOM TeMe, BBINOJHEHHWE pacueTHO-TpaUYECKUX 3alaHHii, pelieHue
3a/1a4 110 AJITOPUTMY.




CamMocTosTeabHas
pabora

CamocrosiTennbHass paboTa CTYJIEHTOB CIOCOOCTBYET TiIyOOKOMY YCBOCHHS
yuyeOHOTO  MaTepuaja W  Pa3BUTHIO  HABBIKOB  CaMOOOpa30BaHMS.
CamocrosTenbHas paboTa MpennoyiaraeT CleAyIOUe COCTABIAIONIUE: -
pabota ¢ TekcTamMH: YYeOHHKaMH, CIIPAaBOYHHKAMH, JIOTOJHHTEIBHOM
JUTEPaTypoOid, a TakKe MPOpadOTKa KOHCIEKTOB JICKIUI;, - BBITOJHEHHE
JIOMAITHUX 33/IaHU U pacueTOB;

- paboTa HaJl TeMaMu JIJIsl CAaMOCTOSITEIbHOTO U3YUCHHUS;

- y4acTue B paboTe CTYEHYECKUX HAYYHBIX KOH(MEPEHITUH,

OJIUMITHA]T; - TIOJITOTOBKA K TIPOMEXYTOYHON aTTeCTallNH.

IToaroroBka x
MIPOMEKYTOUHOMN
aTTecTaluu

['OTOBUTBCSI K MPOMEKYTOYHOM aTTECTAIlMU CIIEYeT CHUCTEMAaTHYECKH, B
TEUEHUE BCEero ceMectpa. VIHTeHCHBHAs MOATOTOBKA JODKHA HAYaThCsl HE
MO3/THEE, YeM 3a MECSII-TIOJITOPA 10 IPOMEKYTOUHOM aTTecTanuu. JlaHHbIe

mepea  3a4eToM, 3a4eTOM C OIEHKOW Tpu AHS dS(deKTuBHEE BCEro
UCTIOJIB30BAaTh JIJISl IOBTOPECHUS M CHCTEMATU3aIllUl MaTepraa.
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