[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:

®WO: PsabuHuH Anekceli Banepbesuy

[lomxHocTb: PexTop

Hara nopnucaina: 08.09 A4 hifikifias nekomMepueckas opraHusanus BhicIIero 06pasoBaHus

YHMKanbHbIA Npo

crorcasnsn SAHCTHIYT AKOHOMUKI ¥ YIIPABJIEHUS B IPOMBIIIIJIEHHOCTH»

KOHOMUuecKuil paxkyromem
Kagpeopa Ixonomuku

YTBEPXIAIO
Pextop AHO BO «MHCTHTYT
HOMUKU U YIIPABJIICHUS B

4

«|21_» _ména__ 2025 r.

o (f

«3au4uma 6 ONePaAyUOHHbBLX cucmemax»»

10.05.01 «Komnvromeprnas 6e30nacHOCHIbY
Cneyuanuzayusi Ned « bezonacnocms KOMIbIOMEPHBIX CUCNEM U Cemeti»

KBanudukaius BeIITyCKHHUKA:

CIICIMAIUCT T10 3aIuTe HHOOPMaILINH

®dopma oOydeHus: ounas

Mocksa, 2025 .



1. HEJA U 3AJAYY JUCHUIIIAHBI

1.1. eau AMCHUMIHHBI

dopmupoBaHWE U 3aKpeIUIeHHe MpOo(ecCHOHANBHBIX KOMIIETEHIIHH,
HAIpaBJICHHBIX HAa 3HAHME U BIAJEHUE METOJaMU OOECHEUYECHUs 3alUThI
MH(pOpPMaIlU B COBPEMEHHBIX OIEPAIIMOHHBIX CUCTEMAX.

1.2. 3agauu ocBOeHUSA TUCHMILIHHBI

- O3HAKOMJICHUE C METOJIaMH, CIOCO0aMM, CPEACTBAMHU  3alUTHI
nH(OPMAITUHU B OTICPAIIMOHHBIX CHCTEMAX;

- dbopMHUpOBaHUE YMEHHI YIPABICHUS MOJUTUKAMH O€30MacHOCTH H
aJIMUHUCTPHPOBAHUS OTICPAIIMOHHBIX CHCTEM;

- MpUOOpPETEHNE HABBIKOB HACTPOWKHU W WCIOJIB30BAHUS MEXaHHU3MOB H
CPEJICTB 3aIUTHI ONIEPAIIMOHHBIX CUCTEM.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
JucuuminHa «3amura B ONEPAlMOHHBIX CHUCTEMax» OTHOCHUTCS K
IUCIHINIMHAM 0o0s3aTeiabHon yactu Oioka b1.0.15.04

3. HEPEYEHbD IINIAHUPYEMBIX PE3YJIbTATOB OBYYEHUA 110
JUCIUAIIJIMHE
[Iporiecc u3yueHUs: MUCHUIUIMHBI «3aluTa B OMEPAIMOHHBIX CHUCTEMax)
HampaBlieH Ha POPMHUPOBAHUE CIEAYIOMUX KOMITETEHIUH:
OIIK-12 - CnocoGeH agMUHHCTPUPOBATH OMNEPALMOHHBIE CHUCTEMBI WU
BBITIOJIHATh PAOOTHI MO BOCCTAHOBJICHUIO PA0OTOCHOCOOHOCTH MNPUKIATHOTO U
CUCTEMHOI'0 IPOrpaMMHOIr0 0OecreueHus;

Pe3yabTarhl 00y4eHHsl, XapaKTepHU3yHOIIHe

Komnerenuust
c¢opMHPOBAHHOCTH KOMIIETCHIIUH

OIlK-12 3HATh METO/Ibl U MEXaHU3MBI 3aIlUTHI, CPEJICTBA
ayTeHTU(PUKALUU, KOHTPOJIS JOCTYIA, ayIUTa U
BOCCTAHOBJICHHS pab0TOCTIOCOOHOCTH B OMEPALIMOHHBIX
cUCTEeMax

YMeTh HaCTpanBaTh IMOJIMTUKHN 0e30IacCHOCTH U
AJMHUHUCTPUPOBATH OIICPAITHMOHHBIC CUCTCMbI

Brnanets HaBbIKaMU UCIIOJIL30BAHMS CPEICTB YIPABICHHUS
JOCTYIIOM, ayJUTa, BOCCTAHOBIICHUS] pAa00OTOCITIOCOOHOCTH
HPUKIIAJHOTO U CUCTEMHOTO IPOTPAMMHOTO 00€CIIeYCHUS




4. OFPBEM JIUCIIUIIJIMHBI
OO6m1ast TPyZI0EMKOCTh TUCITUTIIUHBI «3aIiTa B OMEPAIMOHHBIX CHCTEMAaX)
cocTaBisieT 4 3.¢.
Pacrnipenenenue TpyA0€MKOCTH TUCIUILIMHBI IO BUIAM 3aHATUN OYHAS
¢popma o0yueHusn

Buasl yueOHOM paboThI Bcero |CemecTpsl

4acoB 7

AyauTopHbIe 3aHATHA (BCEro) o4 54

B ToMm uucie:

Jlexn 18 18

[TpakTuueckue 3austus (I13) 36 36

CamocrosiTeibHast padoTa 90 90

Bunbl mpoMeKyTOYHOH aTTeCTaIUH - 3a4eT C N N

OIICHKOM

OO0mast TPy 10€MKOCTb:

aKaJIEMUYECKUE YaChl 144 144

3a4.€1. 4 4

5. COJEPKAHME JJUCHUTLIAHBI (MOYJIST)

5.1 Conep:xanue pa3iesioB TUCHUILIMHBI U pacnpeaejeHue TPYA0eMKOCTH 110
BU/aM 3aHATHH O4YHasA (popMa 00ydeHHs

r{\i{ HawnmenoBanue Tembl Conepxanue pasena Jlekg I;IE:K CPC Bzzzo,
1 |Crpykrypa, Xapakrepuctuka nojacucteM o6e3omacaocta OC.
MEXaHU3MBI U MexaHU3MBI ayTeHTH(UKAITIIH, KOHTPOJIS
KOMIIOHEHTBI JIOCTYTIA, ayIuTa, MOJICPIKAHUS 4 8 20 32
OICHCTEM pabotocnocobHOCTH. OCHOBHBIE THIIBI CPEJICTB,
6e3omacHoct OC peaNn3yLIHMX 3alIUTHBIC MEXaHU3MBbI.
2 |Peanuzamnus TTomutnku 6e3omacaoct Windows. MexaHU3MBI
MEXaHU3MOB 1 (1 ciy»x0b1 Oe30omacHOCTH. Active Directory.
KOMIIOHCHTOB 3allHUTHI |[[[uppoBanHas pailnosas cucrema. 4 10 20 34
OC cemetictsa Bupryammsauus. Ayaut. [lognepxanue
Windows paboTOCTIOCOOHOCTH U BOCCTAHOBJICHHE.
3 |Peanu3zanms OCHOBHBIE MEXaHU3MBI U cpeacTBa 3auTel OC
MEXaHW3MOB 1 [Linux. [TpoekTsl pacmmpeHuii 6e30macHOCTH 4 8 20 3
KOMIIOHEHTOB 3aIluThl [Linux. CpencrBa obecreuenus 6€30IacHOCTH
OC cemeiicTa Linux  [cereii mon ynpasnennem Linux.
4 |Peanuzanus MexaHU3MBbI U HHCTPYMEHTBI 3aIIUThI
MEXaHU3MOB u [cepTudunmposannsix B Poccuu pemzos OC.
KOMITOHEHTOB 3aIlHuThI [MexaHu3Mbl 1 cpenctBa 3amuThl OC KoMIaHuU 6 10 30 46
npyrux tumos OC Apple. Mexanusmesl u cpeactsa 3amuTsl OC
cemeiictea OC Android.
Hroro 18 36 90 144




5.2 IlepeyeHnb 1adopaTOpHBIX padoT
He npenycMoTpeHo y4eOHbIM IIIaHOM

6. MIPUMEPHAS TEMATUKA KYPCOBBIX IPOEKTOB (PABOT)
KOHTPOJIBHBIX PABOT

B cooTtBercTBHU C y‘-Ie6HI>IM IINTaHOM  OCBOCHHC JHCHUIIIINHBI

HC

IpeIyCMaTPUBAET BHINIOJHEHHE KypCOBOTO MPOEKTa (paboThl) MM KOHTPOJIHHOU

paboOThI.

7. OIEHOYHBIE MATEPHAJIBI JUISI TPOBEIEHUS
MPOMEKYTOYHOM ATTECTALIMU OBYUYAIOLUXCS 11O
JTUCHMUIIIAHE

7.1. Onucanmne noxkasarejieil 1 KpuTepUeB OLEHUBAHUA KOMIIETEeH NI
HA pa3jIMYHbIX ITanax ux (popMuUpPoOBaHUs, ONIMCAHUE HIKAJ OLlEHUBAHUS

7.1.1 ITan Tekymero KOHTPOJIs
Pe3ynpraThl TEKymero KOHTPOJS 3HAHUM M MEXKCECCUOHHOW aTTECTalUU

OLICHUBAIOTCS 110 CHGHYIOIH@ﬁ CHCTCMC:. «KaTTCCTOBAH»,

«HC aTTCCTOBAaH».

Komne-

Pe3yabTaThl 00y4eHus,
XapaKTepHu3ymoume

MTOJINTUKH
0e30IMaCHOCTH U
aJMUHUCTPUPOBATH
OTIepAIMOHHEIC
CHCTEMBI

MIPAKTUYICCKUX 3aJ1a4

CPOK,
MPEeAyCMOTPEHHBIHN B
pabouux mporpamMMax

Kpurepuu onenuBanus ATTecTOBaH He arrecroBan
TEHIHUsI c()opMHPOBAHHOCTH
KOMIIETCHLIUH
OIIK-12 3nate Meroabl u [OTBeT Ha BOIPOC Berinonnenue paboT B Hesbimonnenne
MEXaHU3MbI NpernoaaBaTes, BbIIOJHEHNE CpOK, paboT B cpoK,
3alIUTHl, CPEJCTBA |TecTa TPEyCMOTPEHHBIH B | IPEAYCMOTPEHHBIi B
ayTeHTU(PUKALIH, paboumx nporpammax pabounx
KOHTpPOJIs JOCTyIIa, HporpaMmax
ayziura u
BOCCTaHOBJICHUS
paborocniocobHOCT
U B OIEpPaLMOHHBIX
cucremMax
VYMmeTs HacTpauBaTh |PemeHue cTangapTHBIX Berinonnenue pabot B Hesbimonnenue

pabor B cpoK,
IIPESyCMOTPEHHBIN B
pabouux
porpaMmmax




Bianets HaBpikamMu  |Perenne mpukitamHeIx 3a7a9 B | BeimonmHeHue paboT B Hesbinonuenue
HCIOJIb30BaHUS KOHKPETHO! MpeIMEeTHOM CPOK, paboT B CPOK,
CpEJICTB ympaBlieHUs |obmactu MpEeAyCMOTPEHHBIHN B NPENyCMOTPEHHBIN B
JOCTYIIOM, ay/IuTa, paGounx mporpamMmax pabounx
BOCCTaHOBJICHUS IporpaMmax
paboTocriocoOHOCTH

MIPUKIIAHOTO U

CHUCTEMHOTI'0

MIPOrPaMMHOT0

obecriedeHust

7.1.2 DTan npoMeKyTOYHOT0 KOHTPOJIsI 3HAHUI

Pe3ynbTaTel NPOMEKYTOYHOTO KOHTPOJIA 3HAHWM OLEHMBAKOTCA B 7/
ceMecTpe AJisl OUHOM (popMbl 00yUEHHUS IO YETHIPEXOAIIIBHOW CUCTEME:

«OTJIIUYHOY;

«XOPOLIOY;

«YZOBJIETBOPUTEIBHOY;

«HEYIOBJIETBOPUTEIILHOY.

PesyabTaThl
00yueHus,
Kowne-| xaparcrepusyionme | Kpurepun OTJIHYHO Xopomo Vo Heynos.
TeHus | (popMmpoBaRHOCTS OIeHUBAHUS
KOMIIETCHLIUH
OIIK-12|3nate metoasr 1 |Tect Brimonnenue | BeimonmHenuwe | BreimonHenue B tecre
MEXaHHU3MBI tecta Ha 90- | Tecra Ha 80- tecta Ha 70- | menee 70%
3aIUTHI, CPEACTBA 100% 90% 80% TIPaBHUIIBHBIX
ayTeHTH(]UKaIHH, OTBETOB
KOHTPOJIS
JOCTYTIA, ayAUTa
u
BOCCTaHOBJICHUS
paboTocrocoOHO
CTH B
OIePaIMOHHBIX
cucTeMax
Ymets Pemenne 3anaun IIponemonctp | Ilponemonctp | 3amauu He
HACTpanBaTh CTaHIAPTHBIX peleHsl B MUpOBaH UPOBaH BEPHBII |  pemens
MOJTUTHKH IPAKTHIECKUX MOJTHOM BEPHBII X0 | X0/ PeLICHUS B
6e30MacHOCTH U |3a1ayu o0beMe U |pemeHus Bcex,| OONBLUIMHCTBE
aIMUHUCTPUPOBA MOJY9YEHBI | HO HE IOJIy4YeH| 3a1a4
Th OITEPAIHOHHBIC BCPHBIC BEPHBIii OTBET
CUCTEMBI OTBETEL BO BCEX
3a/1a9ax




Bnanets Pewenue 3anaun IIponemonctp | Ilpoaemonctp | 3amauu HE

HaBBIKAMU MIPHUKITATHBIX pelieHsl B MUpOBaH UPOBaH BEPHBII |  pemens
WCTIONB30BAaHUS  |3amad B TTOJTHOM BEPHBIN XOJ | X0 peleHus B
CPEICTB KOHKpPETHOMI 00beMeE U | penreHus Beex,| OONBIIMHCTBE
yIpaBICHUS TIpEIMETHOM MOJTy4eHBbl | HO HE MOJTy4eH| 3a7a4
JIOCTYTIOM, o6acTu BEpHbIE BEpPHBIN OTBET
aynura OTBETHI BO BCEX
2
BOCCTaHOBJICHUSA 3aga4ax
paboTocmocoOHOC

TH TMPHUKJIATHOTO
U CUCTEMHOIO
POTPaAaMMHOTO
obecrneueHus

7.2. IlpuMepHbIii  mepeYeHb  OLEHOYHBIX  CpPeACTB  (TUIOBBIE
KOHTPOJIbHBbIE 33aIaHUSl WJIM MHbIE MAaTepHAJIbl, HeOOXOAUMBIE IJIsl OLEHKH
3HAHM, YMEHHU I, HABBIKOB U (WJIH) ONbITA 1eATEJIbHOCTH)

7.2.1 IlpumepHBblii epeyeHb 3aJaHUI 11l MOATOTOBKH K
TECTHPOBAHUIO
1. Crenens 3amuienHoct OC onpenensiercs:
a) KOJIMYECTBOM OJIOKHUPYEMBIX yIpo3 0€30MacHOCTH;
0) HaTM4YMEM WJIA OTCYTCTBHEM YSI3BUMOCTEH;
B) YPOBHEM pHCKA.
2. B 3ammmennoit OC 0a30Bble CpeCcTBa 3aIIUTHI PaACIOIararoTcs
B:
a) MPUKJIAJIHBIX POTpaMMax;
0) snpe;
B) CUCTEMHBIX CIIyk0ax.
3. K dbynkuusam noacucremsl 6e3omacHoct OC oTHOCSTCS:
a) yrmpaBJICHUE JOCTYIIOM K 00bEKTaMm;
0) BbIMOTHEHHE (PAMTOBBIX OTEPALIHIA;
B) MapIIpyTHU3AIUsl CETEBBIX IMAKETOB.
4. PasrpaHuveHwe I0CTylla Ha OCHOBE MAaHJATHOTO MPHUHIIUIA
KOHTPOJISI UCTIOJIB3YEeT MEXaHU3M:
a) ponewu;
0) METOK OC30ITaCHOCTH;
B) HaOopa MpaBuI.
5.  Asrtopuzainusa B OC oCyIIeCTBIISCT:
a) OIIO3HaBaHUE TOJb30BATEIS
0) 3amper AeHCTBHUI MOJIb30BaTEIs
B) MPUBSI3KY MPOIIECCOB K MOJIB30BATEIIIO
6. K o0bexkram rpynmnoBoi HOJTUTHKU OTHOCSITCS:



a) TOMEH
0) JTOKaJIbHAs CETh
B) KJIacTep
7. K Bumam mommtuk Oe3omacHoct OC cemeiictBa Windows
OTHOCHTCSI
a) TMOJIUTUKA OOBEKTOB;
0) MOJMUTHKA YUYETHBIX 3aMHUCEH;
B) ceTeBast MOJINTHKA.
8. 3amuTy OT BpeIOHOCHOTO CETEBOTO Tpaduka 0OecreunBacT:
a) MEKCETEBOM DKPaH;
0) ceTeBas KapTa cepBepa,;
B) KOHTPOJUIEP IOMEHA.
9. Ob6ecneuenue paborocnocooHoctrt OC — 370!
a) ONTUMU3AIUS HAaTPY3KH;
0) noanepkaHue TOCTYITHOCTH U LIEJIOCTHOCTH;
B) 3alllUTa CUCTEMHBIX HACTPOEK.
10. K ¢ynkuusam ayauta 6e3omacHoctd B OC OTHOCSTCS:
a) MOHUTOPHHT HECAHKIIMOHUPOBAHHOTO JTOCTYIIA;
0) KOHTPOJIb TOJITHOMOYHUH MOJIh30BaTENCH;
B) ¢ukcarus HacTpoek OC.

7.2.2 TlpuMepHblii epeveHb 3aJaHUI 1JIs1 pelleHUus] CTAaHIaAPTHBIX
3aja4

1. Twunosas ctpykrypa noacucteMsl 0ezonacHoctu OC BKItOUaeT B ceOsi:

a) cpe/CcTBa ayTeHTU(UKAIUY;

0) ceTeBble ApaliBEPHI;

B) MOJyJIb BBO/Ia-BbIBO/IA.

2. K ocHoBHBIM AeicTBHSIM 10 yIipaBieHuto npoueccaMu OC oTHOCSTCS:

a) BU3yaJau3allvs BBITIOJHEHHs IpoIlecca Ha IUCILIEE;

0) CONPOBOKIAECHHUE BBIIIOJHEHUS KaX/10T0 MPOIIECCA 3alUChIO B )KypHAJIE;

B) CO3[IaHHE U yIaJCHHE MPOILIECCOB.

3. OrtkpeiTHE (aiina — 3TO:

a) 3aKcCh Ha HOCUTEIb;

0) OOHyJIeHUE MTPU3HAKOB 3aLUTHI;

B) CUMTHIBAHKE 3ar0JIOBKA M OJHOTO MJIM HECKOJIBKUX CMEXKHBIX OJIOKOB B
OTIEPaTUBHYIO MaMSTh.

4. B npouecce ayrentudukannu OC npoBepsieT:

a) MOJIHOMOYHS TIOJTb30BaTEISI

0) HaMuue Y4eTHOM 3aluCH MOJIb30BaTeIs



B) COBIAJICHUS aTPUOYTOB, MPEIBSIBIISIEMBIX TIOJIH30BATEIIEM M COXPAaHEHHBIX
B CHCTEME.

5. TIapomu B OC Linux xpaHsrcs:

a) B peecTpe;

0) B daiine;

B) B CIICIIMAJILHOM 0a3e TaHHBIX

6. B coctas anemenToB Mexanusma aBropusanuu OC Windows BXxoaur:
a) JIOTUH TOJIh30BATEIS

0) mpuBUIIETHSA

B) MapKep J0CTyna

7. K ocnactkam 6e3onacHoctt OC Windows oTHOCUTCS:

a) IUCIIETYEDP YCTPOUCTB;

0) LEHTp MOICPKKU;

B) aIMUHUCTPHUPOBAHUE.

8. HacTpoliku MeXCETeBOT0 dKpaHa PeryIupyroT:

a) Bxoaamui Tpaduk;

0) oToOpakeHue rpaguKu Ha IKPAHE;

B) KOJIMYECTBO 3aITyCKAEMBIX MTPUIIOKEHUH.

9. K cpencrBam BocctanoBienust OC mociie cO0st OTHOCSTCS:
a) YTHJINTHI CKAHUPOBAHKE U AePparMeHTAINS JTUCKOB;

0) 3arpy3ka B 6€30macHOM pekruMe padoThI;

B) CpPE/ICTBA YCTPaHEHUS “3aBUCAHUI MPOrPAMM.

10. B xxypnan 6e3onacnoctu OC 3anuchIBalOTCA:

a) TaHHBIE ceaHca pabOThI MOJIb30BATENEH;

0) coOBITUSI HApYIICHUS MTOJTUTUK 0€30MaCHOCTH;

B) 3aIyCK CUCTEMHBIX CITYXO.

7.2.3 IlpuMepHblii lepeyeHb 3aJaHUI 1JIs1 pellleHUusl MPUKJIATHBIX
3aja4

1. Hactpoiika napamerpoB OC npu yCTaHOBKE BKIIOYAET:

a) MaKCUMaJIbHOE KOJIMYECTBO XPAaHUMBIX (PailsioB;

0) mepro; OOHOBJICHUS CHCTEMBI;

B) MIapOJIb YYETHOH 3aMKCH aIMUHUCTPATOPA.

2. ABTOMartmyeckas yctaHoBka oOHoBieHui OC:

a) ONepaTUBHO 3aKPHIBAECT BBHIABICHHBIC YSI3BUMOCTH;

0) CHIKaeT CTaOMILHOCTh PA0OTHI;

B) UCKJIFOYA€T KOHTPOJIb MOJIH30BATETISI.

3. TloBblenne ypoBHS TpeOOBaHMIA K MAPOJISIM MOTb30BATENEH:
a) 3aTpyAHsET padoTy Ha KOMITBIOTEPE



0) MOBBIIIAET 3aIIUIIICHHOCTh YUYETHBIX 3aMUCen

B) YCIIOKaMBaeT aJIMUHUCTPATOpa O€30MacCHOCTH.

4. Vlcnonb30BaHKE CUCTEMHbBIX MPUBHUIIETUM:

a) TaeT MPUOPUTET B UCIIOJIb30BAHUU JUCKOBOTO MPOCTPAHCTBA,
0) mo3BOJIIET KOMUPOBATH (ailiibl 1I000H THHBI;

B) IMO3BOJISIET YIPABISATH TOCTYIOM K Kjlaccam orepaluu.

5. KommyHuKanus Mexay nIporeccaMu OpraHu3yercs:

a) MO 2JIEKTPOHHOMU MOYTE

0) ¢ moMolIbio (haiJIOBBIX ONepaIuit

B) C TIOMOIIIBIO TTepeaur COOOIIEHUH Mn 001IIei 001acT maMsITH. 6.
J{nst aBTOpu3aiuu aecTBuil moibs3oBaresa B OC:

a) 3aIyCcKaeTcs CrelalibHas mporpaMma:

0) ucrnoab3yercs ero uACHTUPHUKATOP;

B) IIPOBEPSAETCS CUCTEMHBIN KypHaIl.

7. CrpykTtypa npaB goctymna Kk (aiinam B OC Linux:

a) BIaJelel — rpymnmna BiIaJIebla — BCE OCTaJIbHBIE,

0) aIMUHUCTPATOP — OCTaJIbHBIC MMOJIH30BATEIH;

B) TOOt - BiIa/IeNiel] — OCTaJIbHBIE MOJIb30BATEIH.

8. OrmmuneiM mpaBoMm goctyna K (aititam B OC Windows ot Linux
SABIISICTCS:

a) YTCHHUE;

0) 3aIuCh;

B) U3MCHEHNUE

9. Hacrpoiika cpencTs ayauTa BKIIOYAET B ceOs:

a) BbIOODP BUJa COOBITHI pErUCTpallNH;

0) BBIOOP (DUKCUPYEMBIX ITOJIb30BATENCH;

B) BBIOOP MECTa pa3MeIICHUS KypHaa.

10. Pernament pesepBupoBanus OC ycTaHaBIMBAET:

a) KOJIMYECTBO COXPaHsIeMbIX (DatIIOB;

0) OTBETCTBEHHOTO MOJIH30BATEIS;

B) MEPUOJMYHOCTD TPOBEICHHUSI OIIEpALlUU PE3ECPBUPOBAHMUSI.

7.2.4 TlpuMepHBbIii IepevyeHb BONPOCOB /ISl MOATOTOBKH K 3a4eTy

1. Knaccuduxanus yrpo3 6ezonacaoctu OC.

2. TpeboBanus 6ezonacuoctu OC.

3. [Mousarue 3amumennoun OC.

4. CopaepkaHue CUCTEMHOIO Mmojaxoja kK obecneuenuto oe3omnacuoctu OC.
6. ITloaxoxs! k onienke 3ppextuBHOCTH peanuzanuu 3ammuTsel OC.

7. Crnoco0bl ayTenTrduKanuu mnoiabszopareneit OC.



8. CpencrtBa u METObI MOBBIICHUS HAEKHOCTH ayTeHTHpuKauu B OC.

9. Mexanusmsl ynpasienus goctynoM B OC.

10. MeTopl, mpaBa OCTYIa U MPUBUIIETHU CYOBEKTOB MO OTHOIICHHUIO K
oobekTam OC.

11. Berpoennslie cpenctsa 3aniuThl ¢aiinos B OC.

12. Peanu3aius IUCKPEIIMOHHOTO U MaHJJaTHOTO MIPUHITUTIOB B
samuieHasrx OC.

13. 3agaum aynuta B OC.

14. Metoas! U cpelicTBa peasin3aluu ayauta B coBpeMeHHbIx OC.

15. Ilogxoapl K OpraHu3alldd BOCCTAHOBJICHHS PabOTOCIIOCOOHOCTH B
coBpeMeHHbIX OC.

7.2.5 IlpumepHbIi NepevYeHb BONPOCOB /ISl MOATOTOBKHU K IK3aMeHY
He mpexycMoTpeHO y4eOHBIM TUTAaHOM.

7.2.6 MeToauka BbICTABJIEHHSI OLIEHKHU MPH NMPOBeIeHNH
NMPOMEKYTOUYHOM aTTeCTAUU
3adeTr MPOBOIUTCSA MO TECT-OmiIeTaM, KaKIbIi U3 KOTOPBIX COISPKHT 5
BOINPOCOB U 331a4y. KaxXaplil MpaBUJIbHBIM OTBET HA BOMPOC B TECTE OLIEHUBACTCS
1 Ganmom, BepHOE pEIICHHE 3aJlayd OlleHHWBaeTcss B 5 OaiioB. MakcumanbHOE
KOJMYEeCTBO HaOpaHHBIX OayoB — 10.
1. Omenka «HeynoBaeTBOPUTEIBLHO» CTABUTCS B Clydae, €CJIM CTYJICHT
HaOpaJs1 MeHee 2 0aJioB.
2. Onenka «YIOBIETBOPUTEIBHO» CTABUTCS B CiIy4ae, €CIM CTYACHT
HaOpay ot 2 10 4 OasioB.
3. OrneHka «X0poI0y» CTaBUTCS B ClTydae, €CJIM CTyIeHT Ha0pas oT 5 10 7
OaIIoB.
4.  Onenka «OTIUIHOY» CTABUTCS, €CIIH CTYACHT HaOpai oT 8 10 10 6amios.

7.2.7 IlacnmopT OLIEHOYHBIX MAaTEPHAJIOB

Kon
KonTponupyemsbie pazaesnbl . | HammMeHoBaHHE OIIEHOYHOTO
Ne /i KOHTPOJIUPYEMOU
(TeMBbI) TUCIIUTTAHBI cpencTBa
KOMITETCHITUH

1 CrtpyKTypa, MEXaHU3MBI U OIIK-12 Tect, KOHTPOIBHOE 3aaHKE,

KOMIIOHEHTBI ITOACUCTEM 3amuTa pedepara

6e3omacHoctu OC
2 Peann3anus MexaHu3MoB U OIIK-12 Tect

KOMIOHEHTOB 3amuThl OC

cemeiicta Windows




3 Peanu3zanus MexaHu3mMoB 1 OIIK-12 Tecr, 3amuTa pedepara
KOMIIOHEHTOB 3amuThl OC
cemeiicTBa Linux

4 Peammszanmst MexaHU3MOB WU OI1IK-12 Tect
KOMIIOHEHTOB 3aIlIUTHI IPYTHX
tuos OC

7.3. MeToanueckue MaTepHaJibl, ONpe/esiolue Mpouexypbl
OLICHUBAHUSA 3HAHM, YMEHNH, HABBIKOB M (WJIN) ONbITA 1eATEJIbHOCTH

TectupoBanue ocylecTBIsAeTCA, JHOO MPU TOMOIIM KOMIBIOTEPHOR
CHUCTEMbI TECTUPOBAHUS, JIMOO C HMCIOJB30BAHMEM BBIJAHHBIX TECT-33JaHUN Ha
OymaxxHoM Hocurene. Bpemsi tectupoBanus 30 MuH. 3areM OCYLIECTBISETCS
IIPOBEpKA TECTa IK3aAMEHATOPOM M BBICTABJISETCS OLEHKA COIVIACHO METOAUKHU
BBICTABJICHUS OLIEHKH IIPHU NPOBEACHUU ITPOMEKYTOUHON aTTECTALINH.

Pemenne craHmapTHBIX 3a7a4 OCYIIECTBISETCS, JUOO TpU TOMOIIU
KOMITBIOTEPHOM CHCTEMBI TECTUPOBAHUS, JIMOO C MCIOJIb30BAHUEM BbIJAHHBIX
3amady Ha OymakHOM Hocutene. Bpemss pemenus 3amad 30 muH. 3atem
OCYLIECTBJISICTCS NPOBEpPKA PEIICHMS 3aJad 3K3aMEHAaTOPOM M BBICTABISAETCS
OLICHKA, COIMVIACHO METOJMKH BBICTABJIEHUS OLEHKM TMpU MPOBEICHUU
IPOMEKYTOUYHOMN aTTeCTALMH.

Pemenue mnpuxiagHeIX 3a7ad OCYIIECTBISETCS, JUOO MpU MOMOIIU
KOMITBIOTEPHOW CHUCTEMbI TECTHUPOBAHUA, JMOO C MCIOJIb30BAHHEM BBbIJJAHHBIX
3amady Ha OymaxxHoMm HocuTene. Bpems pemenust 3amad 30 muH. 3arem
OCYLIECTBJISIETCS NPOBEpPKA PEIICHMS 3aJad 3IK3aMEHAaTOPOM M BBICTABISAETCS
OIICHKA, COIVIACHO METOJIMKM BBICTABJICHUS OLIEHKM TMpU MPOBEIECHUU
IIPOMEKYTOUYHOU ATTECTALUU.

8. YYEBHO METOANYECKOE U UTHOOPMALIMOHHOE
OBECHHEYEHUE JUCIUIIJIMHBI

8.1. Ilepeuenn yueOHOI JTUTEPATYPHI, HEOOXOAMMOI IJIS OCBOECHHS
AMCUMILTMHBI

1. TapekymeB, A. K. OcHoBbel oOecrnieueHus 0€30MACHOCTH
OTIepaIMOHHBIX CUCTEM : yueOHoe nmocooue / A. 0. INaprkymmies, A. B. JIunuc, U. JI.
KaprnioBa. — Mocksa, Bonoraa : Undpa-Unxenepus, 2024. — 124 c. — ISBN 978-
5-9729-1851-5. — Tekct : snekTpoHHbii // [{udpoBoit oOpazoBaTenbHBIN pecypc
IPR SMART : [caiit]. — URL: https://www.iprbookshop.ru/143546.html (nmara
obpamenust: 09.10.2024). — Pexxum gocTyma: i aBTOpU3UP. MOJIb30BaTeen

2. Hazapos, C. B. CoBpemeHHbIE ONEpaIllMOHHBIE CUCTEMBI : yuyeOHOe

nocodbue / C. B. Hazapos, A. 1. llupokoB. — 4-e uzn. — Mocksa : MuTepHer-

Yuusepcurer Undopmarnmonnsix Texnonoruit (MHTYUT), A [lu Ap Menwua,



2024, — 351 c. — ISBN 978-5-4497-2458-8. — TekcT : 3IeKTPOHHBIA //
[Mudposoit obpazoBarenvubii pecypc IPR - SMART : [caiit]. — URL:
https://www.iprbookshop.ru/133980.html (mara oOpamenms: 09.10.2024). —
Pexum nocryna: nisa apropusup. [lonp3oBarernen

3. Jlapuna, T. b. AJMHHHCTPHUPOBAaHUE ONEPALMOHHBIX CHCTEM.
VYnpasnenue cuctemonr : ydeOnoe mocoobuwe / T. Bb. Jlapuna. — Mocksa :
Poccuiickuit ynuepcuter Ttpancnopta (MUUNT), 2020. — 71 c¢. — Teker :
anekTpoHHbii // [{udposoit oOpazoBarensHblii pecypc IPR SMART : [caiiT]. —
URL.: https://www.iprbookshop.ru/115823.html (mata o6pamenus: 14.10.2024). —
Pexum nocryna: nisa apropusup. [lonp3oBaresnen

4. Edanos, /I. B. bazoBbie Mexanu3msbl 3amuThl sapa Linux : yaeOHOe
nocooue / JI. B. EdanoB. — MockBa : HanuoHanbHbIA HCCIEA0BATEILCKUN
snepHblid yauBepcuter « MUDN», 2022. — 192 ¢. — ISBN 978-5-7262-2924-9. —
Texcer : amexktponusiii // Ludposoit ob6pazoBarensHbiii pecypc [PR SMART :
[caiit]. — URL: https://www.iprbookshop.ru/132677.html (mara oOGparieHus:
09.10.2024). — Pexwum JocTyna: ijisi aBTOPU3UP. MTOJIb30BATEIICH

8.2. IlepeyeHb MHGPOPMALMOHHBIX TEXHOJIOIHMii, MCIOJb3yeMbIX MpPH
OCYLLIECTBJICHMH 00pPa30BaTeJbHOI0 NpoLecca N0 AMCHMILIMHE, BKJIIOYas
NepeYyeHb  JHMUIEH3MOHHOI0  IPOrpaMMHOrO  ol0eclne4YeHHsl, PeCcypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAMOHHOU ceTH «MHTepHeT», COBPEeMEHHbIX
npogecCHOHAIBHBIX 023 JaHHBIX U HHPOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

- HanmoHnanbeHbli 31€KTPOHHO-UH(POPMALIMOHHBIN KOHCOPLILYM

http://www.neicon.ru

o  Hayunas snexrponnas 6ubauoreka Www.eLIBRARY.RU — Pexum

nocryma: http://elibrary.ru/
- ba3za manasix BUHUTHU PAH http://www.viniti.ru/products/viniti-

database
-OnextponHas oubnuoreunas cuctema [PRbooks (AulludpOykc)
http://IPRbookshop.ru/)

— mopran «Information Security» https://www.itsec.ru;

— anekTpoHHBIN KypHaT «Information Security» http:/lib.itsec.ru/imag/;

— omeparmonnsie cuctembl Windows, Linux, Android.


http://www.neicon.ru/
http://www.elibrary.ru/
http://elibrary.ru/
http://www.viniti.ru/products/viniti-database
http://www.viniti.ru/products/viniti-database
http://iprbookshop.ru/
https://www.itsec.ru/
https://www.itsec.ru/
http://lib.itsec.ru/imag/
http://lib.itsec.ru/imag/

9. MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJNMAS IJISA
OCYHECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOLECCA
Aynutopuss C KOMIBIOTEPHBIMU pPabOYMMM MECTAMHM, JIOKAJbHAsl CETh,
IPE3EHTALlMOHHOE 000PYIOBaHHUE.

10. METOANYECKUE YKA3ZAHUSA JJSA OBYYAIOIIUXCS 11O

OCBOEHMIO TUCIHUATIIMHBI (MOTYJIS)

ITo JUCHUITIIINHE ((3aHII/ITa B OIICPAIMOHHBIX CUCTCMAX» HHUTAIOTCA JICKIWH,

MMPOBOIATCA IIPAKTUYICCKUC 3aHATHUA.

OcHOBOM

HN3Yy4YCHUSI AUCHOUIUIMHBI  ABJIAIOTCA JICKOWMH, Ha KOTOPBIX

u3naraloTcsa HanboJsee CyleCTBeHHbIE U TPYAHbIE BOMPOCHI, a TaK:Ke BOMPOCHI, HE
HaIeAINIe OTPAKECHUS B YICOHOU JTUTEpATypE.

[IpakTiyeckue 3aHATHsSI HaIpaBl€Hbl Ha MNPHOOPETEHUE NPAKTUYECKUX
HaBBIKOB HACTPOWKH M aAMUHHUCTpUpPOBaHMUA cpenctB 3amutbl OC. 3ansATus

IMPOBOJATCA ITyTCM PCHICHHA KOHKPCTHBIX 3a/la4 B ayJIUTOPUH.

Bug yueOHbIX
3aHATHHU

I[CHTCJILHOCTB CTyaACHTa

Jlextus

Hanucanue koHcnekTa JE€KLUMH: KpaTKo, CXEMaTHYHO, IOCJIEO0BATEIbHO
(uKCUPOBATH OCHOBHBIE MOJOKEHHUS, BEIBOJIBI, (HOPMYITHUPOBKH, 0000IICHNUS;
IIOMEYaTh BaKHbIE MBICIIU, BBIIEIATH KIOYEBBIE CII0OBA, TEPMUHBI. [IpoBepka
TEPMUHOB, TIOHATUHI C ITOMOILBIO SHIMKIIONEINN, CIIOBAPEH, CIIPABOYHUKOB
C BBINMCBIBAHMEM TOJIKOBaHMM B Terpaab. (OO003Ha4YeHHE BOIPOCOB,
TEPMUHOB, MaTepHaa, KOTOPbIE BBI3BIBAIOT TPYAHOCTH, IIOUCK OTBETOB B
pekomMeHyeMoM  JuTepatrype. Ecim  caMOCTOSTeNTbHO HE  yIaercs
pazobparbcsi B MaTepuaie, HeooxoaumMo chopMyIupoBaTh BOIIPOC U 3a1aTh
IIPENOoIaBaTeNI0 Ha JEKIMH WIN Ha IPAKTUYECKOM 3aHATHH.

IIpaxTueckoe
3aHATUC

KoHcnekTnpoBaHue peKOMEHIyeMBIX HUCTOYHHUKOB. PaboTa ¢ KOHCHEKTOM
JIEKIUM, TMOArOTOBKAa OTBETOB K KOHTPOJBHBIM BOIIPOCaM, IIPOCMOTP
peKOMeHIyeMoi uTeparypsl. [IpocinymmuBanne ayiuo- ¥ BUIECO3AIUCENR 110
3aJJaHHOI TeMe, BBIIIOJHEHHE PAacUeTHO-TpapHUeCKUX 3aJaHUM, pelIeHHe
3a/1a4 110 AJITOPUTMY.

CamMocTosTenpHast
pabota

CamocrosiTenpHas paboTa CTYJIEHTOB CIIOCOOCTBYET TNIYOOKOMY YCBOEHUS
yuyeOHOro  MaTepuasia M Pa3BUTHIO  HABBIKOB  CaMOOOpa3OBaHMS.
CamocrosTenbHass paboTa MIpeanojiaraeT CileayIOIIHe COCTaBIAIOIINE: -
paboTa ¢ TekcTaMu: yueOHUKaMH, CIIPAaBOYHUKAMH, JOMOJHATEITHHON
JTUTEPaTypOH, a TaKKe MPOpadOTKa KOHCIIEKTOB JICKITUH; -

BBHITIOJTHEHUE JIOMAIIIHUX 33/IaHUN U PacyeTOB;

- paboTa HaJl TEMaMHu ISl CAMOCTOSATEIHLHOTO U3YUCHHS;

- ydacTHe B paboTe CTYJEHYSCKUX HAyUYHBIX KOH(MEPECHITUH,
OJIUMITUAJ; - IOJITOTOBKA K TPOMEKYTOUYHOM aTTECTAIUH.




ITogroroBka k  [['0OTOBUTBCS K NMPOMEXKYTOYHOW aTTECTALMU CIEAYEeT CUCTEMATHUYECKH, B
IIPOMEXYTOYHOM |TeueHue Bcero cemecrpa. MIHTeHCHMBHAs MOArOTOBKA JOJDKHA HA4aTbCs HE
aTTeCTalluy  |MO3JHEE, YeM 3a MECSIL-TIOATOpa N0 MPOMEXYTOYHOHN arrectanuu. [laHHbIE
nepes] 3a4eTOM € OLIEHKOH TpH JHs 3((EeKTUBHEE BCEro UCIOIb30BaTh IS
IIOBTOPEHUS M CHCTEMATU3alMU MaTepUaa.
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