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1. HEJIM 1 3AJIAYU TUCHUITJIMHBI
1.1. Hequ AUCHUNJIMHBI SBISICTCS MPUOOPETECHUE CTYICHTAMH 3HAHUU O
HAa3HAYCHUE MOHHUTOPUHTA (DYHKIIMOHUPOBAHUS KOMIBIOTEPHBIX CHUCTEM M CETEH,
Ha3HAYCHUE ayINTa KOMITBIOTEPHBIX CUCTEM M CETEH, IIeJIeH U 3a/1a4 KOHTPOJIBHBIX
MIPOBEPOK PAOOTOCTIOCOOHOCTH M 3aIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM U CEeTeH

1.2. 3agauu ocBOCHMSA TUCHUILIHHBI
- chopMupoBaTh y OyIyIIEro CrenuaIucTa 3HaHUS ¥ yMEHUS TPUMEHSITh
Cpe/CTBa aHAJIN3a 3AIIUIIECHHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH;

- MPEIOCTAaBUTh BO3MOKHOCTh U3YUYCHHS PETIIAMEHTOB U OCOOCHHOCTEMN
MIPOBEJICHUSI KOHTPOJIbHBIC MPOBEPKH PabOTOCIIOCOOHOCTH M 3alUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM M CETEH, OPraHU3alNU ayJuTa KOMIBIOTEPHBIX CUCTEM U
CETEM.

2. MECTO JUCHUIIJINHBI B CTPYKTYPE OIIOII

HucuunnuHa  «MOHUTOPUHT  (YHKIIMOHUPOBAHUS  PaCHpPEEICHHBIX

KOMITBIOTCPHBIX CUCTCM)» OTHOCHUTCA K JUCHUIIJIMHAM 00s13aTeIbHOM YacTu OJIOKa
bl.

3. HEPEYEHbB IINTAHUPYEMBIX PE3YJIbBTATOB OBYYEHUA 110
JUCHUIIVIMHE

[Ipouecc w3yueHuss AUCHUIUIMHBI «MOHHMTOPUHT (PYHKIIMOHUPOBAHUS
pacrpeeieHHbIX KOMITBIOTEPHBIX CHCTEM» HalpaBJieH Ha (HopMHpOBaHHE
CJICYFOIINX KOMITETCHITUH:

OIIK-16 - Ctoco6eH mpoBOAUTh MOHUTOPUHT pabOTOCTIOCOOHOCTH M aHAITN3
3(p(EKTUBHOCTH CPEACTB 3aAIIUTHl MHPOPMAIMM B KOMIBIOTEPHBIX CHUCTEMaxX M
CeTsIX;

OIlK-4.2 - Cooco0eH aHaIM3UPOBATh 3alIUIICHHOCTh, IMPOBOJIUTH
MOHMTOPUHI, ayJUT M KOHTPOJbHBbIE THPOBEPKH pabOTOCIOCOOHOCTH U
3alIUIIEHHOCTH KOMIIBIOTEPHBIX CHUCTEM M ceTell (CBs3b, MH(POPMAIMOHHBIE U
KOMMYHHKAITHOHHBIE TEXHOJIOTHH )

Pe3yabTarhl 00yyeHnsl, XapaKTepu3ylolue

Komnerenuus
c¢opMHPOBAHHOCTH KOMIIETCHIIUH

OIIK-16 3HATh Ha3HAYECHUE MOHHTOPHUHIA u ayJIuTa
(YHKIIMOHHPOBAHUS KOMIIBIOTEPHBIX CUCTEM U CETEU

YMETh NPUMEHSTH CPEICTBA AHAIN3A 3AIMILEHHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETEH




OIIK-4.2

3HaTh 1eMM M 33Ja4d  KOHTPOJIBHBIX  IPOBEPOK
paboTOCIIOCOOHOCTH M 3AIUIIEHHOCTH KOMITBIOTEPHBIX
CUCTEM U CeTe

yMETh MPOBOJUTH KOHTPOJIbHBIE IPOBEPKH
paboTOCIIOCOOHOCTH U 3AIIMIIEHHOCTH KOMIIBIOTEPHBIX
CHUCTEM U CEeTer

4. OBBEM JUCHUITJINHBI

OOmiasi TPyJOEMKOCTh TUCHUIUIUHBI «MOHHUTOPHHT (DYHKIMOHHUPOBAHUS
pacnpeeNeHHbIX KOMIIBIOTEPHBIX CHCTEM» cocTaBisier 4 3.e. Pacnpexaenenue
TPYIOEMKOCTH JUCUHUIUIAHBI 10 BUJIaM 3aHATHI o4Hasi Gpopma o0yueHust

. Bcero | CemecTpnl

Busr yae6HO# paboThI YACOB 3
AyauTOpPHBIE 3aHATHS (BCET0) 108 108
B ToMm uucie:
Jlexknuu 36 36
Jlabopatopusie pabotsl (JIP) 72 72
CamocrosiTesibHas padoTa 36 36
Buapl mpoMexyTOYHOM aTTecTaluu - 3a4eT ¢ + +
OIICHKOM
OO0mast TPy 10€MKOCTb:
aKaJEMHYECKHE Yachl 3a4.€]I. 144 144

4 4

5. COAEPKAHME JUCLHMIITUHBI (MOIYJIST)

5.1 Copaep:xanne pa3gejioB JUCHUILVIMHBI W pacnpeaejieHue
TPYA0€MKOCTH MO BUAAM 3aHATHI

ouHasi popma o0yueHust

Ne

HaumenoBanue Temsl
/1

JIab. B
Coneprxanue paszena Jlexn & CPC cero,
3aH. yac

1 |Lens, 3amaun u
KTacCU(PUKAIUS CPEICTB
MOHUTOPHHTA U aHAITN3a

O0630p: cpeacTBa yHpaBIeHHUs CUCTEMON
(SystemManagement), BCTpOCHHEIE
CHCTEMBI IMAarHOCTHKH U YIPABJICHUS ,
AHATTN3aTOPBI IPOTOKOJIOB, 000PYI0BAHUE
ISl IMATHOCTUKY M cepTHUKAITUH
KaOCTBHBIX CUCTEM, IKCTICPTHBIC
CUCTEMBI, MHOTO(YHKIIHOHAITLHBIC

YCTPOfICTBa aHaJIn3a U JUarHOCTUKHU




CHCcTeMBl yIIpaBICHUS

DYHKITUY: yIIpaBicHHuE KOHPUTYypaItuei
CETH M IMEHOBaHHEM; 00paboTKa

OITMOOK; aHAIN3 TPOU3BOAUTEIHHOCTH, 12 24
yaer pa6ots! cern. ITporokon SNMP
BcTpoeHHBIE CHCTEMBI Arentsl SNMP: cranmaptet MIB-1 (RFC
IMarHOCTHKH U 1156) u MIB-Il (RFC 1213); Arentsl 12 24
ynpasinenus (Embedded |RMON
systems)
AHanuzatopsl O0mue XapaKTEpUCTUKU PA:
rpoTtokoios (Protocol [MOJIL30BaTeNbCKUl  WHTepdeic, Oydep
analyzers) u ceTeBbIC 3axBaTa, (QWIBTPBL, IEPEKIIOYATEIIH,
AHAIIN3aTOPBI [TOVICK. Meromonorusi  MPOBEIEHUS
AHaIM3a: 3axBaT JaHHBIX, IPOCMOTP 12 24
3aXBaYCHHBIX JaHHBIX, aHAJIW3 JIaHHBIX,
MOVCK OIIUOOK, WCCIICIOBaHNC
[MPOU3BOAUTEIHLHOCTH, noapoOHoe
ICCIIeIOBaHNE OTACIBHBIX YYACTKOB CETH.
KabenbHbBIE CKaHEPHI U OCHOBHBIC JICKTPOMATHUTHBIC XapaKTe- 12 24

TECTEPBI.
MHorogpyHKIHOHAIEHBIE
MOPTAaTUBHBIE IPHOOPHI
MOHUTOPHHTA

PUCTHKH KaOCTHHBIX CUCTEM:
MEPEKPECTHBIC HABOJKU MEX]Ty BUTHIMH
napamu win NearEndCrosstalk (NEXT),
3aTyxaHue (attenuation), mMremnanc
(BOJIHOBOE COTIPOTHUBIICHHUE), aKTUBHOE
COTIPOTHBJICHHUE, EMKOCTb, YPOBEHb
BHEITHETO 3JIEeKTPOMAarHUTHOTO
V3ITyYEeHWS, WIIH DJIEKTPUIECKHN Iy M.
00630p KabETBHBIX CKAHEPOB KOMITAHUH
Microtestinc., WaveTekCorp., Scope
Communication

Inc. @Dyakmum  MIIIM:  bysknum
MPOBEPKU  ammaparypel W KaOenew;
CKaHUpOBaHUC Kalens;, OINpeaeIcHHS
pacnpesnieieHuss  KaOCNbHBIX KT
OTIpEICIICHUS KapThl kaOerneit;
aBTOMaTH4ecKas TpoBepKa  Kabeus;
[IEJIOCTHOCTh IENH TPU  TMPOBEPKE
MTOCTOSTHHBIM  TOKOM; oTIpe/ieTIeHHe
HOMUHAJIbHOU CKOpPOCTH
pacnpocTpaHeHHS, KOMILUIEKCHAS
aBTOMAaTW4ecKass  IpPOBEpPKa  Mapsl
"ceTeBo aJanrep-KoHIeHTpaTop';
aBTOMAaTHUYecKas TIPOBEPKa CETEBBIX
afganTepoB; GyHKITIHM cOOpa CTAaTUCTHKH;
ceTeBasl CTAaTHCTHKA; CTaTHCTHKA
OIMMOOYHBIX KaJpoB; CTaTHCTUKA IIO
KOJUTU3HSAM; pacmpeneneHue
UCTIONB3YEMBIX CETEBBIX MPOTOKOJIOB;
(YHKIIMH aHATH3a MPOTOKOJIOB




6 [Aynur u|llenn m 3ama4u KOHTPOJIBHBIX MPOBEPOK

paboTOCIOCOOHOCTH paboOTOCIIOCOOHOCTH H  3aIUIICHHOCTH
3ANUIEHHOCTH KOMIBIOTEPHBIX ~ CHCTEM U CETeil.
MeToMK  TPOBEACHUS KOHTPOJILHBIX
MIPOBEPOK paboTOCTIOCOOHOCTH u

3alMUIICHHOCTH KOMIIBIOTEPHBIX CHCTEM
u

ceteit. CpencTBa MpoOBEACHIMS 6 12 6 24
KOHTPOJIBHBIX TIPOBEPOK
paboTOCIIOCOOHOCTH U 3AIIUIIICHHOCTH
KOMITBIOTEPHBIX CUCTEM U CETEH.
IToaroToBka 0T4ETOB U pEKOMEH AL IO
pe3yimbTaTaM ayauTa W KOHTPOJIBHBIX
MIPOBEPOK.

Hroro 36 72 36 144

5.2 Ilepeyennb 1adopaTOpHBIX padoT

1. MouuTopHHT ceTH ¢ ucnoiib3oBanueM Systems Center 2012 Operations
Manager.

2. Zabbix — cBobogHO pacmpocTpaHsiemas cUCTeMa i KOMILIEKCHOTO
MOHHTOPHHTA CETEBOT0 000PYI0BaHUs, CEPBEPOB M CEPBUCOB.

3. Nagios — cBoO0OHO pacmpocTpaHseMast mporpamma Jijisi MOHUTOPHUHTA
CHUCTEM U CETEN.

4. Cacti - OecrmaTHOE IPUIOKEHHE MOHUTOPUHTA

6. MIPUMEPHAS TEMATUKA KYPCOBBIX IPOEKTOB (PABOT) U
KOHTPOJIBHBIX PABOT
B coorBercTBHM C y4eOHBIM TUTAHOM OCBOCHHE JUCIUIUIMHBI HE
NPEyCMAaTPUBAET BBIOJIHEHHE KYpPCOBOTO MPOEKTa (paboThl) WM KOHTPOJIBHOMN
paboThI.

7. OUEHOYHBIE MATEPHUAJIbBI UISA TIPOBEJIEHUSA
IMPOMEXKXYTOUYHOM ATTECTAIIMU OBYYAIOIIUXCSI 1O
JANCIOUIIJINHE

7.1. Onucanue nmokasarteJieil ¥ KpuTepHeB OLEHNBAHNSI KOMIIETEHIIUI HA
Pa3JIMYHBIX 3TANAaX UX GopMHUpPOBaAHMS, ONIUCAHME IIKAJ OLlEHUBAHUSA

7.1.1 ITan Tekymero KOHTPOJIA

Pe3ynprarhl TEKylIero KOHTPOJIS 3HAHMM W MEXKCECCMOHHOW AaTTECTAIlUU
OLICHUBAIOTCS 1O CIEAYIOLIEH CUCTEME: KaTTECTOBAHY;



«HEC aTTCCTOBAH».

Pe3yabTaThbl 00y4yenus,

XapaKTepu3ymime
Komnerenuust COpMHPOBAHHOCTS Kpurepuu ouneHuBaHUA ATTecTOBaH He aTTecToBan
KOMIIETEHIUH
OIIK-16 3HATH HA3HAUCHUE 3HAHWE Ha3HayeHus | Beimonaenue pador B| HeBwimosHeHne
CpOK a0oT B CPOK
MOHUTOPHHTa WMOHUTOPHHIA U ayIuTa POX, . p POK,
MIPEAYCMOTPEHHBIN B | MPEyCMOTPEHHBIN
ayaura (G YHKITMOHUPOBAHUS paboumnx NporpamMmax B
(YHKUMOHMPOBAHIS | o MIBIOTEPHBIX CHCTEM pabounx
KOMIIBIOTEPHBIX . nporpammax
CHUCTEM U ceTel uceren
YMETh IPUMEHATH YMEHHE MPUMEHSTh Bremosaenue pabot B| HebinmonHeHue
CpCacTBa aHAINU3a CpelCTBa aHalIn3a CPOK, N pabor B cpox, .
3aLIUIIEHHOCTH MPEAYCMOTPEHHBIN B | MPEAYCMOTPCHHBIN
3aAMIICHHOCTH pabo4ux mporpamMmax B
KOMIIBIOTEPHEIX KOMITBIOTEPHBIX CHCTEM pabounx
CUCTEM M CETEH o ceTeit nporpamMmax
OIIK-4.2 3HATH [IEJTH ¥ 33JIa9¥ |3HAHUWE LEJIU U 3a7aun | Bemonnenne pa6or B|  Hespmonnenue
CpOK a0oT B CPOK
KOHTPOJIPHBIX KOHTPOJBHBIX MIPOBEPOK oK, P PO,
MIPEAYCMOTPEHHBIN B | MPEyCMOTPEHHBIN
TPOBEPOK pa60TOCHOCO6HOCTI/I U [pabounx mporpammax B
paboToCIIOCOOHOCTH SAIHIIEHHOCTH paboux
u IIpOrpaMmax
KOMIBIOTEPHBIX CUCTEM
3aIUIIEHHOCT
1 KOMITBIOTEPHBIX H ceTen
CHUCTEM U ceTel
YMETH IIPOBOAUTH YMEHHUE MPOBOANTH Brinonnenue padot B| HeswimonHeHue
K. a00T B K
KOHTPOJIbHBIC KOHTPOJIBHBIE IPOBEPKH PO, pador B cpok,
NPOBEPKH IIPE1yCMOTPEHHBIN B | IPELyCMOTPEHHBII
. - pabOTOCIIOCOOHOCTH U | paGoumx mporpammax B
PaboTOCOCOOHOCTH M3 1y eHOCTH pabounx
SAHIICHHOCTH KOMITBFOTEPHBIX CUCTEM HporpamMmax
KOMITBIOTEPHBIX

CHCTEM H ceTen

U ceTen

7.1.2 DTan npoMeKyTOYHOT0 KOHTPOJIsI 3HAHUI
Pe3ynbTaThl MpoOMEXXyTOYHOTO KOHTPOJISI 3HAHUN OIICHUBAIOTCS B 8 cEMecTpe
JUTSE O9HOHM (POPMBI OOYUCHHUS 0 YETHIPEXO0ATLHON CUCTEME:
KOTIIMYHOY;

«XOpOoUIO»;

«KYOOBJICTBOPHUTCIIBHO» |
«CHCYAOBJICTBOPHUTCIILHO.

Komme| Pe3yabraTni o0y4enus,
XapaKTepusyouue Kpurepuu
copmuposannocts | orenmBanms OT1aU4HO Xopouo Ynosa. Heynosa.
TCHI NS KOMIIETeHIMH
OIIK- |3Hath Ha3zHaucHue |Tect Brimonnenue | Beimonnenne tecta | Bemmonnenue tecta | B Tecte
_ - - menee 70%
16 MOHHTOpHHTA ul Tecta Ha 90 Ha 80 Ha 70 0
0 0 0 TIPABUIIBHEI
aynuTa 100% 90% 80%
X OTBETOB
(b YHKIIMOHUPOBAHU
s KOMIIBIOTEPHBIX
CHCTEM U ceTel




YMETh IPUMEHATh | Peruenue 3amaun  |IIpomemonctpuposa | [IpogemoncTpuposa | 3agaun He
Cpe}:{CTBa a”HaJIu3a CTaHAapTHBIX PCUICHBI B H BepHLIfI X0n4 H BepHLIﬁ Xon PeILICHBI
3aIUIICHHOCTH TIIPAKTUYCCKU IMOJIHOM  |PCUICHUS BCEX, HO HE peuienus B
X 327134 obbeme u MOJIYYCH BEPHBIA | OOJBIIUHCTBE 33134
KOMIIbIOTCPHRIX IOy ICHBI OTBET BO BCEX
CHCTEM U ceTel BepHbE samaax
OTBETHI
3HaTh nenu u|Pemenue 3amaun  |IIpomemoncTpuposa | [IpogemoncTpupoBa | 3agauu He
3aa4n NPHMKJIAAHBIX | PELIEHHI B H BEPHBIN X0 H BEpPHBIN X0 pelIeHbl
KOHTPOJIbHBIX 3a/1a4 B OJIHOM  |pCIICHHUS BCEX, HO HE pelueHus B
IpOBepoK KOHKPETHOI obbeme u MOJIYYCH BEPHBIA | OOJBIIUHCTBE 33134
ABOTOCIOCOBHOCH npeaMerHoil | TOMYHYEHBI OTBET BO BCEX
P obmactu BCPHBIC 3ajavax
A 3alUIIEeHHOCTH OTBETEI
KOMIIBIOTEPHBIX
CUCTEM U CeTel
OIIK- |ymetpb mpoBoauth |Tect Brmonuenue | Beimonnenue tecta | Beimonnenue tecta | B Tecrte
4.2 KOHTPOJIBHBIE Tecra Ha 90- Ha 80- Ha 70- menee 70%
MPOBEPKU 100% 90% 80% 1paBUJIbHBI
X OTBETOB
pabotocmocobHOCT
U ¥ 3alULIEHHOCTHU
KOMIIBIOTEPHBIX
CUCTEM U CceTel
3HATh HA3HAucHUe |Pemenue 3amaun  |IIpomemonctpuposa | [IpogemoncTpuposa | 3agaun He
MOHHTOPHHTA | CTAHAAPTHEIX |  PCIICHBI B H BEPHBIN X0[ H BEPHBIN X0J pelnIeHs!
HPaKTHUECKU TIOJTHOM  [peIIeHus BceX, HO He perieHus B
aynura X 327124 o0bEME U MOJTyYeH BEPHBIN | OONBITMHCTBE 3a1a4
(GyHKIMOHMPOBAHH NoJMydyeHsl |  OTBET BO BCEX
51 KOMIBIOTEPHBIX BEpHBIE 3a/1a4ax
CUCTEM U CeTel OTBETHI
YMETh IPUMEHATh | Peruenue 3amaun  |IIpomemonctpuposa | [IpogemoncTpuposa | 3agaun He
Cpe/CTBA aHANMM3a |NPHKIAAHBIX | PELICHDI B H BEpHBIN X0/ H BEPHBIN X0 pEILEHEI
3aIIUIIEHHOCTH 3a1a4 B MIOJTHOM  [peIIeHus BceX, HO He pelenus B
KOHKPETHOI obbveme u MOJTyYeH BEPHBIN | OONMBITMHCTBE 3a1a4
KOMIIBIOTEPHBIX
N npeaMerHoif | TOMYHYCHBI OTBET BO BCEX
CHCTEM U CETCU
obnactu BEPHBIE sajadax
OTBETHI

7.2 llpuMepHbIii NepeYyeHb OIEHOYHBIX CPeACTB (TUNMOBbIE KOHTPOJIbHbIE
3aJlaHUs] WM MHbIE MATEPHUAJIbl, He00XOAUMBbIE JIJIfl OLIEHKHU 3HAHUI, YMEHHUI,
HABBIKOB U (MJIH) ONbITA JEATEJIbHOCTH)

7.2.1 IllpuMepHbIii NepeYeHb 3a1aHUM ISl pellleHUs CTAHIAPTHBIX 3324
1. ITporoxosnn SNMP cnyxut s ueneit ynpasnenus B Ethernet + B ISDN +

B FDDI +
B ATM +

2. K cetsiM, B KOTOPBIX AJI yIpaBjieHUs MmpuMmeHsiercs npoTokoil SNMP,

OTHOCAT

X.25 +




SDH +
TCP/IP +
ISDN +

3. Ynpasnsomeit 6a3oii ganabx npotokona SNMP sensercs UDP
TTL

RTF

MIB +

4, Jloctyn Kk yrpaBistoniel 6aze 1anasix MIB MokeT ocyiiecTBIsIThCs

aIMUHUCTPATOPOM JIOKaIbHOM ceTu + OBM
+

cnenupUKaTopoM A0CTyna
UACHTU(HUKATOPOM OOpATHOM CBA3U

5. UtoObl 6a3a NaHHBIX ObLIA JOCTYMHA, HEOOXOAUMO HATUYUE

snmp-aeMoHa + uaeHTuuKaropa
BBOJIa MoJiu(puKaTopa
MHUIMATU3AT

[TapaMETPOB OTHOCUTEIBHON MAPIIPYTH3ALINH

6.1Iporokos SNMP nipuroses ajis IMarHOCTUKU
TOJIBKO JIOKAJIBHBIX CETEN TOJIBKO KaHAJIOB
Nurtepuet Tonbko ceteit IDSN

KakK JIOKaJIbHBIX CETEH, Tak U KaHalloB HTepHeT +
7.J131 KakuX 1esield MOYKET UCTOJb30BaThes MpoTokoa ICMP?

JUTSI TPACCUPOBKU MAPIIPYTOB + IS U3MEPCHUS
MIPOIICHTA UCTIOPYECHHBIX MMAKETOB + IS
norydeHust uapopmarnuu o DoS-atakax +

JUISL IOJTyYEHUSA I/IH(l)OpMaHI/II/I 00 YXYIOIIEHUU CUTYallluu B OTAEIbHBIX
CETEBBIX CErMeHTax +

8.IIpoTokon ICMP npuroaeH ajisi AMarHOCTUKU



TOJIBKO JIOKAJILHBIX CETEN TOJIHLKO KaHAJIOB
HNutepuet Tonbko cerert UDP kak smokaibHBIX
CeTeH, TaK U KaHasoB MIlHTepHeT +

9. Cpenu HanboJliee 4aCTO BCTPEUAIOIIUXCS MPOOJIeM TUAarHOCTUKU CETH
CJIeIyeT BBIJACIUTh Pa3pbIBbl KAOEIbHBIX CETMEHTOB + HECAHKIIMOHUPOBAHHOE
npumeHenue [P-apecoB + HekauecTBEHHOE TUTAHUE CETEBOT0 00OPYIOBAHMUS +
BBIXO/l U3 CTPOSI TEX WJIM UHBIX YCTPOUCTB +

10. [Touemy He Bce DBM umerot aktuBHble SNMP-pe3neHTs1?

0 IPUYMHE SKOHOMHH OTIEPATUBHOM MaMsATH +
U3-3a CTpEMIICHUS H30eXKaTh ePerpy30K CETH I10
cooOpakeHHsIM 0€30MMacHOCTH +

IO TCXHUYCCKHUM IIPUINHAM

7.2.2 IlpumepHbIii epeyeHb 3aJaHNH 1)1 pellleHusl MPUKJIAJTHBIX 3a1a4
1. K choenuanu3upoBaHHBIM JHATHOCTUYECKAM TPOTPAMMHBIM MPOAYKTaM,
uMeromumMcs B THTepHeTe, OTHOCST

Etherfind +

Tcpdump + netwatch
+

netguard +

2. K pexxumam paboThl ciy>keOHOM mporpamMMbl Ssock cieayeT OTHECTH
PEXUM BUPTYAIbHOTO CEpBEpa YCTAaHOBJIECHUE KaHalla KIHEHT-CEPBEpP + PEXKHUM
KIACHTA-OTIPaBUTEIIS +

PEKUM IIpUEMa U HTHOPHUPOBAHUA JAHHBIX U3 CCTHU +

3. K CIICHUAIIN3UPOBAHHBIM JUArHOCTHYCCKHUM IIporpaMMHbIM
NpoaAyYKTaM, BXOIAIIKUX B KOMIIJICKTBI ITIOCTABKH CTAHAAPTHBIX CCTCBLIX ITAKCTOB IJIA
OC UNIX,

Windows, ciexyeT OTHOCHTD
ping + tracetoute +
netstat +

snmpi +

4.  JIns uzmeHeHus: KoHGUTrypanuu ciiyx0b1 uMeH Ha OBM npumensiercs
KoMaHaa chnamsv +

hostname Isnamsv

mknamsv



5. VYnanenune TCP/IP coyx651 umen u3 D9BM mpou3BOIUTCS € MOMOIIBIO
KOMaHIbl rmprtsv netstat slattach
rmnamsyv +

6. Pa3mep makera mpu mporenype ping mo yMOJT4aHUIO COCTABIISIET
44 Gaiita

56 Oaut +

72 Gaiita 75

OauT

7. BriOepuTe 13 HUKETPUBEACHHBIX 3aIMUCEH MPAaBUIILHBIE 0003HAYCHUS
ocHoBHBIX TCP/IP neMOHOB:

fttp rexec
rwhod +
syslogd +

8. 3onnas undopmanuss DNS-cepBepa conepxutes B daiisne named.local
named.rev + named.hosts
named.ca

9. Jlannsie o nmokansHOM qoMeHe DNS-cepBepa conepkarcs B (paitne
named.hosts + named.boot named.ttf named.cyr

10. Otnanka, KOHTpOJIb U quarHoctuka DNS-cepBepa
OCYIIECTBIISIETCS C HCIIOIB30BaHUEM Iporie ypsl nslookup + msconfig
dnstoolkit dnstoolbar
7.2.4 IlpumepHbIii MepeYyeHb BOMPOCOB /IJIsl MOJATOTOBKH K 3a4eTy
He npenycMoTpeHo y4eOHbBIM MIIaHOM

7.2.5 IlpumepHblii NepevyeHb 3aJaHUI /151 pellleHUsl MPUKJIATHBIX 3a1a4

O0630p: cpeacTra ynpasieHus cuctemoi (SystemManagement), BCTpOSHHbIE
CHCTEMBI JUATHOCTHKHU W YIPaBIEHUS, aHAIU3aTOPHI MIPOTOKOJIOB, 000pYI0BaHUE
JUI AUArHOCTUKU U cepTU(UKALMU KaOEeNbHBIX CUCTEM, SKCIEPTHBIE CHCTEMBI,
MHOTO(YHKIIMOHAJIbHBIE YCTPONCTBA aHAJIN3A U JUATHOCTUKH

OyHKUUU: YIpaBlIeHUE KOHPUTYpaluueld ceTh U MMEHOBaHUEM; 00paboTka
OIMOO0K; aHATU3 MMPOU3BOAUTENBHOCTH, yueT paboTsl cetu. [Iporokon SNMP

Arentel SNMP: cranmaptet MIB-I (RFC 1156) u MIB-11 (RFC 1213);
Arentel RMON



O6mue xapaktepuctuku PA: mosib3oBatenbckuii uHTEpderic, Oydep 3axBara,
(GUIBTPBL, TEPEKITIOYATENH, TTOUCK.

Merononoruss  TpoOBENEHUsS — aHaidM3a: 3axBaT  JIAHHBIX, MPOCMOTP
3aXBAUYCHHBIX JIAHHBIX, AaHAJIM3 JAHHBIX, [IOMCK OIIMOOK, UCCJEeI0BaHUE
MIPOU3BOJUTEIILHOCTH, TOJIPOOHOE UCCIIEIOBAaHNE OTACIBHBIX YYACTKOB CETH.

OCHOBHBIE 3JIEKTPOMATHUTHBIE XAPAKTEPUCTHUKUA KAOCIBbHBIX CHUCTEM:
NepeKpeCTHbIC HABOJKKM Mexay BUTbiMU napamu uin NearEndCrosstalk (NEXT),
3aryxaHue (attenuation), wummnegaHc (BOJTHOBOE CONPOTHBIICHWE), AKTUBHOE
CONPOTHUBJICHUE, EMKOCTb, YPOBEHB BHEIIHETO 3JIEKTPOMATHUTHOTO U3TYUEHUS, UITU
anekTpudeckuii mym. O030p KaOenbHBIX CKaHepoB kommanuu Microtestinc.,
WaveTekCorp., Scope Communication Inc. ®ynkuuun MIITIM: pyHkmmu npoBepku
anmapatypbl U KaOemel; CKaHMpOBaHUE KaOens; OmpeleleHUs pacrupeneiacHus
KaOeIbHBIX )KIJI; OIpeAeNeHUs KapThl Kabelnei; aBToMaTHIecKasi IpoBepKa Kabes;
LEJIOCTHOCTh LENU MpH MPOBEPKE IOCTOSHHBIM TOKOM; orpesiesieHue
HOMHUHAJIBHOM CKOPOCTH PACHpOCTPAHEHHS;  KOMIUIEKCHAas aBTOMaTHYecKas
IIPOBEPKA IAapbl ''CETEBOM aJanTep-KOHLEHTPATop'; aBTOMAaTW4YecKas IPOBEpKa
CETEBBIX aJanTepoB; (YHKIMM cOOpa CTAaTUCTUKH, CeTeBasi CTATHCTUKA;
CTaTUCTUKA OIIMOOYHBIX KaJpPOB; CTATHCTUKA MO KOJUIM3HUSM; pachpeiesieHne
UCTIONIb3YEMBIX CETEBBIX MPOTOKOJIOB; (DYHKIIMU aHAIN3a TPOTOKOJIOB

[lenu w® 3agauu  KOHTPOJBHBIX  IPOBEPOK  pabOTOCIIOCOOHOCTH U
3alTUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM H ceTeid. MeToauKku MpoBeIeHUs
KOHTPOJIBHBIX MPOBEPOK PaOOTOCIIOCOOHOCTH M 3aUIUIIEHHOCTH KOMITBIOTEPHBIX
cucteM u  cereil. CpeacTBa  MpoBeNEHUS  KOHTPOJIBHBIX  MPOBEPOK
paboTOCIOCOOHOCTH M 3alIMIICHHOCTH KOMIBIOTEPHBIX CHCTEM M CETeM.
[TonroroBka OTYETOB W PEKOMEHIAIMI MO pe3ysibTaTaM ayAuTa U KOHTPOJIbHBIX
MIPOBEPOK.

7.2.6. MeToauka  BBICTABJIEHHUS  OIEHKM TMPH  NPOBeJeHUU
NMPOMEKYTOUYHOI aTTecTAlNU
(Hanpumep, Dx3amern nposooumcs no mecm-ounemam, Kaxcowlil U3 KOMopvlx
cooepaxcum 10 eonpocoe u sadauy. Kaogicowiii npasunvhviii omeem Ha 60NPOC 8
mecme oyenusaemcs 1 6annom, 3adaua oyenusaemcs 6 10 6annos (5 6annos eepnoe
peuienue u S 6annos 3a eepuvlii omeem). MaxkcumanvHoe Koauvecmeo HabpaHHvix
oannos — 20.
1. Oyenka «HeyoosnemsopumenvbHoy cmasumcs 6 cayuae, eciiu CmyoeHm
Habpan menee 6 6ba08.
2. Oyenka «YooeremsopumenvHoy cmasumcs 6 ciyiae, eciu CHyOeHm
Habpan om 6 0o 10 b6annos



bannos.)

3. Oyenxa «Xopouwio» cmasumcs 8 ciyuae, eciu cmyoenm Haopanr om 11
0o 15 6annos.

4. Oyenxa « Omauynoy cmasumces, eciu cmyoeum nadbpan om 16 0o 20

7.2.7 IlaciopT OLIEHOYHBIX MATEPHAJIOB

Kon
KoHTponmpyembie pa3aeinbl (TEMBbI) . HanmenoBanmue
Ne /i KOHTPOJIUPYEMOM
JVICIIATUTHHEI OLIEHOYHOT'O CPEJICTBA
KOMIICTCHIINU

1 Lenb, 3amaum 1 KIacCHpUKaLKsL OIIK-16, OIIK-4.2 |Tect, koHTpOIbHAS paboTa,

Cp€aCTB MOHHUTOPUHI'A U aHAJIU3a 3almura J'Ia60paTOpHBIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MPOEKTY. ...

2 CucTeMBl yIIpaBIIeHUS OIIK-16, OIIK-4.2 |Tect, koHTpOJIbHAS paboOTa,
3aImTa J1a00paTOPHBIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MIPOEKTY. ...

3 Bcerpoennbie cucrembr quarnoctuku u- |OIIK-16, OIIK-4.2 |Tect, koHTponbHas padoTa,

ynpasnenus (Embedded systems) 3aMmuTa 1a60paTOPHAIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MIPOEKTY. ...

4 Ananusartopsl mpotokosos (Protocol  [OITK-16, OITK-4.2 |Tect, KoHTpOJIbHAS paboTa,

analyzers) u ceTeBble aHAIU3ATOPbI 3ammra J1abopaTOpPHbIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MPOEKTY. ...

5 KabesbHble CKaHEPHI U TECTEPBI. OIIK-16, OIIK-4.2 |Tect, koHTpONbHAS paboTa,
MHoro¢yHKIHOHAIbHBIE TIOPTaTHBHBIE 3ammTa J1abopaTOpPHbIX
puOOpPbI MOHUTOPHHIA pabor, 3amuTa pedepara,

TpeOOBaHUS K KYPCOBOMY
MPOEKTY. ...
6 Aynut paboTOCIIOCOOHOCTH 1 OI1K-16, OIIK-4.2 |Tect, KOHTpOJIbHAS pabOTa,

3aNIAIEHHOCTH

3alIuTa J1abopaTOPHBIX
pa0or, 3amura pedepara,
TpeOOBaHUS K KYPCOBOMY
IPOEKTY....




7.3. Mertoanueckue MaTepHuaybl, ONpeAesIONIHE MPOLETYPHI
OlleHMBAHMS 3HAHUI, YMeHM i, HABHIKOB U (MJIH) ONbITA AeATeJIbHOCTH

TectupoBanue ocymecTBisieTcs, JAUO0 TPU TMOMOIIM KOMIBIOTEPHOMH
CHUCTEMbI TECTHPOBaHHUS, JTUOO C HKCIOJb30BAHUEM BBIJAHHBIX TECT-33JJaHUN Ha
OymaxxHoM Hocutene. Bpems tectupoBanus 30 MuH. 3aTeM OCYIIECTBIISIETCS
IpOBEpKa TECTa 3K3aMEHATOPOM WU BBICTABIISIETCS OLEHKA COIJACHO METOAMKH
BBICTABJICHUS OLICHKU ITPU MPOBEICHUU TPOMEKYTOUHOM aTTeCTALINH.

Pemenne craHmapTHBIX 3aJad OCYIIECTBISETCS, MO0 MpU TMOMOIIU
KOMITbIOTEPHOM CUCTEMbI TECTUPOBAHMUSI, THUOO C UCIIOJIH30BAHNEM BBIIAHHBIX 3a/1a4
Ha OymMaxkHOM HocuTene. Bpems pemenus 3amad 30 MuH. 3aTeM OCYIIECTBISETCS
pOBEpKa pelieHusl 3a7ady HK3aMEHATOPOM M BBICTABISETCA OLIEHKA, COIJIACHO
METOJMKHU BBICTABJICHUS OLICHKH MPU IMPOBEACHUU TPOMEKYTOUHOM aTTeCTAllUU.

Pemenue mnpukimagHblX 3a7ad  OCYLIECTBISETCA, JUOO MpU MOMOIIU
KOMIBIOTEPHON CUCTEMBI TECTHPOBAHUS, THOO C UCTIOIH30BAHUEM BbIIAHHBIX 33124
Ha OymMaxkHOM HocuTene. Bpemst pemienus 3amay 30 MuH. 3aTeM OCYIIECTBIISIETCS
IpoBEpKa penieHusl 3a7ady HK3aMEHATOPOM M BBICTABISETCA OLIEHKA, COIJIACHO
METOJIMKU BBICTABJICHUS OLICHKH MPU MPOBEACHUH TPOMEKYTOUHOM aTTeCTallUU.

8 YYEBHO METOJIUYECKOE U HTH®OPMAILIMOHHOE
OBECIHHEYEHUE INUCIHUIIJINHDBI)
8.1 IlepeueHb yueOHOW JHUTEPATYpPbl, HEOOXOAUMOW /Jisi OCBOEHHS
AMCUMILTHMHBI

OcHosHnas numepamypa

1. TlpockypskoB, A. B. Kowmnsiorepusie cetu. OCHOBBI MOCTPOCHUS
KOMITBIOTEPHBIX CETEH W TEeIEeKOMMYHUKamuii : ydeOHoe mocobue / A. B.
[IpockypsikoB. — PoctoB-Ha-Jlony, Taraupor : N3marenbctBo HOkHOTO
dbenepanbaoro yausepcurera, 2018. — 201 ¢. — ISBN 978-5-9275-2792-2.
— Tekct : anexktponusiii // LudpoBoit oOpazoBarensHbil pecypc IPR
SMART : [caiit]. — URL.: https://www.iprbookshop.ru/87719.html

2. Kymuko, C. C. HWnadopmanuoHHas  0€30MaCHOCTh  JIOKAJIbHBIX
KoMIibloTepHbIX ceTeil : mpaktukym / C. C. KynukoB. — Boponex
BopoHnexckuil rocygapcTBeHHbId TexHHueckuii yHuBepcuteT, ObC ACB,
2021. — 57 c. — ISBN 978-5-7731-0969-3. — Tekct : 31MeKTpOHHBIN //
[Hudporoit obpazoatensubiii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/118614.html



https://www.iprbookshop.ru/87719.html
https://www.iprbookshop.ru/118614.html

8.2 IlepeueHb HMH(OPMALNMOHHBIX TEXHOJIOTMH, HCNOJb3yeMbIX HpPH
OCYIIECTBJICHMH 00pa30BaTeJbHOI0 Ipolecca MO0 JAWMCHUIIMHE, BKJIYas
nepeYeHb  JHMLIEH3MOHHOI0  NPOrpaMMHOro  olecrmedeHusl, PecypcoB
HH(OPMAIMOHHO-TEJIEKOMMYHUKAUOHHON ceTH «HTEpHET», COBPEMEHHBbIX
Npo¢ecCHOHANBHBIX 023 JaHHBIX U UH(POPMALMOHHBIX CIPABOYHBIX CHCTEM:
VYKaxxurte nepeuenv uHGopMayuoHHbIX MEXHON02UL

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJANUMASA 51
OCYHECTBJIEHUS OBPA3OBATEJIBHOI'O ITPOLECCA
Cneunanu3npoBaHHas JEKIIMOHHAS ayIUTOpHsS, OCHAaIIEHHAs
000py10BaHUEM JIJIsl JIEKIIMOHHBIX IEMOHCTPALMI U MPOEKIIMOHHOM anmnapaTrypoin
JlucrimeliHblld  KJacC, OCHAIIEHHBIM KOMIIBIOTEPHBIMHA IPOIPAMMAaMHM IS
IPOBEJCHUS JIAOOPATOPHOIO MTPaKTUKyMa

10. METOAUYECKHUE YKA3AHUSA J1JIA OBYYAIOIIUXCSA 11O
OCBOEHMUIO JUCHHUIIJINHBI (MO YJIA)
[To mucumnnuHe «MOHUTOPUHT (QYHKIMOHUPOBAHUS PaCHpPEIEICHHBIX
KOMIIBIOTEPHBIX CUCTEM) YUTAIOTCS JIEKIIUU, IPOBOAATCA Ja00paTOpHbIE paOOTHI.
OcHOBOM W3y4YeHMs] JAUCUUIUIMHBI SIBJSIOTCA JIEKUMH, HA KOTOPBIX
U3JIaralTCs Hanbosee CyIeCTBEHHBIC U TPYAHBIE BOIIPOCHI, a TAK)KE BOIPOCHI, HE
HaIIeIINe OTpaXXeH!s B yueOHOIl TuTeparype.
JIabopaTopHble pabOThl BHIIOJHAIOTCS HA J1a0OpPAaTOPHOM OOOpPYJOBaHUU B
COOTBETCTBUH C METOJIMKAMH, TPUBEICHHBIMH B YKa3aHHUSX K BBITIOJTHEHHUIO padoT.

Bunx yueOnbIx
. JleATenbHOCTh CTyIeHTa
3aHATHUHA
Jlexuusa Hanucanue koHCIIEKTa JIEKIMI: KPaTKO, CXEMaTUYHO, ITOCIE0BATEIBHO

(¢uKCUpOBaTh OCHOBHBIC TIOJOXEHHS, BBIBOABI, (HOPMYTUPOBKH,
0000I1IeHUs; TOMEYATh BAXKHBIE MBICIH, BBLICIATH KIIOUEBBIE CJIOBA,
TepMUHBI. [IpoBEepKka TEPMUHOB, MOHATHUNA C TOMOIIBIO YHUMKIOIEINM,
CJIOBApeH, CIPAaBOYHUKOB C BBINKMCBIBAHUEM TOJIKOBAHUU B TETPAlb.
O6o03HaueHUe BOMPOCOB, TEPMHUHOB, MaTepHalla, KOTOPHIE BBI3BIBAIOT
TPYIHOCTH, IIOMCK OTBETOB B pEKOMEHAyeMoH mureparype. Ecin
CaMOCTOSITENIFHO HE yAaeTcs pa3o0paThCsi B MaTepuaje, HEOOXOAUMO
chopMyIupoOBaTh BOIPOC U 3a/1aTh MPENOAABaTENI0 Ha JIEKIIUH WM Ha
MIPAKTUYECKOM 3aHSATHUU.




JlaGoparopHas paboTa

JlabGoparopupie  paboOThl  TMO3BOJSIIOT  HAYYHTHCS  MPUMCHSTH
TEOPETUYCCKUE 3HAHMS, IOJyYeHHBIC Ha JICKIUW TPU PEIICHUH
KOHKPETHBIX 3amad. YrtoObl Hambonee paruoHAIBPHO | IOJTHO
MCIIOJIb30BaTh BCE BO3MOXKHOCTH JTJAOOPATOPHBIX LISl ITOATOTOBKH K HAM
HE0OXO0IMMO: CIIeAYeT pa3o0paTh JICKIMIO 0 COOTBETCTBYIOIICH TeMe,
O3HAKOMHTCSI C COOTBETCTBYIOIIMM pPa3zeiioM y4eOHUKa, MpopadoTaTh
JOTIOJTHATEIBHYIO JIUTEPaTypy W HMCTOYHHUKH, PEIIUTh 3aJadd H
BBITIOJTHUTH JIPYT'HE MUCbMEHHBIC 3a/IaHN.

CamMocTosTenpHast
pabota

CamocrosaTenbHass paboTa CTYIEHTOB CIIOCOOCTBYET TIIyOOKOMY
YCBOGHHS ~ y4eOHOro  Marepuasa W Pa3sBUTHIO  HAaBBIKOB
camMo00pa3oBaHMUsL. CamocTosiTenbHas pabota Ipearosaraet
CIIEAYIOIIME COCTaBJIOIIME: - paboTa C TEKCTaMU: Y4YEeOHHKaMH,
CTIPaBOYHUKAMH, JTOTIOJHUTEIFHON JINTEPATypoil, a Takxke mpopaboTka
KOHCIIEKTOB JICKLIMI{; - BBIIOJIHEHHE JIOMAIIHUX 33JJaHUN U PACUeTOB;

- paboTa HajJ TeMaMH ISl CAMOCTOSITETIbHOTO N3YUCHHUS;

- y4JacThe B paboTe CTyIEeHUYECKUX HAyYHBIX KOH(pEPEHIIHIA,
OJIMMITHA[T; - TIOATOTOBKA K IIPOMEKYTOYHOM aTTeCTALUH.

ITonroroBka K

I'oToBUTHCS K HpOMG)KyTO‘IHOﬁ arTeCTaluu CICAYCT CUCTEMATUYCCKH, B

MPOMEKYTOUYHOW  [TedeHue Bcero cemectpa. VIHTEHCHBHAS MOATOTOBKA JIOJDKHA HAYATHCS
aTTecTaluu HE TMO37HEe, YeM 3a MECSI-TIONTOpa A0 MPOMEKYTOYHON aTTeCTaIluH.
JlanHble TIepen 3a4eToM C OIEeHKOW Tpu JHS 3¢h(EKTHBHEE BCETO
HCIOJIb30BATh JIA MTOBTOPCHUA U CUCTCMATU3AallNU MaTCpHaJia.
JIUCT PETUCTPAIIUA UBSMEHEHUUA
= Iloamnuce
) E 3aBEAYIOLIErO
Q )
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