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1. HEJIN U 3AJAYU JTUCHUTTJIMHBI
1.1. Hean auCHMIUIMHBI OOECMEYUTh YCBOCHHE OYAYITUMHU HWHXKEHEPaM,
CHIEIUATM3UPYIOMIMMCS B 00JIACTH OpPTraHW3allid W TEXHOJOTHH  3aIlUThI
uH(pOpMAaIuU, TIOBEACHUYECKMX MOTHBOB, IIeJieH, YCIOBUH W MEXaHU3MOB
COBEPIIICHUS] KOMITBIOTEPHBIX MPECTYIUICHHH, a TAKKE 3aKOHOJATEIHHBIX OCHOB MX
MIPEIOTBPAIICHUH.

1.2. 3agauu ocBoeHHuS TUCITHIIIINHBI

v\ NpPHBHTH HaBBIKK (POPMHUPOBAHHUS TPEOOBAHHMIA ITO 3aMUTE HH)OPMAIHH
B paznuuHbix KC.

v’ O3HaKOMHUTb C TpeOOBaHMAMH K 3aIUTE aABTOMATH3MPOBAHHBIX
uHopmanmonnsix cucrem (MC) ot HecankuuonuposanHoro gocrymna (HCJ) na
tepputopun Poccurickont denepanum.

2. MECTO JUCIHIUIIJIMHBI B CTPYKTYPE OIIOII
JuctummuHa «KoMIbloTepHbIe MPECTYIUICHUS B KOMITBIOTEPHBIX CHCTEMax
M CEeTAX» OTHOCUTCA K JUCIHUIUIMHAM 4YacTH, (OPMUPYEMOW yYaCTHUKAMHU
00pa3oBaTeIbHBIX OTHOLICHUN (IUCIMIUIMHA TI0 BBIOOPY) O0Kka b1.

3. IEPEYEHbDb I[INTAHUPYEMBIX PE3YJIbTATOB OBYUYEHUS 110
JUCHUTIJIMHE

[Ipouecc wu3ydenuss gucuuiuinHbl «KommbloTepHble NpecTyIUIEHUS B
KOMITBIOTEPHBIX CHUCTEMAax M CETAX» HampamieH Ha (OpMUPOBAHHUE CIEAYIOLIUX
KOMITETEHIIHAM:

[1K-4.4 - CnocoOeH ydacTBOBaTh B pabOTax MO MPOBEICHUIO IKCIIEPTU3HI
MpPU  PACCICIOBAHMM KOMITHIOTEPHBIX TMPECTYIUICHUM, TMpaBOHAPYIICHUN W
WHITAJICHTOB B KOMITBIOTEPHBIX CHCTEMAaX U CETAX



Komnerenuus

Pe3yabTarhl 00yyeHnsl, XapaKTepu3ylolue
copMUPOBAHHOCTH KOMIIETEHIIUN

TK-4.4

3HAET BH/JIbI, TEXHOJIOTMH MTOUCKA U aHAJIH3a CJIe/IOB
KOMITBIOTEPHBIX MIPECTYIUICHUH, MPaBOHAPYIIEHUH 1
MHIIUJCHTOB

3HAET CrocoObl OOHAPYKEHUSI U HEUTpaTU3aIllun
ITOCJIEACTBAN BTOPKEHUM B KOMITBIOTEPHBIE CUCTEMBI
3HAeT METOJIbI TPOBEACHUS PACCIICIOBAHNUS
KOMITBIOTEPHBIX MPECTYIUICHUHN, TPAaBOHAPYIICHUH U
MHIIUJCHTOB

3HAeT PYKOBOJSAIINE U METOAMYECKUE TOKYMEHTHI
YIOJHOMOYEHHBIX (heIepabHBIX OPTaHOB
UCTIOJTHUTENBHOM BIACTH MO 3alIUTe UHPOPMALIUU U
o0ecrnedyeHnIo 0€30MaCHOCTH KPUTHUECKOM
MH(GOPMALMOHHON MHPPACTPYKTYPbI

YMECT IPUMCHSATH HOPMATHBHBIC U ITPABOBBIC AKThI ITPH
IMPOBCACHUHA KpHMHH&HPICTPI‘ICCKOﬁ OKCIICPTU3BI U
KPUMHUHAJIIUCTUYICCKOI'O aHaJIM3a B IIPOLECCCEC

paccieoBaHts KOMIIbIOTEPHBIX PECTYIIIEHUH,
PAaBOHAPYIIECHUH U MHLIHUJIEHTOB B KOMITBIOTEPHBIX
CUCTEMAaxX U CETsX

BBISIBJISITh BOBMOKHBIE TPAEKTOPUH U3MEHEHUS COCTOSTHUI
(GYHKIMOHUPOBAHUS ~ KOMIIBIOTEPHOW  CHUCTEMBI U
IIPOTHO3UPOBATH BO3MOKHBIE ITyTH BO3SHUKHOBEHHSI HOBBIX
BUJIOB KOMIIBIOTEPHBIX MPECTYIIIEHUI

BJIaJICET HABBIKAMU OIPEENICHUS PUUMHBI U YCIOBUS
M3MEHEHUS CBOMCTB UCCIeayeMOoi HHPOpMaLuy,
MEXaHHU3M, TUHAMHUKY U 00CTOSTEIbCTBA COOBITHI TIO
uMeroleics nHpopMaui Ha HOCUTeNE TaHHBIX WIH ee
KOMUSM

4. OB BEM IUCHMIIVINHBI

O61ua;1 TPYAOCMKOCTDb OUCIHUIIIINHBI «KOMHBIOTeprle IMpECTYIVICHUA B

KOMIIBIOTCPHBIX CUCTEMAX U CETAX) COCTABJIACT 93.e.

Pacnpenenenue Tpy10eMKOCTH TUCIUIUIMHBI IO BUAAM 3aHATUN

o4yHas popma o0OyueHust

Buapl yueOHOI paboThI

Bcero CemecTtpbl
4acoB 9 10

AyauTopHbIe 3aHATHSA (BCEro) 180 72 108




B ToMm uucie:
Jlexmu 72 36 36
JlabopaTtopusbie pa6otsl (JIP) 108 36 72

CamocrosiTesibHast paboTa 108 36 72
KypcogBoii npoext + +
Yacbl Ha KOHTPOJIb 36 - 36
Bubl mpoMexkyTOYHOM aTTeCTalnH - 4 4 4
HK3aMEH, 3a4ET C OLICHKOMU

OO6111ast TPy 10€MKOCTb:

aKaJIeMUYECKHE Yachl 3a4.€/1. 324 108 216

5. COAEP’) KAHUE JUCHUIIJIMHBI (MOYJISA)
5.1 Copep:xanne pa3aejioB JAUCUMIUVIMHBI U pacnpejaesieHue
TPYAOEMKOCTH 10 BHAaM 3aHATHI
ouyHas popma oOyueHust

r{\i HanmeHnoBaHue TeMbl Conepxxanue pasnena Jlekir. f:}?" CPC B‘(;ZZO,
1 |OCHOBBI KOMIBIOTEPHBIX [TonsTue n Pa3sHOBUAHOCTh
MIPECTYIUIEHUI KOMIBIOTEPHBIX
NIPECTYILUICHUN. 12 18 18 48
XapaxkTepuCTHKa KOMITBIOTEPHBIX
MPECTYIICHUN
2 |PaccnenoBanue O630p yrpo3  MOJUTHKE
KOMITIBIOTEPHBIX HPGCTyHHeHHP’I 0e30macHOCTH KOMIIBIOTCPHBIX CUCTEM.
Ilepeuens moneneil PackpeiTue "
paccienoBaHue 12 18 18 48

KOMITBIOTEPHBIX MPECTYIUIEHNH. 3aKoHOAaTeIbHAS
0CHOBa OOPBLOBI ¢ KOMITBIOTEPHBIMH

MPECTYIIEHUSIMU
3 |[IIporuBoaeiicTBue JletanpHblil aHaNM3 BPEIOHOCHOTO MPOTrPaMMHOTO
KOMIIbIOTCPHBIM obecrnieueHusl. Knaccuduxanus BUPYCOB.
HPECTYILICHUAM, OBpHUCTHUYECKUI aHanu3. AHAIU3 pa3pyLIaOUIUX
OCYLICCTBISICMBIM € BO3/ICHCTBHIA MPOrPAMMHOT0 0OECIICUCHHSI 12 18 18 48
UCIIOTb30BaHHEM
BPEJOHOCHOIO
MPOrPaMMHOTO 00eCTIeueHuUs
4 |IIpotuBoaeiicTBUE KommeioTepHble  ceTeBble  aTakd. Y OaJeHHbIE
KOMIIbIOTCPHBIM KOMIIBIOTCPHBIC CCETEBBIC aTaKH: PaCHpPEACICHHBIC
HIpECTYILUICHUAM, noaxonsl opraHuzanuy. CHcTeMBl 0OHAapYKCHUS 12 18 18 48
pealn3ycMbIM B BTOPKEHMSI U MEXKCETEBOIO SKPAaHUPOBAHUSL.
XO0Jie IPOBEACHHUS
KOMITBIOTEPHBIX CETEBBIX aTak
5 |lIporuBoneiicTBue Anamu3  paspymIalOlIUX — BO3JCHCTBHI.
KOMIIbIOTEPHBIM Mertonst
NPECTYIUICHUSAM  IIYTEM obHapyxeHus u 60pbObI. [TomnTrku Ge3onacHoCcTH 12 18 18 48
pcamsaluy  IOJIHTHKH KOMIIBIOTEPHBIX CHCTEM. Opranuzanus

6esomacHocTH CeTeBOil NONUTUKHY 0€30M1aCHOCTH




6 |IlpenoTBpamenue XapaKTepuCTHKa OCHOBHBIX BU/IOB IPECTYIJIEHUN C
KOMIIBIOTEPHBIX TPECTYIUICHUH | HCIIOB30BaHHEM OaHKOBCKHX IUIACTHKOBBIX KapT.

B COLIMAIBHOM n |KommbloTepHBlE MpecTyIUIeHHs Ha coluanbHbele| 12 18 18 48
0aHKOBCKOI1 chepax HH(pOpPMAIIOHHBIE CeTH. IIpenynpexnenue
KOMIIBIOTEPHBIX MPECTYTUICHUH.

Hroro| 72 108 108 288

5.2 IlepevyeHn 1a0OPAaTOPHBIX PadoT

1. JlaGopartopHas pabora Ne 1. AHanu3 aTakv, OpUCHTHUPOBAHHOW Ha
B3JIOM MPOTpaMMHOr0 obecredeHus, myTéM 00xo0/1a MpoIeaypbl aBTOPU3ALIUY.

2. JlaGopatopnas pabora Ne 2. IIpoBenenuwe aHanm3a COBPEMEHHOTO
aHTUBUPYCHOTO TporpaMMHoro obecrneueHust (Avira, Norton AntiVirus, Panda,
Kaspersky, McAfee, NOD32, Avast, Dr.Web).

3. JlaGopatopHas pabora Ne 3. [IlpoBemeHusi CpaBHUTEIbHOU
XapaKTEPUCTUKU COBPEMEHHBIX MEXKCETEBBIX SKPAHOB.

4.  Jlabopatopnas pabora Ne 4. IlpoBenenue aHanu3a pabOThl CETEBBIX
ckanepoB. (Tcpdump, Sniffer Pro, NetXray, MS Network Monitor, Novell's
LanAlyzer, Wireshark).

5. JlabGopatropHas  paboTta No 5. [IpoBenenue

aHanW3a  CUCTEMbI OOHAPYKEHUS BTOPKEHHM Snort.

6. JlaGoparopnas pabota Ne 6. IlpoBemenue aHanmm3a IOJCUCTEMBI
6e3onacHoctH B cemeiictBe OC Windows.

7.  JlaGopatopHas pabota Ne 7.  IlpoBeneHue aHaiu3a IOJCHUCTEMBI
6e3onacHoct B OC Unix.

6. IPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT) U
KOHTPOJIBHBIX PABOT

B coorBercTBUM ¢  y4eOHBIM IJJAHOM  OCBOEHHUE  JUCIUIUIMHBI
IpeayCMaTpUBaeT BBINOJHEHUE KYPCOBBIX MPOEKTOB B 10 cemecTpax sl OYHOM
dbopmbl 00yICHMUS.

[IprmepHas TeMaTrka KypcoBOro npoekra: «Paccie1oBanne KOMIIbIOTEPHBIX
npectymiennii B PKC, ocyiecTBisieMpIx ¢ HCTIOIB30BaHHEM Web-TeXHOIOTHii.

3agauu, peraeMble MPU BBITIOJIHEHUH KypPCOBOTO MPOEKTA!

. 3aKpEINUTh 3HAHWE OCHOBHBIX MPHUHIUIIOB MOCTPOCHUS 3aIIUIIEHHBIX
PKC;

. 3aKpEeNuTh 3HAHUS OCOOCHHOCTEW 3alUThl MHPOPMAIMM Ha Y3Jax
KOMIBIOTEPHOM CETH, OCHOBHbIE KaTEropuu TpeOOBaHMH K MPOTPAaMMHON U
IPOrpaMMHO-aIMapaTHON peain3alii CPEACTB 3aIUTHl HH(DOPMALIUH.




KypcoBoii mpoexr
Y PaCUYETHO-IOSICHUTENIbHYIO 3aIUCKY.

BKJIIO4YAaT B

cebs1 rpadUUecKyIo

qacCTb

7. OHEHOYHBIE MATEPHUAJIbI /IUIAA TPOBEJIEHUA
MPOMEXYTOUYHON ATTECTALIMUA OBYYAIOIIIUXCS IO

JUCHUIIINHE

7.1. Onucanue nokasarejeil 1 KpuTepueB OLleHUBAHUA KOMIIETEHIMIA HA
Pa3JIHYHBIX 3Tanax ux GOPpMHUPOBAHNS, ONIUCAHNE IIKAJ OLEHUBAHUA

7.1.1 JTan TeKymero KOHTPOJIA

Pe3ynpTarsel TEKyIIEro KOHTPOJISI 3HAHUA U MEKCECCHMOHHOW aTTecTalyu

OLICHUBAIOTCA 110 CJIGI[}’IOIHeﬁ CHCTCMC. «aTTCCTOBAH»,

«HC aTTCCTOBAH».
Pe3yabTaThl 00y4eHus,
XapaKTepH3ylouue Kpurepun
Komnerenumusy P pr3y purep ATTecTOBaH He aTTecroBan
C(l)OpMMpOBaHHOCTb OlleHUBAHUSA

KOMIIETCHIUU

[1K-4.4

3HAET BUIBI,
TEXHOJIOTHH TIOUCKA U
aHaJM3a CJIeIoB
KOMITbIOTEPHBIX
MPECTYIJIEHUH,
MpaBOHAPYIIEHUN U
WHIMJCHTOB 3HAET
Coco0bI OOHAPYKEHUS
Y HEUTpanu3auu
MOCIEACTBUN
BTOP>KCHUM B
KOMITBIOTEPHBIC
CHCTEMBI 3HAET METOJIBI
MPOBEICHUS
paccieoBaHus
KOMITbIOTEPHBIX
MIPECTYIUIEHUH,
MPaBOHAPYIICHUH 1
WHIMJCHTOB 3HAET
PYKOBOJISIINE H
METOMYECKHE
JOKYMEHTBI
YIIOJIHOMOYEHHBIX
(benepanbHBIX OPraHOB
WCTIONIHUTENILHON
BJIACTH T10 3aIUTE
WHPOpPMAIIUH U
00eCTeYeHN 0
0e30macHOCTH
KPUTHYECKON
MH(GOPMAITMOHHOM

HHPPACTPYKTYPHI

YKQKHUTE KPUTCPUI

Brimostenue pabor B
CPOK,
IIPEeSyCMOTPEHHBIN B
pabouux
poTrpamMmMax

HeBbimonnenue
pador B cpoK,
MpEeyCMOTPEHHBIN B
pabounx
IIporpaMmax




YMEET MPUMEHATh
HOPMaTHUBHBIE U
MIPaBOBBIE AKTHI IPU
MIPOBEICHUH
KPUMHUHAIIMUCTUYECKOMN
9KCIIEPTHU3BI U
KPUMHUHAJIACTHIECKOTO
aHaJn3a B IIpoliecce
paccieoBaHus
KOMITBIOTEPHBIX
MIPECTYIIEHUH,
[IpaBOHAPYLIEHUH U
WHIU/IEHTOB B
KOMITBIOTEPHBIX
CUCTEMaXx M CeTsIX
BBISIBIISITH BO3MOKHBIE
TPaeKTOPUHN U3MEHEHUS
COCTOSTHUH
(YHKIMOHUPOBAHUS
KOMITbIOTEPHOM
CUCTEMBI 1
MIPOTHO3UPOBATH
BO3MOJKHBIE ITyTH
BO3HUKHOBEHMSI HOBBIX
BHJIOB KOMITBFOTEPHBIX
NPECTYIIICHUHN

YKQKHUTE KPUTCPUI

Brimosnenue pabor B
CPOK,
IIPEeSYyCMOTPEHHBIN B
pabouux
poTrpamMmMax

Hepbimonnenue
padort B cpok,
MpEeyCMOTPEHHBIN B
pabounx
porpamMmmax

BIIAJICET HaBBIKaMU
OTpeeICHUS TPUUUHBI
U YCIIOBUSA WU3MEHEHUS
CBOWCTB HcCClIenyeMOoun

nH(popMaIuy,
MEXaHHU3M, TUHAMUKY U
00CTOSITEIHCTBA
COOBITHIT 1o
HUMEIOIICHCS
nHpOpPMaLUH Ha

HOCHUTCIIC OAHHBIX HJIH
€€ KOIIUuAM

YKQKHUTE KPUTCPUI

Brimosenue pabor B
CPOK,
IIPEeSyCMOTPEHHBIN B
pabouux
poTrpamMmMax

Hepbimonnenue
pador B cpoK,
MpEeyCMOTPEHHBIN B
pabounx
porpamMmmax

7.1.2 dTan npoMe:KyTOYHOT0 KOHTPOJIsI 3HAHM I
Pe3ynbpraThl MpOMEXYTOYHOIO KOHTpPOJS 3HaHWUU oleHuBarorca B 9, 10

ceMecTpe AJisi OUHOU (HOpMBI 00YUEHUS MO YETHIPEXOATILHON CUCTEME:

«OTJIMYHO»,

«XOpOoUIO»;

«YOOBJICTBOPUTCIIBHO»,

«HEYJIOBIIETBOPUTEIILHOY.

KoMnereHnusy

Pe3yabTaThl 00y4eHusl,
XapaKTepH3yloume
c(OpMHPOBAHHOCTH

KOMIIeTeHIIHU

Kpurepuu
OLlEHNBAHUS

OTJu4yHO

Xopouo Ynosa.

Heynosa.




I1K-4.4

3HAeT BHUIHI,
TEXHOJIOTUH TTONCKA
Y aHaJIM3a CIIeI0B
KOMIIBIOTEPHBIX
MPECTYTUICHUH,
MIPaBOHAPYIICHUN U
MHUUICHTOB 3HAET
crocoOsI

Tect

Brmmonnenue
Tecta Ha 90-
100%

Brmmonnenue
Tecta Ha 80-
90%

Brmmonnenne
Tecta Ha 70-
80%

B Tecte
menee 70%
MIPaBUIIBHBIX
OTBETOB

oOHapy>XeHHs U
HeHTpamm3auuu
MOCJIEACTBUM
BTOP>KCHUI B
KOMITBIOTCPHEBIC
CHCTEMBI 3HaeT
METOZBI IPOBEICHNUS
pacciie/IoBaHHs
KOMITBIOTECPHBIX
MPECTYTIICHUH,
MpaBOHAPYILIEHUN U
WHIIMJICHTOB 3HACT
PYKOBOJISIINE U
METOANICCKHE
JIOKYMCHTBI
YIOJTHOMOYECHHBIX
(henepambHBIX
OpraHoB
UCTIOJTHUTEILHON
BJIACTH TIO 3aIUTE
nHPOpMAITUU U
00eCIIeYCHHIO
Oe3omacHoCTH
KPUTHYECKOU
nH(opMaMOHHOM

UH(PACTPYKTYPHI




yMeeT NIPUMEHATh
HOPMAaTHUBHBIC 1
MIPABOBbIE aKThI MIPHU
IpPOBEIECHUU
KPUMHUHAIUCTHYECKOM
SKCHEPTHU3BI U
KPUMHUHAIUCTHYECKOTO
aHaM3a B IpoIecce
paccienoBaHus
KOMITBIOTEPHBIX
IpeCcTYIUIEHU],
MpaBOHAPYIIEHUN U
WHIUJCHTOB B
KOMITBIOTEPHBIX
CHCTEMax M CeTAX
BBISIBIISITH BOSMOJKHBIC
TPAaeKTOpUU
U3MEHEHHUs COCTOSHUIL
(OYHKITHOHHPOBAHUS
KOMIBIOTEPHOI
CUCTEMBI U
MIPOTHO3MPOBATH
BO3MOJKHBIC ITyTH
BO3HUKHOBEHHS HOBBIX
BUI0B KOMITBIOTEPHBIX
MPECTYTUICHUI

Pemenne
CTaHIAPTHBIX
MPAKTUUECKHUX
3aJa4

3amaun
peEIICHBI B
TTOJTHOM
o0beEME U
MIOJTyYCHBI
BEPHBIC
OTBETHI

IIpogemoncTp
UpOBaH
BEPHBIN X0
pelieHus Bcex,|
HO HE MOJIyYeH
BEpPHBIN OTBET
BO BCEX
3aja4ax

IIpogemoncTp
UpOBaH
BEPHBIN X071
peueHus B
OOJBIIMHCTBE
3amaq

3amauu He
pEeIIeHbI

BIIQJICCT  HABBIKAMH
OTIpeJICIICHUS
NPUYHHBL U YCIOBUS
W3MCHEHUS CBOWCTB
uccaeayeMon
uHpopmanuu,
MEXaHU3M, TUHAMUKY
u 00CTOSATEIIbCTBA
COOBITHI o
HMEIOIICHCS
nHpOpPMAIINY Ha

Pemenue
TPUKIIATHBIX
3a/1a4 B
KOHKPETHOU
MpeaMETHO M
obnacti

3agaun
pEIICHBI B
[TOJTHOM
o0beEME 1
MIOJTyYCHBI
BEPHBIC
OTBETHI

[Iponemonctp
UpOBaH
BEPHBIN X0/
pemeHns BCex,
HO HE MOJTy4eH
BEpHBIN OTBET
BO BCEX
3amagax

[Iponemonctp
UpOBaH
BEPHBIN X071
permieHus B
OOJIBIIIMHCTBE
3amau

3amaun HE
PeIICHBI

HOCHUTCJIC JaHHBIX WU
€€ KOIIUAM

7.2

IIpumepHbIT

nepevyeHb

OICHOYHBIX

CpeacTB

(TunoBbIe

KOHTPOJIbHBIC 3aJaHMs WM MHbIE MaTepHaJbl, HEOOXOAUMBbIE 1JIs1 OLCHKH
3HAHM, YMEHHU I, HABBIKOB U (WJIH) ONbITA 1eATEJIbHOCTH)

7.2.1 IlpumepHbIii epevdeHb 3aJaHUi I MOATOTOBKHU K TECTUPOBAHUIO
1. Kakue mpecTyrieHHss OTHOCSTCS K MPECTYIUICHHSIM B cepe KOMIbIOTEPHOU
uHpopMaruu?

a) CO3/1aHHE BPEIOHOCHBIX KOMIIBIOTEPHBIX IPOrpamMM;

0) pacnpocTpaHeHHE TOPHOTpaPUIECKUX MATEPUATIOB C UCIIOJIb30BAHUEM
MH(POPMaILIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEH, B TOM uucie ceTh «IHTepHeT;
B)  INpPOBEJEHHUE a3apTHBIX UIp C VCIIOJIb30BaHUEM
UH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETeH, B TOM uucie cetu « THTepHeT»;

I') BCE OTBETHI IPABUIIbHBIE.



2. PonoBeIM O00BEKTOM TIpecTyIUieHUH B cdepe KOMIIbIOTEpHOM
uHGOpMaIUU SBISIFOTCS:

a) SKOHOMHYECKass 6€30MacHOCTb;

0) oTHOIIEHUS B c(hepe OXpaHbl ABTOPCKOTO MPaBa;

B) nH(poOpMaImoHHasi 6€30MacHOCTh;

r) o0I1IecTBeHHas: 0€30MacHOCTh U OOIIECTBEHHBIN TTOPSIOK.

3. CyObekToM TpecTymuieHHl B cdepe KOMIbIOTepHOU HHGOpMaALUU
SBIISICTCSL:

a) IOPUINYECKOE WIN (PU3NUECKOE JIUI0, HE UMEIOIINE Pa3peIIeHUs s
paboThI ¢ MHpOPMaIIUEH OTIPEIeTIECHHON KaTEerOpUH;

0) pusnueckoe, BMEHsAEMOE JIUI0, JocTUrIiee 18-IeTHero Bo3pacra;

B) (hU3MUECKOE, BMEHSIEMOE JIUIIO, JOCTUTIIIEeE 16-TeTHEro BO3pacTa;

r) pu3nUecKoe JUI0, HE UMEIOIIEE MpaBa Ha JOCTYI K KOMITbIOTEPY WIH
UH(OPMAITMOHHO-TEIICKOMMYHUKAIIMOHHBIM CETSIM.

4. K xommberotepHOi HHGOPMAITH OTHOCSITCS:

a) coOCTBEHHO MH(OPMAIIMOHHbBIE PeCyPChl (0a3bl JAHHBIX, TEKCTOBBIE,
rpaduueckue (haibl U T.1.), IPEACTaBICHHBIE B (hOPME IEKTPUIECKUX CUTHAJIOB;

0) mporpammel, obOecrieurBaroniie (YHKIMOHUPOBAHUE KOMIIbIOTEPA WIIU
MH(OPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIX ~ CETeH, XpaHeHue, O0OpadoTKy u
nepeaavyy JaHHbIX;

B) wuH(poOpManMsg HAa MAIIMHHOM HOCUTENE, B KOMIBIOTEpPE  WIH
UH(POPMAIIMOHHO-TEIEKOMMYHHUKAITIOHHBIX CETSIX;

I') BCE OTBETHI IPABUIIbHBIE.

5.  Ilpecrymnenue, npenxycmorpenHoe cT. 272 YK P® «HenpaBomepHsiii
JOCTYMN K KOMIBIOTEPHON MHPOPMALII) CUUTAETCS OKOHYEHHBIM:

a) C MOMEHTA COBEPILIEHUS HEIPABOMEPHOTO JIOCTYIIA K OXpaHsIeMOn
3aKOHOM KOMIIBIOTEPHOM HH(OpMaLny;

0) TOJILKO B Cllydae YHHUUTOKEHHUs, OJIOKUPOBaHUS, MOIU(DUKALIUU JTHO0
KOIIUPOBaHUsI KOMIIBIOTEPHON HHPOpMAIUY;

B) TOJIBKO NP HACTYIUICHUH TSDKKUX MOCIEACTBHM B Cllyyae YHUUTOXKEHHUS,
0JIOKUpPOBaHUs, MOAUPUKALUY TUOO KOMUPOBAHUS KOMITBIOTEPHON MH(OpMAIUK;

I') BCE OTBETHI IPABUIIbHBIE.



6. B ct. 273 YK P® «Co3gaHue, UCHOJIb30BaHUE U PACIPOCTPAHEHUE
BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOTpaMM» HE TMPeayCcMOTpeHa YroJOBHas
OTBETCTBEHHOCTH 3a:

a) BHECEHHE U3MEHEHUH B CYIIECTBYIOIIUE IPOTPAMMBIL;

0) pacmpocTpaHEHHE  MAIIMHHBIX  HOCUTENIEH C  BPEJIOHOCHBIMU
IporpaMMamu;

B)  HECAHKIMOHHPOBAHHOE  KOMHPOBAaHHE  OXpaHSAEMOM  3aKOHOM
KOMIBIOTEPHON HH(POpMaIny;

I') HeT IPAaBUIILHOTO OTBETA.

7.  Ilpectymnenne, mnpenycmorpeHHoe ct. 273 YK P® «Coznanue,
UCIIONIb30BaHUE U PACHPOCTPAHECHHE BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPaMM»,
CUUTACTCS] OKOHYCHHBIM:

a) TOJIbKO TIPH HACTYTIJICHUH TSHKKHUX TOCTICICTBUM;

0) TOJBKO B CiIy4ae HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHHUS, OJIOKMPOBAHUS,
Moaudukauu 1060 KOMUPOBAHUS KOMIIBIOTEPHON HHPOpMAIIHH;

B) C MOMEHTA HUCIIOJIb30BAHUSI UJIM PACIIPOCTPAaHEHUS BPEIOHOCHOM
IPOTPaMMBl;

r) C MOMEHTAa CO3JaHHWs, WCIIOJB30BAaHUS WJIA  PACIPOCTPAHCHHSI
BPEIOHOCHOH MPOTPaMMBI.

8. CyObekToM mpecTyIUieHHs, MpeaycMoTpeHHoro ct. 273 YK P®
«Co3nanue, UCHOJIb30BaHUE U PACHPOCTPAaHEHUE BPEIOHOCHBIX KOMIBIOTEPHBIX
IPOrpaMmy, SIBIISIETCS:

a) pusznueckoe, BMEHIEMOE JIUI0, TOCTHTIIEE 16-IeTHETO BO3pacTa;

0) pusmyeckoe, BMEHsIEMOE JIUIIO, JOCTUTIIIEeE 18-IeTHEro Bo3pacra;

B) JMII0, WMEIOIEe TPaBO HA JOCTYIl K KOMIIBIOTEPY  WJIU
MH(OPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIM CETSIM;

r) JU10, HE UMEIOIIIee MTpaBa Ha AOCTYH K KOMITBIOTEPY WU
MH(OPMAIMOHHO-TEIEKOMMYHUKAIIUOHHBIM CETSIM.

9. B uucne xpamudunupyomux npuszHakoB B cT. 273 YK PO
MIPEAYCMOTPEHO COBEPIICHHUE TAHHOTO MPECTYIUICHUS:

a) C LETBI0 CKPBITh APYTroe MPECTYIUICHUE WU O0JIETYUTh €r0 COBEPIICHHE;

0) 13 KOPBICTHOU 3aMHTEPECOBAHHOCTH;

B) U3 XYJIMTAHCKHUX MTOOYXICHUI;

') 1I0 MOTUBaM TOJIUTHYECKOHN, UJICOJTOTUUECKOM, pacoOBOM, HAIIMOHAILHOMN
WIN PEJIMTMO3HONM HEHABUCTH, WM BPaXIbl JHUOO MO MOTMBAM HEHABUCTH WM
BpPaXK/bl B OTHOIIICHUH KaKON-JIMOO COIMaIbHON TPYIIIIHI.



10. TIIpectymnenue, npenycmorpeHHoe cr. 274 YK PO «Hapyumienue
OpaBuUi  OKCIUTyaTalMd CPEACTB  XpaHEHWs, OO0paOOTKH WM  Iepeaadu
KOMIOBIOTEpHOH HHGOpMaUd U HUHYOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHBIX
CEeTei», CYUNTAETCS OKOHUYECHHBIM:

a) C MOMEHTa HAapyLIEHHs MPaBWJI SKCIUTyaTallUd CpPEJICTB XpaHEHHS,
00paboTKM WM TMepefayd KOMIMBIOTEpHOW  uHbOpManuu U
UH(OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETEH;

0) ¢ MOMEHTa YHUYTOXEHUS, OJJOKHMPOBAHUS, MOAU(PHUKALIUH JTHOO
KOIMPOBaHUSI KOMITbIOTEPHON MH(MOpMAIIK;

B) €CJIM ATO JIESIHUE MPUYUHUIIO KPYIHBIN yIepO;

I') TOJIBKO NPH HACTYIUIEHUH TSHKKUX MOCIEACTBUM.

7.2.2 IlpuMepHbIi IepevYeHb 3aJaHUi 1JIs1 pelleHUs] CTAHAAPTHBIX 32124
1. Koukperuzaumein moxean besuia-Jlallagyna siBiasiercss Moaeb NMOJUTHKHU
oesomacHoctn LWM+
Ha ocnose ananu3za yrpo3
C nmonHbIM nIepekprITHEM JIeHaBEpa

2. MeToa ynpaBJjieHUsI JOCTYIIOM, IIPH KOTOPOM KaKIOMY 00bEKTY CHCTEMbI
NPUCBAUBACTCA  MeTKAa  KPUTHYHOCTH,  OIpeleJsAmasi  LeHHOCTh
uHopmannu, HA3bIBAETCH MaHJIaTHBIM+ NPUBUIIETUPOBAHHBIM
UACHTUDUITPYEMBIM N30MpaTETHHBIM

3. Ha MHOromnosib30BaTe/ibCKMe CUCTeMbI ¢ HH(popManuei 0AHOr0 YPOBHS
KOH(PUACHIHMATBLHOCTH COIJIACHO «OpaHKeBOl KHUT'e» PACCUMTAH KJIACC
Cl+
B2
C2
Bl

4. HaumeHee 3aTpaTHbIH KPUITOAHAJIN3 /51 Kpunroajaropurma DES
nepedop Mo BceMy KITI0YEBOMY MPOCTPAHCTBY+
Pa3JI0KEHHE YNCIIAa HA CIIOKHBIE MHOKUTEIH
pa3iioKeHHE Yrciia Ha MPOCThIE MHOXKUTENH Iepedop
10 BBIOOPOYHOMY KIIFOUEBOMY IIPOCTPAHCTBY

5. Haykou, n3dyyawiuied MareMaTH4eCKrMe MeTOAbl 3alUThl HHGOpMauun
nyreM ee ImpeoOpa3oBaHMsl, SBJACTCH  KPUITOJOTUSAT  KPUNTOAHAIU3
creraHorpadus kpunrorpadus

6. HemoctaTkoM MOJeJIM KOHEYHBIX COCTOSIHHI NMOJMTHKHU 0€30MaCHOCTH
SIBJISIETCS



CJIO’KHOCTB peain3anuu+
VW3MCHEHUE JINHUU CBSA3U
CTaTU4YHOCTh
HU3Kas CTEIIEHb HAJCKHOCTU

7. HemocraTtok cucreM MU(PPOBAHUA € OTKPBITHIM KJIKYOM OTHOCUTEIBLHO
HU3Kas MPOU3BOAUTEIILHOCTh+ HEOOXOJUMOCTh PACHPOCTPAHEHUSI CEKPETHBIX
KJIFOYEH MPU UCIIOJIb30BAHUM IIPOCTON 3aMEHBI JIETKO ITPOU3BECTU NIOAMEHY OJIHOT'O
G pPOBAHHOTO TEKCTA APYTUM
Ha OJHOM M TOM € KJIt0U€ OJUHAKOBbIE 64-OUTHBIE OJIOKM OTKPBITOTO TEKCTa
nepeiayT B OIMHAKOBBIE OJIOKU MH(PPOBAHHOTO TEKCTA

8. OcHoBY mnoJUTHKH 0€30IIaCHOCTH COCTaBJIsIET CIOCO0 ympaBJieHUsS
JOCTYTIOM + IIpOrpaMMHOE 0OeCIIeUeHUE YIPaBIEHUE PUCKOM BBIOOP KaHAJIOB CBS3H

9. ITo noxkymentam I'TK kosam4vecTBo KiaaccoB 3amumedHoctu AC or HCJI
+

N 0 O\ \©

10. ITo noxkymentam I'TK camplii Bbicokuii kiaacc 3amumesnocta CBT or
HC x napopmanumn
1+
9
7
6

11. I[Ho3BoJsieT moJry4aTh A0CTYNl K HHpOpMAaLuK, NepexBa4yeHHON
APYTMMHU NMPOTPAMMHBIMH 3aKJIATKAMH, MO/IeJIb BO3IeCTBHUS MPOTrPaAMMHBIX
3aKJIQ0K THIIA KOMIIpOMeTalus yOopka Mycopa HaOJI0IeHUE IepexBaT

12. IIpu n3b6upareJbHOM MOJUTHKE 0€30MMACHOCTH B MATPHIIe 10CTyna
HA MepeceYyeHuy CTOJI0NA U CTPOKH YKA3bIBAETCHA TUI pa3pelIeHHOT0 JOCTyna +
OOBEKT CUCTEMBI CYOBEKT CUCTEMBI
dakT gocryna

7.2.3 IlpumepHbIid IepeveHb 3aaHUI JJIA pellleHus NPUKJIATHBIX 32124
1. Kakne CHUCTEMBl  TIpeJHA3HA4YeHBbl JUIsI oOecredYeHus
CETEBOI0 MOHUTOPHUHIA, aHAIN3A U ONIOBEILICHUS B CIIy4ae
0OHapyKEHHS CETEBOU aTaKku?
IDP +
AV
WCF



IPS
2. Kakwue CUCTEMBl  TpeIHAa3HaYeHbl ISl OOecCTeueHUs
CETeBOr0 MOHUTOPHUHTA, aHAJIN3a, OTIOBELICHHS B CITyyae
oOHapyKEeHHSI CETEBOM aTakH, a TAK)Xe CIIOCOOHBI ee OytokupoBath? IDP
AV
WCF
IPS +
3. B 9em 3akmrogaercs OTIMYKE BTOPKEHUH OT BUPYCHBIX aTak?
BTOPKEHHS OOBIYHO COJIEPKATCS B OTJEIBHOM 3arpy309HOM d(aiire,
KOTOPBIN 3aKa4yMBACTCS B CHUCTEMY TIOJIb30BATENsI  BTOPKEHHSI TIO XapakTepy
BO3JICHCTBHS HAa aTAKyEMYIO CETh MOTYT OBITh KaK
HEraTUBHBIC, TAK U HEUTPAJIbHBIC
+ BTOpIKEHUS MPOSBIIIOTCS Kak 00paslibl BHpYyca, HAICJICHHbIC Ha MOMCK
nyTel MPeoAOoICHIsI MEXaHU3MOB O00eCTieUeHHsI OE30MacHOCTH BTOPIKEHHUS, MOTYT
OCYIIECTBIISATHCS TIOCPEACTBOM CETH

4. Kak cucrema IDP B NetDefend oGHapyxuBaeT BTOp>KeHUsI? IO
CUTHATypaM BHUPYCOB U aTak + Mo ajgpecy oTnpaBuTes Tpaduka Ha
OCHOBE CTaTUCTUYECKOI0 aHaJIN3a

¢ nomouieko noyist ESP B coctaBe nepenaBaeMbIX JaHHBIX

5. B 2016 roxy 6b1u yKpageHsl AaHHbIE 412 MUITMOHOB
aKKayHTOB caiTa Jyisi «B3pocibix» 3HakoMcTB AdultFriendFinder (AFF).
3noymbIIeHHUKH Bocionb3oBamuck LFI — local file inclusion — Ha
OJIHOM U3 CEPBEPOB. A UTO 3TO TaKoe?

B03MOXHOCTh U3BMEHEHUS U BBINOJIHEHUS JIOKAJIbHBIX (aillioB HA CEpBEPHOU
CTOpOHE. +

VS3BUMOCT B TMpOIECCE KOMUPOBAHUS MpPHU 3alHMCH, H3-32 KOTOPOHU
M0JIb30BaTEb MOT MOBBICUTH CBOU MPUBUJIETUU.

AmnmapatHas omuMOKa MpoIeccopa, MO3BOJSIONIAsE MOJYYUTh JOCTYN K
BUPTYaJIbHOM IIAMSITH CEPBEPA.

6. Bumenkoii Ha Topte B3ioma AdultFriendFinder okazanace He
ToJIbKO B/l ¢ TMYHBIMU TaHHBIMU TIOJIB30BATENEH, HO U CaMH MapOoJIH,
KOTOpbIE OBLJIO HE TaK CJI0KHO BOCCTAHOBUTH U3 X3IIIA. A KaKoil
JITOPUTM UCTIOIB30BAJICS ISl UX XEIIUPOBaHUS?

SHA-3
SHA-2
SHA-1+
MD5



7. B 2017 roxy oqHOM U3 caMbIX YyBCTBUTENbHBIX YTEUEK CTAJ
B3JI0M KpeauTHOoTo O6ropo Equifax. Torma ObutH yKpaaeHb! THYHBIE U
(¢uHaHCOBbIE TaHHBIC 149 MUIIMOHOB aMEPHUKAHIIEB: /1aTa POXKIACHUS,
azpeca MPOKUBAHUS, HOMEPA CTPAXOBOK U BOJUTEIHCKUX
ynocroBepenuii. Bznom Equifax mmeeT He TOTBKO Y5KOHOMHYECKHE
MOCJIC/ICTBHSI: B COBOKYITHOCTH C JAHHBIMH U3 IPYTUX UCTOUYHUKOB OH
npeAcTaBiseT co0oit MmaTepuan A aHanu3a ¢ moMoinsio Al wim ML u
MO>KET OBITh UCTOJB30BaH B IIMUOHCKUX 1eisiX. K yTeuke mpusena
ysi3BuMasi Bepcusi Apache Struts Ha ogHOM U3 cepBepoB. Kak gymaere,
CKOJIbKO BPEMEHU €€ He OOHOBIISLIINA?
Henens
Mecsan
2,5 mecsma
4,5 Mecs1eB +
8. B 3TOM rofy Ob1JI0 HECKOJIBKO IMTPUMEPOB aTak Ha LETb
nocTtaBok (Supply chain attack), korga 3710yMBINIJIEHHUKH JIEHCTBOBAIIN
HE HAMpsAMYIO, a 4epe3 JOBEPEHHBIX MapTHEPOB. CBEXMIA TPUMEp —
aTaka Ha MHJIUNCKOro ayTcopc-ruranta Wipro, 4bd COTPYAHUKHA UMEIOT
JOCTYI BO BHYTPEHHHE CETU €BPONEHCKUX U aMEPUKAHCKUX KOMITAHHM.
Yepe3 Wipro npecTynmHUKN BHEPWINCH K €TI0 KIIMEHTaM U yCTAHOBUIIU
Ha KOMITBIOTEpax MporpaMmy Juisl yAanEHHOTO TOCTyMa. A Bbl
JorajiaeTech, Kakyro uMeHHo? TeamViewer
Ammyy Admin
ScreenConnect+
RDP
9.Ewe o/1HO#M TOJ0BHOW 0OJIbIO CHEHMAIUCTOB MO 0€30MACHOCTH SIBIISIOTCS
obnmaunbie cepBuchl. B 2017 romy B oOiauHoM XpaHwiuine Amazon Oblia
oOHapyxeHa OTKpbITas Oa3za naHHbIX 200 MJIH aMEpUKaHCKMX H30UpaTesei.
Nudopmaruss Obuta  OepeXHO TOATOTOBJIEHA W CHUCTEMaTU3MpOBaHA IS
aHaIMTU4YeCKor padoThl U npuHaanexana komnanuu Deep Root Analitics, kotopas
oOpabatpiBania ux 1o 3aka3y PecrmyOnmkanckoi maptuu. [[ns moctymna K Hel ObLI0
JI0OCTATOYHO...
3nate URL wnu nepeiitu Ha BHyTpeHHUM cyOnomen dra-dw (Deep Root
Analytics Data Warehouse) +
Hcnonb3oBaTh CTaHAAPTHYIO CBS3KY JIOTMH/TIaposib: administrator/qwerty
ObITh KTMEeHTOM Deep Root Analytics u 3aiiTu 11oj1 cCBOel y4eTHOM 3aIUChIO.
Ckavath 1o cchuike ¢ oduimaabHoro caiita Deep Root Analytics B paznene
TeXHUYECKas MOICPKKa



10.{a>xxe HeOompliasi omuOKa C MpaBaMu JOCTYNa MOXET HPUBECTU K
HEIMPUATHBIM TIOCIICCTBUSIM. B 3TOM romy ¢ 3TuM ctosikHymach [lodroBas ciryx6a
CHIA. JIro60i1 »xkenaroiuii MOT MOJYYUTh JOCTYII K JaHHBIM 60 MITH ITOJIh30BaTeIIeH
1 nH(pOpMaIKU O IBMKEHUH KOMMEPYECKUX T'PY30B. JJI 3TOro ObLIO JOCTATOYHO:

Ucnonb3oBate SQL-uHbekMM Ha caidTe NOpH IOUCKE IOYTOBOTO
OTTIPABJICHHUSI.

3nate URL wunu BHyTpeHHuit cyomomen dra-dw oOmadyHoro cepBepa

[TouToBO#1 CiTy>KOBI

Hcnonb3ys CBOM y4YeTHBIE JaHHbIE, MOAKIOYUTECA K cepBucam USPS 1o
API. +

11. Yemoeueckuii GakToOp A0 CUX MOP OCTACTCS OJJHUM U3 CAMBIX CIIA0BIX
MecT B uH(popMarmonHoit 6e3onacuoctu. B 2016 roxy B atom yoeauncs Uber, y
KOTOPOT0 YKpaJiv IaHHbI€ 57 MJTH BojuTesel u kiaueHToB. Komnanus notepsiia 200
MJTH J0JIIapOB Ha KOMIIEHCAMAX U MOJTy4Yuiia OTPOMHBIN yAap Mo pernyTaiuu, Koraa
nosiBMIIach MHGOpMAIKs, YTO OHA 3aruiaTuia 3ioyMbliuieHHHKaM 100 000$ wu
1esblid roJ1 ckpbiBaia (akT B3oma. Jloramaitech, Kak Xakepbl MOJYUUIIU JOCTYH K
YYETHBIM JaHHBIM coTpyaHukam Uber?

3n0yMBINIJICHHUKAM TPOJiaia JaHHbIe yOOPIIHIIa, KOTOpasi 3aMeTHIa Tapon
Ha CTHKEpax BO3JIE MOHHUTOPOB.

OmuH w3 cHCTeMHBIX aaMUHHUCTpatopoB Uber BBIIOKHMI Ha OJHOM W3
dbopymoB daitn koHpUTrypanuu ceTeBoro kKommyraropa Cisco Co CBOMMU YIETHBIMU
JAHHBIMU JIJIS1 BX0J1a BO BHYTPEHHIOIO CETh.

Y oxHOTO U3 Pa3pabOTUYNKOB YKpaau cMapTQOH, T1Ie XPaHIINCh TaHHBIC TSI
BXO/Ia BO BHYTPEHHIOIO ceTh Uber.

JIBa pa3paboTurKa BBUIOKHWIIU JIOTUH U TIAPOJIb IJISl BXO/1a BO BHYTPEHHIOKO
ceth Uber B xoxe na GitHub. +

12. Kubepyrposbl MOTyT OBbITh HalpaBlIEHbl HE TOJIBKO Ha MH(MOpMAIUIO,
HO ¥ Ha pu3nyecKyto uHGpacTpyKTypy. 1o Beikuranus Mosra, kak y ['mbcona, noka
HE JOLLIM, HO BOT mepemnporpammupoBath padoty IIJIK (mporpammupyembie
JIOTUYECKHUE KOHTpOJIIEphl) BpenoHocHoe [1O cMoxkeT. A KTO yMen 3TO JeNnaTh:

WannaCry

Stuxnet+

Bad Rabbit

Regin

7.2.4 IlpumMepHbIii NepevYeHb BOMPOCOB /ISl MOJATOTOBKH K 3a4eTy



He npenycMoTpeHo y4eOHbIM MIIaHOM
7.2.5 IlpumepHbIi NIepevYeHb 3aaHUI JJIM MOATOTOBKH K IK3aMeHY
1. IloHATHE «KOMIBIOTEPHBIE MPECTYIUICHUs». J[Ba OCHOBHBIX

noAX0Aa.
2.  Kpumunanuctuueckoe TOJIKOBAHUE KOMITBIOTEPHBIX
MPECTYIIJICHUMN.

3. CocTaB KOMIBIOTEPHBIX MPECTYIICHUH.

4. Knaccuduxamus KOMIOBIOTEPHBIX MpECTyIUieHui B Poccuiickoi
denepanum.

5. 3akonomartenpHas  0a3za B o0JacTM  KOMIIBIOTEPHBIX
npectymieHuit Poccun. OTBETCTBEHHOCTh 32 COBEPIICHHE KOMITbIOTEPHBIX
MPECTYIJICHUH Pa3IMYHOIO XapaKTepa.

6. MexayHapoaHbli KoupUKaTop KOMITbIOTEPHBIX
MPECTYIUICHUN.

7.  HesakoHHbIe BO3IEUCTBUS HA KOMIIBIOTEPHYIO HH(POPMALIHUIO.

8. Cucrema o0ecrnieueHus: OnepaTUBHO-PO3BICKHBIX MEPOTIPUSTHIA.

9. 3apyOexHoe 3aKOHOAATEIBCTBO B 00JIACTH KOMITHIOTEPHBIX
MPECTYIUICHUN.

10. Tlomutuka Oe3omacHOCTU. JKM3HEHHBIH IUKI KOMIIBIOTEPHOM
CUCTEMBI.

YTpo3bl KOMIIBIOTEPHOM CUCTEME.

11. Kanan yreuku. Buipl KaHAJIOB yTEUKH.

12. Omnucanue Mozeneil 0€30MACHOCTH C  HCHOJb30BAaHUEM
CyOBEKTOB U OOBEKTOB.

13. JluckpeTHbIe MOJIeNId O€30MacHOCTH.

14. Monens Anenrt.

15. IIpoctpancTBO XapTCTOHA.

16. Martpuua gocryma.

17. Mopens Xappucona, Py33o u Yibmana.

18. Mopens Take Grant.

19. Mopens ynpaBieHus: JOCTYTIOM.

20. Moaenu Ha OCHOBE aHAJIM3a YIPO3 CUCTEME.

21. HrpoBas MOJEb.

22. Mopenb cucTeMbl O€30IMaCHOCTH C MOJHBIM ITEPEKPHITHEM.

23. Mopenu KOHEYHBIX COCTOSTHUM.

24. Mopenb YpOBHEN CEKPETHOCTH.

25. Mogaens bemna-Jlanagyna.

26. Monaenb KUTalCKOU CTEHEIL.

27. Mopens Low-Water-Mark (bu6a).



28.

Mogens Jlenasepa.

29. Mopaens Knapka-Buscona.

30. Mogens JIuniaepa.

31. IlpuszHaku, MO KOTOPHIM MOXHO KJIacCU(PUIIUPOBATH BUPYCHI.

32. Knaccudukarus BUPYCOB I10 Cpeie OOUTaHwUS.

33. Kaccel BpeJOHOCHOTO MTPOTPaMMHOTO 00eCTICUeHUSI.

34. 3arpy3ounsie Bupychl. [Ipunimn paboThl.

35. Texnonoruu BcTpauBanus Bupyca B MBR u BR.

36. ®aitnoBbIE BUPYCHI.

37. Ilepe3anuceiBaroiiue, Mapa3UTHUYECKUE, BUPYChl 0€3 TOYKHU
BXOJ1A.

38. KommnanboH-BHUpYCHI, PailioBsie yepBH, Link-Bupychi.

39. OBJ-, LIB-BupycCBHI 1 BUPYCHI B HCXOJHBIX TEKCTaX.

40. Bupycsl cemeirictBa  Macro.  XapakTepHble  NIPHUMEPBI
IPOSIBICHUSIMU BUPYCOB CEMENCTBA Macro.

41. Ilonumopduk BUPYCHl. YPOBHU NOJUMOPPU3MA.

42. Crenc-BUPYCHI: 3arpy304HbIe, (PailioBbIe, MaKpO.

43. Pe3uneHTHbIE BUPYCHl. XapaKTEPUCTUKHU PE3UAECHTHBIX BUPYCOB.

44. YTUIUTHI CKPBITOTO aAMUHUCTPUPOBAHUSI.

45. TpostHckuit KoHb. Jlornueckast 6omo0a.

46. Ilonmumopdubie renepaTopbl. CEeTEBbIE BUPYCHI.

47. Metonbl OOHAPYKEHUS U YAAIEHUS KOMIIBIOTEPHBIX BUPYCOB.

48. Tunbl aHTUBHPYCOB.

49. Ckanepsl, CRC-ckanepsl, biiokupoBimnku, IMMyHH3aTOPBI.

50. JloxxHoe  cpabateiBaHue. CkaHUpOBaHUE IO  3ampocy.
CkaHMpOBAaHUE HA JIETY.

51. OOHapyxeHHe HEeU3BeCTHOro Bupyca. IIpoHuKHOBeHHE B
Ta0JIUIly BEKTOPOB mpepbiBaHuid. BerpauBanue B DOS. Jlpyrue crnocoOsl
IIPOHUKHOBEHUSI.

52. OOHapyXeHHe 3arpy304HOr0 BUpYyCa.

53. OOHapyXeHHE MaKpO-BUpYcCa.

54. Ilpo¢unakTvuka BHUPYCHOTO 3apa)K€HUs KOMIIbIOTEpA.

OCHOBHBIE MPaBUJIA 3ALUTHI.

55. BoccTaHOBIIeHHE TOPAKEHHBIX BUPYCaMU 0ObEKTOB.

56. VYsa3BumocTh. Yrpo3a. Ataka. KOMIOHEHTBI CETEBOM aTaKH.

57. Knaccudukaims ceTeBbIX aTak M0 COCTaBy.

58. Moaenu TpaJuLIMOHHBIX aTak.

59. Knaccudukanus CETEBBIX aTak 10 MIPUMEHEHHUIO.

KommyTtupyemast uHppactpykrypa. AHTU-CHUDPEPBHI.



60. IP-spoofing. IlpotuBogeiictBue  cnydunry. Otkaz B
oOcnyxxuBaHuu. [IpotuBozaeiicTeue.
61. Araku Tuna Main-in-the-Middle.
62. Artaku Ha ypoBHE npuioxxeHui. [IpotuBoeiicTeue.
63. CereBas pa3Beaka. 3M0ynoTpedIeHNEe JOBEPHUEM.
64. Ilepeanpecanusi HOPTOB MPU CETEBOM B3aUMOJCHCTBHM.
65. Yposuu moaemu [SO/OSI.
66. Kiaccudukaius ymaJeHHBIX aTaKk Ha  paclpejeieHHbIC
BBIYHMCIIUTEIbHBIE CUCTEMBI.
67. Amnanuz ceTeBoro Tpaduka.
68. CnocoObl aTaku TUIA aHAJIU3 CETEBOTO TpaduKa.
69. IloameHa noBepeHHOT0 0OBEKTA WU CYObEKTa pacipeIeICeHHOM
CETH.
70. BHenapeHwe B paclpeielieHHYIO CETh JIOKHOTO OOBEKTa MyTeM
HaBSI3bIBAHUS JIOKHOTO MapuipyTa.
71. Araka tuna «Jloxusiii ARP-cepep». CrieHapuii peanu3aiuu.
72. Peanuzanus aTaKu thna JoxHbeli  DNS-cepsep.
Cuenapuii 1:
3JIOYMBIIJIEHHUK B OJHOM cermMeHTe cetu ¢ DNS-cepBepom, HO B pa3HbIX
CerMEHTax C arakyemMbiM 00bekTOoM. CreHapuil 2: 3JO0yMBIIUIEHHUK B OJHOM
CEerMEHTE CETH C aTaKyeMbIM XOCTOM, HO B pa3HbIX cermeHTax ¢ DNS-cepBepom.
[Itopm DNS-3anpocos.
73. Has3bpiBaHME XOCTY JOKHOIO MaplIpyTa C HMCIOJIb30BaHUEM
npotokosia [CMP ¢ nenpro co3anus JIOKHOTO MAPIIPYTU3aTOPa.
74. IlpuHuuMn moaMeHbl ogHOTO U3 cyObekToB TCP-coenuHenus B

CETH
Internet.

75. IDS-cucrtemsl.

76. Tpu OCHOBHBIX MMOJX0/1a K OOHAPYKEHHUIO aTaK C MOMOIIBIO
IDS-cucrem.

77. HenocraTku COBPEMEHHBIX CUCTEM OOHAPYXKEHUSI.

78. XocroBas u ceteBas IDS. Xapakrepuctuku.

79. Araxu Ha IDS (Fragmentation Reassembly Timeoutattacks, TTL
Basedattacks, OverlappingFragments).

80. CurnarypHble U noBeaeHueckue [DS.

81. Pacnpenenénnsie cucteMbl OOHAPYKEHUS BTOPKEHUH.

82. (Cucrempl NpeIOTBPALLICHHS BTOPKEHUM.

83. OmnpexneneHue HOBBIX METO/IOB CETEBBIX BTOPKECHUIA.

84. BapuanTsl peakiuii Ha 0OHAPYKEHHYIO aTaKky ¢ momornbio [DS.



85. BrisBiEHME 310yNOTPEOICHUIM IIpY  aHAIIN3E
CETeBBIX  aTaK. DBPUCTHUYECKHM aHAJH3.
86. CoctaB M CTpyKTypa anmapatHOM pealu3aldd CUCTEMBI
0OHapyKEeHHsI BTOPKEHUH.
87. Ilpecrtymuienusi, coBeplIaeMble C MCIOIb30BAHUEM OAHKOBCKHUX
KapT.
88. Krnaccudukanus 6aHKOBCKUX KapT.
89. Vsa3BUMOCTH MexaHH3Ma (PYHKIIMOHUPOBaHUS OAHKOBCKUX KapT
B [IPUBA3KE K POLECCUHIOBOMY LIEHTPY, OaHKaM 3MUTEHTA U 3KBaipepa.
90. Amnanu3 cocTossHUN HH(POPMAIIMOHHOM 0€30ITaCHOCTH B
paboTe MPOLIECCUHTOBOTO LIEHTPA.
91. JIMYHOCTH KOMIBIOTEPHOTO MPECTYITHUKA.
92. JlBa moaxoja K ONpeIeTeHUI0 JUYHOCTH TPECTYITHHKA.
93. PackpeiTHE U pacciel0BaHHE KOMIIBIOTEPHBIX NPECTYIIEHUM.
TumnoBble cleACTBEHHBIE  CUTyalldd [E€PBOHAYAIBHOIO 3Tara u
CJIE/ICTBEHHbIE JEHCTBUS B 00JIACTU PACKPBITHSI KOMIIBIOTEPHBIX MTPECTYIIICHUH.
7.2.6. MeToauka  BBICTABJEHUA  OLEHKH  IIPH NMPOBeeHNH
MPOMEKYTOUYHOM aTTeCTAUU
DK3amer nposooOUmMcs no mecm-ouiemam, Kaxicowvlli U3 KOMopvix COOEPHCUM
10 eonpocos u 3adauy. Kaowcoviti npasunvublii omeem HA GONPOC 8 mecme
oyenuseaemcs 1 o6aniom, 3aoaua oyenusaemcs 8 10 b6annos (5 6annos eepuoe
peutenue u 5 6annos 3a eepuulii omeem). MaxkcumanvHoe Koauuecmeo HabpaHHvix

oannos — 20.

1. Oyenxa «Heyoosnemsopumenvnoy cmasumcsi @ ciyuae, eciu CmyoeHnm
Habpan menee 6 6aNO8.

2. Oyenka «YoosnemeopumenbHoy CMasumcs 8 ciyiae, eciu CmyOeHm
Habpan om 6 0o 10 6annos

3. Oyenxa «Xopowoy cmasumcs 6 ciyyae, eciu cmyoeum naopan om 11

00 15 bannos.
4. Oyenxa «Omauunoy cmasumcs, eciu cmyoeHm naopan om 16 0o 20

6annos.)
7.2.7 I1aciopT OLIEHOYHBIX MATEPHAJIOB
Kon
KoHnTpoaupyemslie pa3aeinsl (TEMbI) . HanmenoBanue
Ne n/m KOHTPOJIMPYEMOI
JTUCLUATUTUHBI OLIEHOYHOTO CPEJCTBA
KOMITETEHINH
1 OCHOBBI KOMIIBIOTEPHBIX I1K-4.4 Tect, KOHTpONIEHAS padoTa,
IpeCTYIUICHUH 3alUTa 1a00paTOPHBIX
pabor,  TpebGoBaHUSA K
KypCOBOMY IIPOEKTY




2 PaccienoBanne KOMIbIOTEPHBIX I1K-4.4 Tect, KOHTpONIBbHAs padoTa,
IPECTYIIEHU I 3alUTa J1a00paTOPHBIX
pabot, TpeboBaHuUs K

KypCOBOMY IIPOEKTY

3 . [1IK-4.4 Tect, KOHTpOJIBHAs paboTa,
[IpoTuBOAEHiCTBHE KOMITBIOTEPHBIM
3amuTa n1a00opaTOPHBIX

NPECTYIUICHUSM, OCYIIECTBIISIEMbIM C
pabor, TpeGoBaHHsS K
UCIIOJIb30BaHUEM BPEIOHOCHOTO
KypCOBOMY IPOEKTY
IPOTPaMMHOTO 0OecrieueHUs

4 . [1IK-4.4 Tect, KOHTpOJIBbHAs padoTa,
[IpoTuBOEHiCTBHE KOMITBIOTEPHBIM
3amuTa n1a0opaTOPHBIX

[PECTYILICHUSAM, PEAIU3YEMBIM BXOIE
pabor, TpeGoBaHHsS K
IIPOBE/ICHUS] KOMITBIOTEPHBIX CETEBBIX
ata KypCOBOMY HIPOCKTY
TaK

5 . [1K-4.4 Tect, KOHTpOJIBHAs paboTa,
[IpoTuBOEHiCTBHE KOMITBIOTEPHBIM
. 3amuTa n1a00opaTOPHBIX
IPECTYIUICHUSM nyTéM
pabor, TpeGoBaHHsS K
peanu3any  MOJIUTUKU
KypCOBOMY IIPOEKT
0€3011aCHOCTH P yp y
6 [1IK-4.4 Tect, KOHTpONBHAs paboTa,
[IpenoTBpaleHre KOMIBIOTEPHBIX 3aluTa n1a0opaTOPHBIX
IIPECTYIUICHUH B pabor, TpeGoBaHHsS K
COLIMATILHOM ¥ 0AaHKOBCKOM KYpPCOBOMY IIPOEKTY
chepax

7.3. MeToanueckue MaTepHAJIbl, ONpeleJAIINe  NPOHeIyPhI
OLICHUBAHMS 3HAHMI, YMEHMIi, HABBIKOB U (IJIM) ONBITA /1eSITeIbHOCTH

TectupoBanue ocymecTBisgercsa, JUO0 MPU TOMOIIM KOMIIBIOTEPHOU
CUCTEMBI TECTUPOBAHMsI, JUOO C HCIOJIb30BAHMEM BBIIAHHBIX TECT-33JJaHUI Ha
OymaxxHoM Hocurene. Bpems tectupoBanHust 30 MMH. 3aTeM OCYLIECTBIISETCSA
IpoBEepKa TecTa SK3aMEHATOPOM M BBICTABISETCS OIIEHKA COTJIACHO METOJIUKH
BBICTABIICHUS OLICHKH MPHU MPOBEACHUN TPOMEKYTOUHOM aTTeCTaI|H.

Pemenne craHmapTHBIX 3a1ad  OCYLIECTBISECTCA, JIMOO TIPU MOMOIUIH
KOMIBIOTEPHON CUCTEMbI TECTUPOBAHMSI, TUOO C UCIIOJIb30BAHUEM BBIJAHHBIX 33124
Ha OymakHOM Hocutene. Bpems pemenus 3agad 30 MuH. 3aTeM OCYLIECTBISAETCS
IPOBEpPKa pElIeHUs 3a7ad 3K3aMEHAaTOPOM U BBICTABIISIETCA OLIEHKA, COIJIACHO
METOJMKHU BBICTABJICHUS OLICHKH MPU IMPOBEACHUH TPOMEKYTOUHOMN aTTeCTALlUU.

Pemenune mnpuknaaHbIX 3a4ad  OCYIIECTBISETCS, JHUOO MNpU MOMOLIU
KOMIBIOTEPHON CUCTEMbI TECTUPOBAHMSI, TUOO C UCIIOJIb30BAHUEM BBIJAaHHBIX 3a/1a4
Ha OyMaxHOM HocuTelne. Bpems pemenus 3agad 30 MuH. 3aTeM OCYILIECTBIIAETCS
IpOBEpKa pEIIeHUs 3a7ad 5K3aMEHATOPOM U BBICTABISIETCA OLIEHKA, COTJIACHO
METOJIMKH BBICTABJICHUS OLICHKH MPHU MPOBEACHUH TPOMEKYTOUHON aTTeCTAIlUU.

3amuTa KypcoBoi paboThl, KypCOBOTO MPOEKTa UM OTYETa [0 BCEM BUAAM
IPAKTUK OCYILIECTBIISIETCS COIVIACHO TpeOOBaHUSAM, NPEIbSABISIEMBIM K padoTe,



ONUCAaHHBIM B METOJIMUECKUX MaTepuanax. [IpumepHoe BpeMs 3alluThl Ha OJHOTO
CTyAeHTa cocTaBiisieT 20 MuUH.

8 YYHEBHO METOANYECKOE U HTH®POPMALIMOHHOE
OBECINEYEHUE JUCIHHUIIJIUHBI)
8.1 Ilepeyenbp y4eOHOH JMTEpPATypbl, HEOOXOAMMON /Sl OCBOCHHUA
AUCIHUNIMHBI
1. TI'pebemkoB, A. I). Texnuyeckas HKCIUTyaTallMsl W yIOpaBJCHUE
TEJIEKOMMYHUKAIITMOHHBIMU CETAMH M CUCTeMaMmHu : ydeOHoe mocobue / A. IO.

I'pebemkoB. — Camapa : ITIOBODKCKHM T'OCYJapCTBEHHBIM YHUBEPCUTET
TeaeKoMMyHUKarui 1 uapopmatuku, 2017. — 199 ¢. — TeKcT : 3IeKTpOHHBIH //
[udposoit obpazoBarensHbii  pecypc IPR SMART : [caiit] — URL:

https://www.iprbookshop.ru/75415.html

2. CommanbHbIE CeTH KaK MH(PACTPYKTypa MEXKIMYHOCTHOTO OOIICHUS
1 (pPOBOTO MOKOJEHUS: TpaHchopmarys GpeiiMOB KOMMYHHUKAITUH : KOJUICKTUBHAS
monorpadus / A. I1. I'myxos, U. I1. Kyxenea-Caran, T. A. bynarosa [u ap.] ; moa
penakumen WM. I1. KyxeneBoit-Caran. — Tomck : M3garensckuil [Jom Tomckoro
rocyaapctBeHHoro yuusepcurera, 2017. — 220 ¢. — ISBN 978-5-94621-654-8. —
TekcT : anexTponHslii // Lludposoit o6pa3zoBarenbHbiil pecypc IPR SMART : [caiiT].
— URL: https://www.iprbookshop.ru/109075.html

3. Hecrepos, C. A. Ananu3 u ynpapjieHUE pUCKaMU B HHPOPMAITMOHHBIX
cucteMax Ha 0ase omepalnroHHBIX cucteM Microsoft : yue6Hoe mocobue / C. A.
HectepoB. — 4-e uzn. — Mocksa : UnTtepuer-YuuBepcuter MHbopMainoHHBIX
Texnonoruit (MHTYUT), Aii [Tu Ap Menua, 2024. — 250 c. — ISBN 978-5-4497-
2435-9. — Texkcr : anexktponusidt // LudpoBoit obpazoBarenbubiii pecypc IPR
SMART : [caiiT]. — URL: https://www.iprbookshop.ru/133918.html

4. Copokun, A. C. HNHPOKOMMYHHMKAIIMOHHBIC CHUCTEMBl M CETH.

TexHonoruu I/IH(bOpMaI_II/IOHHOFO oOMeHa 1 MCTOABI IIOCTPOCHHUA : y‘l€6HOC rmocobue

/ A. C. CopokuH. — MockBa : MOCKOBCKUI TEXHUUYECKUNH YHUBEPCUTET CBSI3H U
unpopmatuku, 2018. — 69 c¢. — Tekcr : osnekrponnbii // I{udposoii
obOpaszoBarensHblii  pecypc IPR SMART :  [caiir] @—  URL:

https://www.iprbookshop.ru/92424 html


https://www.iprbookshop.ru/75415.html

8.2 Ilepeuenr MHGOPMALNMOHHBIX TEXHOJOTHH, MCIOJb3yeMbIX IpPH
OCYLLIECTBJICHHMH 00pPa30BaTeJbHOI0 Ipouecca M0 AUCHUIUIMHE, BKJIIOYAs
nepeYyeHb  JHMUIEH3MOHHOIO0  NPOrpaMMHOIO  o0ecrmedeHHs, PeCypcoB
HH(OPMALMOHHO-TEJIEKOMMYHUKAUOHHOU ceTH «MHTepHeT», COBpeMEeHHBbIX
npogeccCHOHANBHBIX 023 JAHHBIX U HHPOPMALMOHHBIX CIIPABOYHbBIX CHCTEM:

1. http://www.edu.ru — mopran MuHHCcTepcTBa 00pa3oBaHUS U

Hayku PO

2. http://www.ict.edu.ru — cucrema (dhenepambHbIX
oOpazoBarenbHbIX opTanoB «MKT B 0O6pazoBanum»

3. http://www.openet.ru - Poccuiickuii TOpTanm  OTKPBITOTO
oOpa3oBaHuUs

4. http://www.mon.gov.ru - MuHHCTEpCTBO 00pa30BaHUs U HAYKU
Poccuniickon @enepanun

5.  http://www.fasi.gov.ru - ®denepanpHOoe areHTCTBO MO HAyKe W
WHHOBaIMsAM http://www.consultant.ru/document/cons_doc LAW_ 220885/

6. @enepanbHbii  3akoH "O  0€30MACHOCTH  KPUTHUYECKOMU
uHpopMarimonHo ~ WHPpacTpykTypbl  Poccuiickoit ~ ®enepauun"  oT
26.07.2017 N 187-@3

7. Tpynosou KOJIEKC PO. I'naBa 14.
https://www.msu.ru/info/is/docs/1/197fz.pdf 8. VYkaz3  Ilpe3unenra
Poccuiickoii @eaepaunn ot 02.07.2021 r. Ne 400
«O Crtparerun HanuoHalbHOU Oe3omacHocTH Poccuiickoit deneparm»

http://www.consultant.ru/document/cons_doc LAW_ 389271/
9. Caiit banka nansasix yrpo3 6e3onacHocty nHpopmarmu @CTIK
Poccuu.  https:/fstec.ru/

10. Onepaunonnast cuctema  Kali Linux, cozieprKalias

CpEICTBa IEMOHCTPAIlMU KOMIIBIOTEPHBIX aTakK, a TAK)Ke CPelICTBA
KOHTPOJIS 3aIIUIIIEHHOCTH HHPOPMAIIMOHHBIX CUCTEM METOJIOM
TECTUPOBAHMS HA MMPOHUKHOBeHHE https://www.kali.org/

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJIUMAS 1A
OCYHIECTBJIEHUS OBPA3OBATEJIBHOI'O ITPOIECCA

1. KoMmiekT AeHCTBYIOIMIMX HOPMATHUBHBIX JTOKYMEHTOB B 00JIaCTH
KOMITHIOTEPHBIX MPECTYIUICHUN U oOecrnieueHusi 6€30macHOCTH HH(POPMAITMOHHBIX
CUCTEM.

2.  KoMmmprOTepHBI K1acCc H  KOMIBIOTEPHBIE MPOTPaMMbl IS
JEMOHCTpPAIIMHA KOMITBIOTEPHBIX CETEBBIX aTaK U Mep 3aluThl OT HUX. [IpoekTop u
HOYTOYK.
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10. METOANYECKHUE YKA3AHUA JJISA OBYUYAIOIIUXCA 11O
OCBOEHUIO JUCIUIIJIMHBI (MO1Y JIS1)

[To mucrunmmae «KOMOBIOTEpHBIE TMPECTYIUICHUS B KOMIBIOTEPHBIX
CHUCTEeMaX M CEeTAX» YMUTAIOTCA JIEKIUHU, MPOBOJATCS JabopaTopHbIE padoTHI,
BBITIOJIHAETCS] KYPCOBOM MPOEKT.

OcHOBOWl W3y4YeHUS JUCUUIUIUHBI SIBISIOTCS JICKIIMHA, Ha KOTOPBIX
U3JIaraloTCsl Hanbosee CyIIeCTBEHHbIE U TPYAHbBIE BOIPOCHI, a TAKXKE BOIMPOCHI, HE
HalIEeAIINe OTPAXKEHUSI B Y4EOHOU TUTEpaType.

JlaGopatopHbie pabOThl BHIIOJHAIOTCS Ha JIaOOPATOPHOM 00OpYJAOBaHUU B
COOTBETCTBUM C METOJUKAMH, IPUBEICHHBIMU B YKA3aHUIX K BBIMOJHEHUIO PadOT.

MeToauka BBIOJHEHHS KYpCOBOIO TMPOEKTa U3JOKEHA B Yy4eOHO-
METOJIMYECKOM MOCOOMH. BBIMOMHATE 3Tambl KypcOBOIO MPOEKTa JOJKHBI
CBOEBPEMEHHO U B YCTAHOBJICHHBIE CPOKHU.

KonTtponb ycBoeHuss martepualia JUCHUILIUHBI TPOU3BOJUTCS TPOBEPKOU
KypCOBOT'0 MPOEKTA, 3aIUTON KypCOBOTO MTPOEKTA.

Bun yuebnbIx
. JleATenbHOCTh CTyIeHTa
3aHATUU
Jleknsa Hanucanue KOHCHEKTa JEKIUMW: KpaTKO, CXEMATUYHO, MOCJIEeI0BATEIbHO

¢ukcupoBaTh OCHOBHBIE  TOJIOKEHHs, BBIBOJBL,  (POPMYIHPOBKH,
000011eHNs; TIOMeYaTh Ba)KHBIE MBICIH, BBIAENATH KIIOUEBBIE CIIOBA,
TepMuHBI. [IpoBepka TEPMUHOB, MOHATHI C MOMONIBIO SHIMKIIONEINM,
CJIOBapeil, CIpPaBOYHHUKOB C BBIMUCHIBAHUEM TOJKOBaHUIl B TETPab.
O6o3HaueHue BOMPOCOB, TEPMHUHOB, MaTepHalia, KOTOPbIE BBI3BIBAIOT
TPYAHOCTH, IIOMCK OTBETOB B pEeKOMeHayeMoil muteparype. Ecmu
CaMOCTOSITENIbHO HE YyAaeTcs pazo0paTbcs B Marepualie, HeoOXOIuMo
chopMyIMpoBaTh BOMPOC M 33JaTh MpPENojaBaTeNi0 Ha JIGKIMHU WM Ha
MPAKTUYCCKOM 3aHATHU.

JlaGopatopHass  [JIaGopaTtopHbie pabOTHI HO3BOJISIOT HAYYUTHCS IPUMEHSTh TEOPETUUECKHE
pabota 3HaHUS, OJTYYECHHBIC Ha JICKIIUH IPU PEIICHUH KOHKPETHBIX 3aa4. YTOOBI
HanOosiee pPALMOHAIBHO U IIOJHO MCIIONB30BaTh BCE BO3MOXKHOCTH
71a00paTOPHBIX AJIs MOJATOTOBKH K HUM HEOOXOIUMO: CIEIyeT pa3odparTh
JIEKIHUIO TI0 COOTBETCTBYIOMIEH TE€Me, 03HAKOMHUTCS C COOTBETCTBYIOIIUM
pa3zmenoM ydeOHWKa, MPOpadOTaTh MONOIHUTEIBHYIO IJHUTEPATypy |
VCTOYHHKH, PEIIUTh 337a49H U BBITOJIHUTD APYTUE MHCHMEHHBIC 3aJaHNsI.




CamMocTosTeabHas
paborta

CamocrosiTenbHas paboTa CTYJEHTOB CIIOCOOCTBYET ITyOOKOMY YCBOCHUS
y4eOHOro Marepuajga ¢ Pa3BUTHIO HABBIKOB CaMOOOpa30BaHUS.
CamocrosTenbHas paboTa MpennojaracT CIeIyIOIUe COCTABISIOMUE: -
paboTta ¢ TeKcTaMH: YYeOHHKAMH, CIPAaBOYHHKAMH, JTOTIOJHHUTEIBHOM
JUTEPATypOid, a TaKkKe MPOopaboTKa KOHCIIEKTOB JICKIIUH; - BBHIMOJIHEHUE
JIOMAITHUX 33/IaHU U pacueTOB;

- paboTa HaJl TeMaMU JIJIsl CAMOCTOSITEIIBHOTO H3YYCHHUS;

- y4JacTHe B pabOTe CTYIEHUYECKUX HayYHBIX KOH(pEpEHIIHH,
OJIUMITHA]T; - TIOJITOTOBKA K TIPOMEXYTOYHON aTTeCTallNH.

IToaroroBka x
MIPOMEKYTOUHOMN
aTTecTaluu

['OTOBUTBCS K TIPOMEKYTOYHON aTTECTAIUU CIEAYET CUCTEMAaTUYECKH, B
TEYEHHUE BCero cemecTpa. IHTEeHCHBHAS MOATOTOBKA JI0JDKHA HAYaThCS HE
MI03/THEE, YEM 32 MECSIII-TTONITOPA JI0 POMEKYTOYHOH aTTecTanuu. JlanHbIe
nepea 3a4eTOM C OIEHKOM, 3K3aMeHOM Tpu JHsS 3(h(EKTHBHEE BCETO
HCIIOJIB30BaTh JIS1 MOBTOPCHUA U CUCTEMATU3allUU MaTCpUaJIa.

JIMCT PETUCTPAIIMU U3MEHEHUI

1/

IlepeyeHb BHOCHMBIX U3MEHEHUM

Iloamnuce
3aBEAYIOIIETO
Kadeapon,
OTBETCTBEHHOM 3a
peanm3zanuio OITOIT

JlaTa BHECEHUS
W3MEHEHU I







	1. ЦЕЛИ И ЗАДАЧИ ДИСЦИПЛИНЫ
	2. МЕСТО ДИСЦИПЛИНЫ В СТРУКТУРЕ ОПОП
	3. ПЕРЕЧЕНЬ ПЛАНИРУЕМЫХ РЕЗУЛЬТАТОВ ОБУЧЕНИЯ ПО ДИСЦИПЛИНЕ
	4. ОБЪЕМ ДИСЦИПЛИНЫ
	5. СОДЕРЖАНИЕ ДИСЦИПЛИНЫ (МОДУЛЯ)
	очная форма обучения
	6. ПРИМЕРНАЯ ТЕМАТИКА КУРСОВЫХ ПРОЕКТОВ (РАБОТ) И КОНТРОЛЬНЫХ РАБОТ
	7. ОЦЕНОЧНЫЕ МАТЕРИАЛЫ ДЛЯ ПРОВЕДЕНИЯ ПРОМЕЖУТОЧНОЙ АТТЕСТАЦИИ ОБУЧАЮЩИХСЯ ПО ДИСЦИПЛИНЕ
	8 УЧЕБНО МЕТОДИЧЕСКОЕ И ИНФОРМАЦИОННОЕ ОБЕСПЕЧЕНИЕ ДИСЦИПЛИНЫ)
	ОСУЩЕСТВЛЕНИЯ ОБРАЗОВАТЕЛЬНОГО ПРОЦЕССА

