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1. HEJIM U 3AJAYN TUCIUAIIVINHBI
1.1. Henu AUCHUILUIMHBI ABISETCA MPUOOPETEHHE CTYJEHTaMH 3HAHUI O
Ha3HAYCHHE MOHUTOPUHTA (HYHKIMOHUPOBAHUS KOMITBIOTEPHBIX CHUCTEM U CETEH,
HA3HAYCHUE ayIUTa KOMIIBIOTEPHBIX CUCTEM M CETEH, LIEJIEH U 3a]1a4 KOHTPOJIbHBIX
IPOBEPOK pabOTOCTIOCOOHOCTH U 3alUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM U CeTel

1.2. 3agauu ocBOeHHUSA TUCIHUIIINHBI
- chopMupoBaTh y OyIyIIEro CrenuaIucTa 3HaHUS ¥ yMEHUS TPUMEHSITh
CpEACTBA aHAJIN3a 3AIIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH;

- MPEIOCTABUTh BO3MOKHOCTh M3YYCHHS PETIAMEHTOB U OCOOCHHOCTEMN
MPOBEJICHUSI KOHTPOJIbHBIC MPOBEPKH PabOTOCIIOCOOHOCTH M 3alUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM M CETEH, OPraHU3alHNU ayJuTa KOMIBIOTEPHBIX CUCTEM H
CEeTEM.

2. MECTO JUCIMIIVIMHBI B CTPYKTYPE OIIOII
Hucuumnuaa  «MOHUTOPUHT  (PYHKIIMOHUPOBAaHUS  PaCHpPEEICHHBIX

KOMIIBIOTCPHBIX CUCTCM)» OTHOCHUTCA K JUCHUIIIMHAM 00s3aTeILHOM YacTu OJIoKa
bl.

3. HEPEUYEHD IIVIAHUPYEMBIX PE3YJIbTATOB OBYUEHUA 110
JUCHUIIVIMHE

[Mporiecc wm3yuyeHwWss AMCOUIUIMHBI «MOHHUTOPUHT (YHKIIMOHUPOBAHUS
pacrpeeieHHbIX KOMITBIOTEPHBIX CHUCTEM» HalpaBleH Ha (HOopMHpOBaHHE
CIIETYIOIINX KOMIICTCHIINN:

OIIK-16 - Ctoco6en nmpoBOAUTh MOHUTOPUHT pabOTOCIIOCOOHOCTH M aHAIIN3
3 (GEKTUBHOCTH CPEACTB 3aIUTHl HHPOPMAIIMK B KOMITBIOTEPHBIX CHCTEMaX M
CeTsIX;

OIIK-4.2 - CpoocobeH aHanUM3MpPOBaTh 3AIIMIIEHHOCTb, IPOBOAMTH
MOHUTOPHHT, ayaUT U KOHTPOJIbHBIE TPOBEPKU paboOTOCHOCOOHOCTH U
3alIMIIEHHOCTH KOMITBIOTEPHBIX CHCTEM M CeTel (CBs3b, MH()OPMAIMOHHBIC H
KOMMYHUKAIIHOHHBIC TEXHOJIOTHH)

Pe3yabTarhl 00y4eHHsl, XapaKTepHU3yHOLIHe

Komnerenuus
chopMHPOBAHHOCTH KOMIIETEHIIUH

OIIK-16 3HATh HA3HAYEHUE MOHHUTOPHUHTA u ayauTa

(YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CUCTEM U CEeTel

YMETh IPUMCHATH CPEACTBA aHAJIN3a 3alUIIICHHOCTHU
KOMIIBIOTCPHBIX CUCTEM U cerent




OIIK-4.2

3HaTh LEJIM W 33Ja4d  KOHTPOJIbHBIX MPOBEPOK
paboTOCTIOCOOHOCTH W 3AIMIIEHHOCTH KOMITBIOTEPHBIX
CUCTEM U CETEU

YMETh NPOBOJUTH KOHTPOJIbHBIE IPOBEPKU
paboTOCTIOCOOHOCTHU U 3aIUIIICHHOCTH KOMITBIOTEPHBIX
CUCTEM U CETEU

4. OBBEM JUCHMIIJINHBI

OO0mas Tpya0eMKOCTh TUCHUIUIMHBI «MOHUTOPUHT (DYHKIHOHUPOBAHUS

pacrpeeNeHHbIX KOMIBIOTEPHBIX CHCTEM» cocTaBiisieT 4 3.e. Pacnpenenenue
TPYJOEMKOCTH AUCIUIUIMHBI [0 BUAAM 3aHATUI ouHasi GopMa 00ydeHHs

. Bcero | Cemectpbl

Bunet yueOHoi paboTh HACOR 2
AyauTopHbIe 3aHATHA (BCero) 108 108
B ToMm uucie:
Jlexn 36 36
JlaGopatopusbie pabotsl (JIP) 72 72
CamocrosiTenbHast padoTa 36 36
Bubl npoMexyTOUHO aTTeCTalMU - 3a4€T C N N
OLICHKOH
OO6111ast Tpy10€MKOCTb:
aKaJIEeMUYECKHE Yachl 3a4.€/1. 144 144

4 4

5. COAEP KAHUE JUCHOUITJIMHBI (MOAYJISA)
5.1 Copep:xxaHue pa3fenoB JIUCUMIVIMHBI M pacnpeaeseHue
TPY/A0€MKOCTH 110 BHIaAM 3aHATHH

ouyHasi popma o0yueHust

Ne

HaumenoBanue Temsl
/1

JIab. B
Coneprxanue paszena Jlexn & CPC cero,
3aH. yac

1 [Uens, 3amaun u
KJIACCU(UKAIUS CPE/ICTB
MOHHTOpPUHTA U aHAITN3a

00630p: cpeacTBa yIPaBICHUS CUCTEMOM
(SystemManagement), BCTpOECHHBIE
CHCTEMBI TMarHOCTHKH U YIPABJICHUS ,
AHAJI3aTOPBI IPOTOKOJIOB, 000PYI0BaHUE
U151 AMATHOCTUKY U CepTH(OUKALTUH
KaOEIbHBIX CHCTEM, SKCIIEPTHBIC
CHCTEMBI, MHOTO()YHKIINOHAJIbHEIE

yCTpOiicTBa aHAIN3a U AUATHOCTHKHU




CrcTeMBl yrIpaBJIeHUs

DyHKIUU: yrpaBlicHuEe KOH(pUTyparuen
CeTH Y UMEHOBaHHEM; 00paboTKa

0OO0K; aHAJIN3 TPOU3BOAUTENEHOCTH, 12 24
yaet pa6oTsl cetu. [Tpotokon SNMP
BcTpoeHHBIE CHCTEMBI Arentsl SNMP: crangapter MIB-1 (RFC
MUarHOCTHKH U 1156) u MIB-II (RFC 1213); Arents 12 4
ynpasienust (Embedded [RMON
systems)
AHanm3aTopsl OO6mme XapaKTEePUCTUKH PA:
poTokoJjioB (Protocol [MOJTH30BATENbCKUN  mHTEpDEiic, Oydep
analyzers) U ceTeBble 3axBata, (QWIBTPH, MNEPEKIIOYATEIH,
QHAJTN3aTOPHI [OVCK. Merononoruss  NMPOBEIEHUS
QHAIM3a: 3aXBaT JAHHBIX, IPOCMOTP 12 24
3aXBauCHHBIX NAHHBIX, aHAIM3 AaHHBIX,
MOMCK OIIINOOK, HCCIIE0BaHUE
[IPOM3BOJUTEIBHOCTH, noapoOHoe
icciieIoBaHUE OTIENIBHBIX YIACTKOB CETH.
KaOenpHble cKaHephl U (OCHOBHBIE JIEKTPOMAarHUTHEHIE XapaKTe- 12 24

TECTEpHI.
MHoropyHKIIMOHALHBIE
MTOPTaTUBHBIC TTPHOOPHI
MOHHUTOPHHTA

PUCTHKH KaOCTHHBIX CUCTEM:
MEPEKPECTHBIC HABOJKU MEX]Ty BUTHIMH
napamu win NearEndCrosstalk (NEXT),
3aTyxaHue (attenuation), mMremnanc
(BOJIHOBOE COTIPOTHUBIICHHUE), aKTUBHOE
COTIPOTHBJICHHUE, EMKOCTb, YPOBEHb
BHEITHETO 3JIEeKTPOMAarHUTHOTO
V3ITyYEeHWS, WIIH DJIEKTPUIECKHN Iy M.
00630p KabETBHBIX CKAHEPOB KOMITAHUH
MicrotestInc., WaveTekCorp., Scope
Communication

Inc. ®ynkumun MIIMIM:  pysxoun
MPOBEPKH ammaparypbl W KaOenew;
CKaHUpOBaHUE Kaleys; OINpeaeNeHHs
pacnpeneneHuss  KaOENbHBIX KU
OTIpeICICHIS KapThl Kabeneit;
aBTOMaTU4ecKass IpoBepkKa  Kabeus;
IEJIOCTHOCTh IEMM TpU  MPOBEPKE
MMOCTOSTHHBIM  TOKOM; orpeaesicHue
HOMUHAIBHOU CKOpOCTH
pacnpocTpaHeHus; KOMILTEKCHAs
aBTOMaTHYeCKas IIpOBEpKa 1apbl
"ceTeBoi ajmanTep-KOHIEHTpaTop";
aBTOMAaTH4YCCKas IIpOBEPKaA CETCBBIX
ajantepos; pyHKIMU cOOpa CTATUCTUKH;

C€TCBasA  CTAaTHCTHKA, CTaTUCTHUKA
OIIMOOYHEIX KaaApoOB; CTaTUCTHUKa IIO
KOJITIU3UAM, pacnpeacicHue

HCIIOJIB3YEMBIX CETEBBIX IIPOTOKOJIOB;
(yHKIIIH aHAIH3a MPOTOKOJIOB




6 |Ayaur u|llenn m 3ama4u KOHTPOJIBHBIX MPOBEPOK

pa60TOCHOC06HOCTI/I pa60TOCHOC06HOCTI/I M 3allUIICHHOCTH
AIMIIEHHOCTH KOMIIBIOTEPHBIX ~ CHCTEM M  CETei.
MCTOI[I/IKI/I IMPOBEACHUA KOHTPOJIBHBIX
MIPOBEPOK paboTOCTIOCOOHOCTH u

3aIUIIEHHOCTH KOMMBIOTEPHBIX CHCTEM
u

ceteit. CpencTBa MpoOBEACHIMS 6 12 6 24
KOHTPOJIBHBIX TIPOBEPOK
paboTOCIIOCOOHOCTH U 3AIIUIIICHHOCTH
KOMITBIOTEPHBIX CUCTEM U CETEH.
IToaroToBka 0T4ETOB U pEKOMEH AL IO
pe3yimbTaTaM ayauTa W KOHTPOJIBHBIX
MIPOBEPOK.

Hroro 36 72 36 144

5.2 Ilepeuyennb 1a00paTOPHBIX padoT

1. MoHnuTOpuHT ceTH ¢ ucnoiab3oBanueM Systems Center 2012 Operations
Manager.

2. Zabbix — cBOOOIHO pacmpocCTpaHsemasi CUCTEMa ISl KOMILJIEKCHOTO
MOHUTOPHUHIA CETEBOTr0 00OPYAOBaHUS, CEPBEPOB U CEPBUCOB.

3. Nagios — cB0OOIHO pacmpocTpaHseMas mporpaMma Jijisi MOHUTOPUHTA
CUCTEM U CETEM.

4. Cacti - 6ecriaTHOE NMPUIIOKEHUE MOHUTOPUHTA

6. IPUMEPHAS TEMATHUKA KYPCOBBIX TIPOEKTOB (PABOT) U
KOHTPOJIBHBIX PABOT
B coorBercTBHM ¢ y4eOHBIM IJAHOM OCBOCHHC JUCIMILIMHBI HE
HpeAyCMaTPUBACT BBIMIOJHEHUE KYPCOBOTO MPOEKTa (paboThl) MM KOHTPOJILHOMN
paboTHI.

7. OUEHOYHBIE MATEPHUAJIbI VIS ITPOBEJIEHUSA
INPOMEXYTOUYHOM ATTECTAIIUU OBYUYAIOIIIUXCS 1O
JANCIHUIIJIMHE

7.1. Onucanue mokasareJsieil 1 KpUTEepHeB OLCHUBAHUA KOMIIETEHIIUI HA
Pa3JIMYHBIX 3TANAaX UX GopMHUPOBaAHMS, ONIMCAHME IKAJ OLCHUBAHUSA

7.1.1 JTan TeKymero KOHTpOoJst

Pe3ynprarel TEKyIero KOHTPOJS 3HAHMM W MEXKCECCMOHHOW AaTTeCTalluu
OLICHUBAIOTCS MO CIEAYIOLIEH CUCTEME: «aTTECTOBAHY;



«HEC aTTCCTOBAH».

Pe3yabTaThbl 00y4yenus,

XapakTepu3yriimue
KoMnerenuus Paictepisy Kpurtepuu oueHuBanus ATTecTOBaH He arTecroBan
c(OpMHPOBAHHOCTH
KOMIICTCHIINH
OIIK-16 3HATH HA3HAUCHUE 3HaHue HazHaueHus | Beimonsenne padot B| HeBbimonneHue
CPOK, paboT B cpoK,
MOHUTOPHUHIa 3| N N
p MOHHTOpHHIA 1 ay1uTa pelyCMOTPEHHBIH B | MPeIyCMOTPEHHBIN
ayauTa (GyHKIIMOHUPOBAHUS pabouux mporpammax B
(YHKUMORMPOBAHNS | 1oMMIBIOTEPHBIX CHCTEM pabowmx
KOMIIBIOTEPHBIX . mporpaMmax
o U CE€TEU
CHCTEM U CETEU
YMETbh IIPUMEHSTh YMEHHE TIPUMEHSTh Beinonsenue pabot B|  HeBbinosHeHwe
CpeacTBa aHaIn3a CpelCTBa aHalIn3a CPOK, N pabor B cpox, .
TPEIYCMOTPEHHBIH B| MpeaycMOTPEHHbIH
SalAIICHHOCTH 3alIMIICHHOCTH pabounx mporpamMmax B
KOMIIBIOTCPHBIX KOMITBIOTEPHBIX CHCTEM pabounx
CHCTEM U CETEU o ceTeit mporpaMmax
OIIK-4.2 3HATH [ICJTH ¥ 33J1aUd |3HAHUWE LEJIM U 3a7ayn | Beimonnenue pabor B[ Hepbimonnenue
CpOK paboT B CPOK,
KOHTPOJBHBIX >
P KOHTPOJILHBIX MPOBCPOK IIPEyCMOTPEHHBIN B | IPEyCMOTPEHHBII
TIpOBEPOK paboOTOCIIOCOOHOCTH M |paGounx mporpamMmax] B
paboToCcmoCcOOHOCTH SAIHIIEHHOCTH paboux
u mporpaMmax
KOMIIBIOTCPHBIX CUCTEM
3aLIUIIEHHOCT
Y KOMITBIOTEPHBIX u ceren
CHCTEM U ceTei
YMETb ITPOBOINUTH yYMEHHE TIPOBOINUTH Beimonaenne pa6ot B|  HesbimosHeHMe
KOHTPOJIbHbIC KOHTPOJIbHBIE POBEPKH CPOK, pabot B cpox,
IIPEeyCMOTPEHHBIH B | IPELyCMOTPEHHBII
TIpOBEPKH paboTOCIIOCOOHOCTH U | pagounx mporpanmmax B
paboTOoCIOCOOHOCTH H 3AIUIIEHHOCTH pabounx
3alIMIIEHHOCTH
H KOMIIBIOTEPHBIX CUCTEM Hporpammax
KOMITbIOTEPHBIX

CHCTEM U CeTer

U ceTen

7.1.2 JTan npoMe:KyTOYHOI0 KOHTPOJISI 3HAHUI
Pe3ynbTaThl MPOMEXKYTOUHOTO KOHTPOJISl 3HAHUI OLIEHUBAIOTCS B 8 ceMecTpe
JUTsL OYHOUM OopMBI O0yUEHHUS 110 YeThIPEX0aJUIbHOM CUCTEME:
COTIUYHON;

«XOpOoUIO»;

«KYOOBJICTBOPHUTCIIBHO» |
«CHCYAOBJICTBOPHUTCIILHO.

Komme| Pe3yabraTni o0y4enus,
XapaKTepu3ylouye Kpurepun
- PaITepIBY purep OT1aU4HO Xopouo Ynosa. Heynosa.
C(bOpMPlpOBaHHOCTb OueHﬂBaH“ﬂ
TCHI NS KOMIIETeHIUH
OIIK- |3Hath Ha3zHauenue |Tect Brimonnenue | Beimonnenne tecta | Bemmonnenue tecta | B Tecte
- - - menee 709
16 MOHUTOPHETA . tecta Ha 90 Ha 80 Ha 70 %
0 0 0 TIPABUIIBHEI
aynuTa 100% 90% 80%
X OTBETOB
(YHKITMOHUPOBAHU
s1 KOMIIBIOTEPHBIX
CHCTEM U CETEH




YMETh IPUMEHATh | Peruenue 3amaun  |IIpomemonctpuposa | [IponemoncTpuposa | 3anauu He
CpEICTBa aHa/IM3a |CTAHIAPTHBIX | PCIICHBI B H BEPHBIN X0 H BEPHBIN X0 PpeLIEHbI
3AIHIEHHOCTH HPaKTHIECKN MOJIHOM  |pEIICHUsI BCEX, HO HE pelIeHus B
X 3a1a4 obbeme u MOJTy4eH BepHbIH | OONBIIMHCTBE 3a1a4
KOMIIBFOTEPHBIX MoTygeHEI OTBET BO BCEX
CHUCTEM U CCTCHU BEPHBIE 3azadax
OTBETHI
3HaTh  LEJIH u |Pemenue 3amaun  |IIpomemonctpuposa | [IponemoncTpuposa | 3anauu He
3aMauun MPUKIAJHBIX | PCIICHBI B H BEPHBIN X0 H BEPHBIN X0 PpeLIEHbI
KOHTPOJTBHBIX 3aa4 B MOJIHOM  |peLICHUsI BCEX, HO HE pelIeHus B
HpOBEpOK KOHKDETHOI obbeme u MOJTy4eH BepHbIN | OONBIIMHCTBE 3a1a4
5 5 npeaMerHoil | TOMYHYEHBI OTBET BO BCEX
paborocnocobHocH | L BepHBIE 3amauax
A 3alUIIEeHHOCTU OTBETHI
KOMITIBIOTEPHBIX
CHCTEM U ceTel
OIIK- YMETb IPOBOJUTH Tect Brmonnenne | Breinonnenune tecta | Beimonnenue tecrta | B Tecte
4.2 KOHTPOJIbHbIE Tecra Ha 90- Ha 80- Ha 70- menee 70%
MIPOBEPKU 100% 90% 80% [IPaBUJIbHBI
X OTBETOB
paboTocmocoOHOCT
Y ¥ 3allUIIEHHOCTH
KOMIIBFOTEPHBIX
CHCTEM U ceTei
3HATh HA3HAucHUe |Pemenue 3amaun  |IIpomemonctpuposa | [IpogemoncTpuposa | 3agaun He
MOHHTOPHHTA | CTAHAAPTHBIX | PELICHBI B H BEpHBIN X0 H BEpHBIN X0[ pelnIeHs!
IIPAKTHYECKH MOJIHOM  |peIleHust BceX, HO He peleHus B
aynura X 3a1a4 o0beme u MOJTy4eH BepHbIN | OONBIIMHCTBE 3a1a4
(bYHKI_II/IOHI/IpOBaHI/I TOJYYEHBI OTBET BO BCEX
s1 KOMIIBIOTEPHBIX BEpHBIC 3ajavgax
CHCTEM U ceTei OTBETHI
YMETh IPUMEHATh | Peruenue 3agaun  |IIpopemoHnctpuposa | IIpogemoncTpupoBa | 3anauu He
Cpe/CTBA aHANMM3a  |IPMKIAJHBIX | PEIICHbI B H BEPHBIN X0[ H BEPHBIN X011 pelnIeHs!
SAIIMIIEHHOCTH 337124 B MOJIHOM  |peIleHust BceX, HO He peleHus B
KOHKPETHOI o0beme u MOJTy4eH BepHbIN | OONBIIMHCTBE 3a1a4
KOMIIBIOTEPHBIX
N npeMeTHOH | TOMY4CHBI OTBET BO BCEX
CHUCTEM U CETEU oBsacTIH BepHEIS 3aauax
OTBETHI

7.2 IlpumepHBbIii IepevYeHb OLEHOYHBIX CPEACTB (TUINOBbIE KOHTPOJIbHbIE
3aJaHUsl UM MHbIE MAaTepPHAJIbl, HEOOXOAUMBbIE /ISl OLeHKU 3HAHUM, YMEHUI,
HABBIKOB U (MJIH) ONbITA JESATEJIbHOCTH)

7.2.1 IlpuMepHbIii NepevyeHb 3aIaHU 1JI51 pelIeHNs] CTAHIAPTHBIX 32124
1. ITporoxonn SNMP cnyxut s ueneit ynpasnenus B Ethernet + B ISDN +
B FDDI +

B ATM +

2. K ceram, B KOTOpBIX ISl YIIPaBJICHUs MpUMEHsAETCS npoTtokon SNMP,
OTHOCAT
X.25 +



SDH +
TCP/IP +
ISDN +

3. Ynopasnstomeit 6a3oii ganabix nporokona SNMP sensercs UDP
TTL

RTF

MIB +

4. Jloctym K yrpaBistoniei 6aze nanasix MIB MokeT ocyiecTBIsIThCs

aIMUHUCTPATOPOM JIOKaIbHOM ceTu + OBM
+

crieupuKaToOpoM JOCTyma
UACHTU(UKATOPOM OOpAaTHOM CBA3U

5. YtoObl 6a3a JaHHBIX ObLIA JOCTYIIHA, HEOOXOIUMO HAIMYNE

snmp-7eMoHa + ueHTuPuKaTopa

BBOJIa MoJiupuKaTopa

MHULATU3ALT

MapaMeTpOB OTHOCUTEILHON MapUIPyTU3ALIUU

6.1Iporokos SNMP nipuroseH ajis IMarHOCTUKU
TOJIBKO JIOKAJIbHBIX CETEW TOJIBKO KaHAJIOB
Nutepuet Tonbko ceteit IDSN

KakK JIOKaJbHBIX CETEH, TaK U KaHanoB VHTepHeT +
7.1 KakuX 1esieid MOKET UCTOb30BaThes MpoTokoa I[CMP?

IUISl TPACCUPOBKH MAapIIPYTOB + JJIs1 U3BMEPEHUS
IIPOLIEHTA UCIIOPYEHHBIX ITAKETOB + I
nosyyeHus: uapopmanuu o DoS-atakax +

JUIS TIOJTyYE€HUS I/IH(bopMauHH 00 YXYIAIIEHUU CUTYalluu B OTAEIBbHBIX
CETEBBIX CErMeHTax +

8.IIpoTokon ICMP npuroaeH ajisi AMarHOCTUKU



TOJIBKO JIOKAJILHBIX CETEN TOJIHLKO KaHAJIOB
HNutepuet Tonbko cerert UDP kak smokaibHBIX
CeTeH, TaK U KaHasoB MIlHTepHeT +

9.Cpenu HanboJiee 4aCTO BCTPEUAIOLIUXCS MPOOJIeM TUAarHOCTUKU CETH
CJIeIyeT BBIJACIUTh Pa3pbIBbl KAOEIbHBIX CETMEHTOB + HECAHKIIMOHUPOBAHHOE
npumeHenue [P-apecoB + HekauecTBEHHOE TUTAHUE CETEBOTr0 00OPYIOBAHMS +
BBIXO/l U3 CTPOSI TEX WJIM UHBIX YCTPOUCTB +

10. [Touemy He Bce DBM umerot aktuBHbie SNMP-pe3nieHTsI?
0 IIPUYMHE YIKOHOMUU OIlEpaTUBHON NaMATH +
U3-3a CTpEeMJICHUS N30€KaTh MEPErpy30K CETU IO
cooOpakeHHsIM 0€30MMacHOCTH +

IO TCXHUYCCKHUM IIPUINHAM

7.2.2 IlpuMepHBIil epeveHb 3aJaHUH IS PellleHUus] NPUKJIAAHBIX 32124
1. K cneuuanu3upoBaHHBIM JUArHOCTUYECKHM MPOrPAMMHBIM MPOAYKTaM,
nMerommmcs B UHTepHere, OTHOCST

Etherfind +

Tcpdump + netwatch
_|_

netguard +

2. K pexumam paboThl cily:)keOHOU TporpamMmbl sock cienyer oTHecTd
pEKUM BHPTYaJIbHOI'0 CEpBEpa YCTAHOBJICHHE KaHajla KIMEHT-CEPBEP + PEKUM
KJIMCHTa-OTIIPaBUTEIISA +

PEKUM IIPpUEMA U HTHOPHUPOBAHUA JAHHBIX U3 CCTHU +

3. K  cnenuanu3upoBaHHBIM  JUArHOCTUYECKMM  IPOTrPaMMHBIM
IPOIYKTaM, BXOJAIUX B KOMIIJIEKTBI IOCTABKU CTAHJAPTHBIX CETEBBIX ITAKETOB JIS

OC UNIX,

Windows, cienyer OTHOCUTD
ping + tracetoute +
netstat +

snmpi +

4.  Jns uzmeHeHus KoHUTrypanuu ciiyx0bl nMeH Ha IBM npumensiercs
KoMmaHaa chnamsv +

hostname Isnamsv
mknamsv



5. VYnaneuune TCP/IP ciayx6b1 umMeH u3 9BM npou3BOIUTCs C MOMOIIBIO
KOMaHIbl rmprtsv netstat slattach
rmnamsv +

6. PasMep makeTta mpu npoueaype ping no yMoJ4aHUIO COCTaBISET
44 Gaiita

56 Gaiit +

72 Ganita 75

OaiiT

7. BribepuTe M3 HKEMPUBEACHHBIX 3aIMMCEH MPAaBUIbHBIE 0003HAYCHUS
ocHoBHBIX TCP/IP neMoHOB:

fttp rexec
rwhod +
syslogd +

8. 3onnas unpopmanust DNS-cepsepa cogepxutcs B (aitiie named.local
named.rev + named.hosts
named.ca

9. annsbie o nokansHOM nomeHe DNS-cepBepa conepxarcs B daiiie
named.hosts + named.boot named.ttf named.cyr

10. Ortnanka, KOHTpOJIb U quarHoctuka DNS-cepBepa
OCYIIECTBJISIETCS ¢ UCIOJIb30BaHUEM Tpolieypbl nslookup + msconfig
dnstoolkit dnstoolbar
7.2.4 IlpumepHbIii IepevYeHb BOMPOCOB /ISl MOJATOTOBKH K 3a4eTy
He npenycMoTpeHO yueOHBIM TIaHOM

7.2.5 IlpumepHbIi epevYeHb 3aJaHUM 1151 PelIeHUs MPUKJIAJIHBIX 3a/1a4

0O0630p: cpenctsa ynpaiienus cucremon (SystemManagement), BCTpOEHHBIE
CUCTEMBI JUArHOCTUKH U YIPABJICHHS, aHAIU3ATOPbI MIPOTOKOJIOB, 000PYJ0BaHUE
JUISl TUarHOCTUKU M CepTU(UKAIMU KaOEIbHBIX CHUCTEM, SKCIEPTHBIE CHUCTEMBI,
MHOTO(YHKIIMOHAJIbHBIE YCTPOMCTBA aHAIN3a U TUATHOCTUKU

OyHKIUU: YIpaBiIeHUE KOHPUTYpaluueld ceTh U UMEHOBaHUEM; 00paboTka
OIMOO0K; aHAJIU3 MTPOU3BOAUTEIBHOCTH, yueT paboTsl cetu. [Iporokon SNMP

Arentsl SNMP: crannaptet MIB-I (RFC 1156) u MIB-11 (RFC 1213);
Arentsl RMON



O6mue xapaktepuctuku PA: mosib3oBatenbckuii uHTEpderic, Oydep 3axBara,
(GUIBTPBL, TEPEKITIOYATENH, TTOUCK.

Merononoruss  TpoOBENEHUsS — aHaidM3a: 3axBaT  JIAHHBIX, MPOCMOTP
3aXBAUYCHHBIX JIAHHBIX, AaHAJIM3 JAHHBIX, [IOMCK OIIMOOK, UCCJEeI0BaHUE
MIPOU3BOJUTEIILHOCTH, TOJJPOOHOE UCCIIEIOBAaHUE OTACTBHBIX YYACTKOB CETH.

OCHOBHBIE 3JIEKTPOMATHUTHBIE XAPAKTEPUCTHUKUA KAOCIBbHBIX CHUCTEM:
NepeKpeCcTHbIE HABOJKKU Mexay BUTbiMU napamu win NearEndCrosstalk (NEXT),
3aryxaHue (attenuation), wummnegaHc (BOJTHOBOE CONPOTHBIICHWE), AKTUBHOE
COMPOTHUBJICHUE, EMKOCTb, YPOBEHB BHEIIIHETO 3JIEKTPOMATHUTHOTO U3TYUEHUS, UITU
anekTpudeckuil myM. OO030p kaOenbHBIX CKaHepoB KommaHuu Microtestlnc.,
WaveTekCorp., Scope Communication Inc. ®ynkuuu MIITIM: pyHKIMM npoBepku
anmapatypbl W KaOelel; CKaHMpPOBAaHHUE Kalels; ONpeleNeHUs paclpeaesieHus
KaOeIbHBIX )KIJI; OINpeaeNeHUs KapThl Kabelei; aBToMaTHIecKasi IpoBepKa Kabes;
LEJIOCTHOCTh LENU MpHU MPOBEPKE IOCTOSHHBIM TOKOM; ornpezesieHne
HOMMHAJIBHOM CKOPOCTH pPAclpOCTpaHEHMs;  KOMIUIEKCHas aBTOMAaTHYecKas
IIPOBEPKA MAapbl ''CETEBOM aJanTep-KOHLEHTPATop'; aBTOMAaTHYecKas ITPOBEPKA
CETEeBBIX aJanTepoB; (yHKUUKM cOOpa CTATUCTUKU; ceTeBasl CTATHUCTHUKA;
CTaTUCTUKA OIIMOOYHBIX KaJpPOB; CTATHCTUKA MO KOJUIM3USM; pachpeiesieHue
UCTIONIb3YEMBIX CETEBBIX MPOTOKOJIOB; (DYHKIIMU aHAIN3a TPOTOKOJIOB

[lenu w® 3amauu  KOHTPOJBHBIX IPOBEPOK  PpabOTOCIIOCOOHOCTH U
3alTUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM H ceTeid. MeToauKku MpoBeIeHUs
KOHTPOJIBHBIX MPOBEPOK pabOTOCIIOCOOHOCTH M 3alUIIEHHOCTH KOMITbIOTEPHBIX
cucteM u  cereil. CpeacTBa  MpoBeNEHUS  KOHTPOJIBHBIX  MPOBEPOK
paboTOCOCOOHOCTH M 3alIMIIEHHOCTH KOMIBIOTEPHBIX CHUCTEM M CETeM.
[TonroroBka OTYETOB W PEKOMEHIAIMM MO pe3ysibTaTaM ayAuTa U KOHTPOJIbHBIX
MIPOBEPOK.

7.2.6. MeToauka  BBICTABJIECHHSA OILleHKH npu NMPOBeICHUHU
NMPOMEKYTOUYHOI aTTecTAlNU
(Hanpumep, Sx3amen npo8ooumcs no mecm-ouiemam, Karicovlii U3 KOmopvix
cooeporcum 10 eonpocos u 3adauy. Kaodwcowll npagunvhblii omeem HA 80NPoOC 8
mecme oyenusaemcs 1 bannom, 3aoaua oyenusaemces 8 10 6annos (5 6annoe eeproe
peutenue u 5 6annos 3a eepuulii omeem). Maxkcumanvroe Koauvecmeo HabpaHHvix
oannos — 20.
1. Oyenka «HeyoosnemsopumenvHoy cmasumcs 6 ciyuae, eciiu CmyoeHm
Habpan menee 6 6a108.
2. Oyenka «YooenemeopumenbHoy CMAGUMCA 6 ciyyde, eclu CmyOeHm
Habpan om 6 0o 10 b6annos



3. Oyenxa «Xopouwio» cmasumcs 8 ciyuae, eciu cmyoenm Haopanr om 11

00 15 bannos.

bannos.)

4. Oyenxa « Omauunoy cmasumcs, eciu cmyoewm Haopan om 16 0o 20

7.2.7 I1acnopT OLIEHOYHBIX MAaTEePHAJIOB

Kon
KoHTponmpyembie pa3aeinbl (TEMBbI) . HanmenoBanmue
Ne /i KOHTPOJIUPYEMOM
JUCIUTIAHBI OLIGHOYHOT'O Cpe/ICTBa
KOMTIETCHIINH

1 Llens, 3ana4n n knaccupuKanus OIIK-16, OIIK-4.2 |Tect, koHTpONBHAS padoTa,

CpCACTB MOHHUTOPUHI'A U aHAJIU3a 3aluTa Ha60paT0pHBIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MPOEKTY. ...

2 CHCcTeMBbl yrpaBicHUs OIIK-16, OIIK-4.2 |Tect, kOHTpOJIbHAS paboOTa,
3aImTa J1a00paTOPHBIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MPOEKTY. ...

3 Bcerpoennsie cuctembr quarnoctuku u- |OIIK-16, OIIK-4.2 |Tect, koHTponbHas padoTa,

ynpasnenns (Embedded systems) 3aMmuTa 1a60paTOPHAIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MPOEKTY. ...

4 Amnanusatopsl mpotokonos (Protocol  |OITK-16, OITK-4.2 |Tect, KOHTpOJIbHAS paboTa,

analyzers) " CCTCBBIC aHAJIN3aTOPhI 3aluTa Ha60paT0prIX
pabor, 3amura pedepara,
TpeOOBaHUS K KypCOBOMY
MPOEKTY. ...

5 KabenbHble CKaHEPBI U TECTEPHI. OIIK-16, OIIK-4.2 |Tect, koHTpOIBbHAS paboTa,
MHOFO(byHKI_II/IOHaJIBHI)IC IIOPTAaTUBHBIC 3aluTa Ha60paT0prIX
npuOOpPbl MOHUTOPUHIA pabor, 3aumra pedepara,

TpeOOBaHUS K KYPCOBOMY
MPOEKTY. ...
6 Aynur paboTOCIOCOOHOCTH 1 OIIK-16, OIIK-4.2 |Tect, KOHTpOJIbHAS pabOTa,

3aIIUIIEHHOCTH

3alIuTa J1abopaTOPHBIX
pa0or, 3amura pedepara,
TpeOOBaHUS K KYPCOBOMY
IPOEKTY....




7.3. Meroanyeckue MaTepHaJbl, ONpeleJAIIUe NPoHeaypbl
OLICHUBAHMS 3HAHMH, YMEHMIi, HABBIKOB U (IJIM) ONBITA /1eSITeIbHOCTH

TecTupoBaHue OCyHIECTBISETCS, JAMOO TMpPU MOMOIIA KOMIIBIOTEPHOM
CUCTEMBl TECTHPOBAHMS, JUOO C MCIOJIb30BAHUEM BBIJAHHBIX TECT-3aJaHUIl Ha
OymaxxHoM Hocutene. Bpemst tectrpoBaHus 30 MuH. 3aTeM OCYIIECTBIISIETCS
IpOBEpKAa TECTa 3K3aMEHATOPOM U BBICTABIISIETCS OLEHKA COIJACHO METOAMKHU
BBICTABJICHUS OLIEHKH IIPU MPOBEACHUN ITPOMEKYTOUHOM aTTeCTal|H.

Pemenne craHmapTHBIX 3aJad OCYIIECTBISETCS, OO MpU TOMOIIU
KOMIIBIOTEPHOM CUCTEMbI TECTUPOBAHUS, TMOO0 C UCTIOIb30BAaHUEM BbIIAHHBIX 33734
Ha OymaxHoM Hocurene. Bpems pemenus 3agau 30 MuH. 3aTeM OCYIIECTBIISAETCS
IpOBEpKa pelieHusl 3a7ady HK3aMEHATOPOM M BBICTABISETCA OILIEHKA, COIJIACHO
METOJIMKH BBICTaBJIEHUS OLICHKU IIPU POBEAECHUU IPOMEKYTOUYHOM aTTECTALNH.

Pemenne mnpukinagHblX 3a7ad  OCYILIECTBISIETCA, JUOO MpH MOMOIIU
KOMITbIOTEPHON CUCTEMBI TECTUPOBAHMSI, TUOO C UCIIOIH30BAHMEM BBIIAHHBIX 3a/1a4
Ha OymMaxkHOM HocuTene. Bpems pemenus 3amay 30 MuH. 3aTeM OCYIIECTBIISIETCS
IpoBEpKa penieHusl 3a7ady HK3aMEHATOPOM M BBICTABISETCA OILIEHKA, COIJIACHO
METOJIMKH BBICTaBJIEHUS OLICHKU IIPU POBEAECHUU IPOMEKYTOUYHOM aTTECTALUH.

8 YYEBHO METO/IMYECKOE U UTHO®OOPMALMNOHHOE
OBECIHHEYEHUE JUCIUIIJINHDBI)
8.1 IlepeueHnb y4yeOHOU JMTEpaTypbl, HEOOXOAUMON /IS OCBOEHUS
TUCHUNIMHBI
OcHosHas numepamypa
1. IIpockypsikoB, A. B. Kowmnbeiorepasie ceTd. OCHOBBI MOCTPOCHUS
KOMITBIOTEPHBIX CETEH W TeIEeKOMMYHHUKamuii : ydeOHoe mocobue / A. B.
[IpockypsikoB. — PoctoB-Ha-Jlony, Taranpor : M3martenbctBo HOkHOTO
dbenepanbaoro yausepcurera, 2018. — 201 ¢. — ISBN 978-5-9275-2792-2.
— Texcr : snextponnbi // LudpoBoit obpazoBatenbhbiii pecypc I[PR
SMART : [caiiT]. — URL: https://www.iprbookshop.ru/87719.html
2. KymukoB, C. C. HWudopmanronHas  0e€30MacCHOCTh  JIOKAJIbHBIX

KoMIbloTepHbIX ceTeil : mpaktukyM / C. C. KynukoB. — Boponex
BopoHnexckuil rocygapcTBeHHbId TexHHueckuii yHuBepcuteT, ObC ACB,
2021. — 57 c. — ISBN 978-5-7731-0969-3. — TekcT : 3JeKTpOHHBIN //
[Mudposoit obOpazoBarenvHbiii pecypc PR SMART : [caiitr]. — URL:
https://www.iprbookshop.ru/118614.html



https://www.iprbookshop.ru/87719.html
https://www.iprbookshop.ru/118614.html

8.2 Ilepeyenb HMH(MPOPMANMOHHBIX TEXHOJOTHH, HCIOJb3yeMbIX IPH
OCYIIeCTBJIECHMH 00pa30BaTEeJIbLHOIO IMpolecca MO0 IAWCHUIJIMHE, BKJIOYas
nepeYyeHb  JIMHEH3HMOHHOI0  NMPOrpaMMHOI0  olecme4veHHsl, PpecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHON ceTH «HTEepHeT», COBpEeMEHHbIX
Npo¢ecCHOHANBHBIX 023 JaHHBIX U HH(POPMANMOHHBIX CIPABOYHBIX CHCTEM:
VYKaxxurte nepeuenv uHGopMayuoOHHbIX MEXHON02UL

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOANUMAS J1JIA
OCYHECTBJIEHUA OBPAZOBATEJIBHOI'O ITPOLHECCA
Cnenuanu3upoBaHHas JIEKIIMOHHAs ayJIuTOpHs, OCHalICHHAas
000py10BaHUEM /ISl JIEKITMOHHBIX JAEMOHCTPALUi U MPOEKIIMOHHON anmapaTypoi
JIucrinenHpli KJIacC, OCHAIEHHBIM KOMITBIOTEPHBIMU IPOTPAMMaMH IS
IPOBEJEHUS JIAOOPATOPHOTO MPaKTUKyMa

10. METOAUYECKHUE YKA3AHUSA J1JIA OBYYAIOIIUXCHA IO
OCBOEHUIO JUCHHUIIJIMHBI (MO YJIA)
[lo mucummnuHe «MOHUTOPUHT (PYHKIIMOHUPOBAHUS paCHpPEIEICHHBIX
KOMIIBIOTEPHBIX CUCTEM) YUTAIOTCS JIEKIIUU, IPOBOAATCA Ja00paTOpHbIe paOOTHI.
OcHOBOM W3y4YeHMs] JAUCUUIUIMHBI SIBJISIOTCA JIEKUMH, HA KOTOPBIX
U3JIaralTCs Hanbosee CyIECTBEHHBIC M TPYAHBIE BOIIPOCHI, a TAK)KE BOMPOCHI, HE
HaIIeIINe OTpaXXxeH!s B yueOHOIl TuTeparype.
JIabopaTopHble pabOThI BHINOJHAIOTCS HA JIa0OpPAaTOPHOM OOOpPYIOBaHUU B
COOTBETCTBUH C METOJIMKAMH, TPUBEICHHBIMH B YKa3aHHUSX K BBITIOJTHEHHUIO padoT.

Buy yueOHbIX

o I[C}ITCJ'IBHOCTL CTyACHTa
3aHATHUHN

Jlekuus Hanucanue koHCIIEKTa JIEKIMI: KPaTKO, CXEMaTUYHO, ITOCIE0BATEIBHO
(UKCUpPOBaTh OCHOBHBIC IIOJIOKCHHS, BBIBOABI, (HOPMYIUPOBKH,
00001IeHNs; TOMeYaTh Ba)KHBIC MBICTHU, BBIICISATH KIIIOUEBHIE CIIOBA,
TepMUHBI. [IpoBEepKka TEPMUHOB, MOHATHUNA C TTOMOIIBIO YHUMKIIONEINM,
CJIOBapey, CIPABOYHUKOB C BBINMCHIBAHUEM TOJIKOBAaHUWA B TETPAlb.
O0o3HaueHne BOMPOCOB, TEPMUHOB, MaTepHala, KOTOPHIC BHI3BIBAIOT
TPYIHOCTH, IIOMCK OTBETOB B pEKOMEHAyeMoH mureparype. Ecin
CaMOCTOSITENIFHO HE yAaeTcs pa3o0paThCsi B MaTepuaje, HEOOXOAUMO
chopMyIupOBaTh BOIPOC U 3a/1aTh MPENOAaBaTeNI0 Ha JIEKIIUH WM Ha
MIPAKTUYECKOM 3aHSATHUU.




JlaGoparopHas paboTa

JlabGoparopupie  paboOThl  TMO3BOJSIIOT  HAYYHTHCS  MPUMCHSTH
TEOPETUYCCKUE 3HAHMS, IOJyYeHHBIC Ha JICKIUW TPU PEIICHUH
KOHKPETHBIX 3amad. YrtoObl Hambonee paruoHAIBPHO | IOJTHO
MCIIOJIb30BaTh BCE BO3MOXKHOCTH JTJAOOPATOPHBIX LISl ITOATOTOBKH K HAM
HE0OXO0IMMO: CIIeAYeT pa3o0paTh JICKIMIO 0 COOTBETCTBYIOIICH TeMe,
O3HAKOMHTCSI C COOTBETCTBYIOIIMM pPa3zeiioM y4eOHUKa, MpopadoTaTh
JOTIOJTHATEIBHYIO JIUTEPaTypy W HMCTOYHHUKH, PEIIUTh 3aJadd H
BBITIOJTHUTH JIPYT'HE MUCbMEHHBIC 3a/IaHN.

CamMocTosTenpHast
pabota

CamocrosaTenbHass paboTa CTYIEHTOB CIIOCOOCTBYET TIIyOOKOMY
YCBOGHHS ~ y4eOHOro  Marepuasa W Pa3sBUTHIO  HAaBBIKOB
camMo00pa3oBaHMUsL. CamocTosiTenbHas pabota Ipearosaraet
CIIEAYIOIIME COCTaBJSIOIIME: - paboTa C TEKCTaMU: Y4eOHHKaMH,
CTIPaBOYHUKAMH, JTOTIOJTHUTEIBFHON JIUTEPATypoil, a Takxke mpopaboTka
KOHCIICKTOB JICKIIHI; - BBIITOJHEHNE JOMAITHHUX 33JaHUH U PACUeTOB;

- paboTa HajJ TeMaMH ISl CAMOCTOSITETIbHOTO N3YUCHHUS;

- y4JacThe B paboTe CTyIEeHUYECKUX HAyYHBIX KOH(pEPEHIIHIA,
OJIMMITHA[T; - TIOATOTOBKA K IIPOMEKYTOYHOM aTTeCTALlUH.

ITonroroBka K

I'oToBUTHCS K HpOMG)KyTO‘IHOﬁ arTeCTaluu CICAYCT CUCTEMATUYCCKH, B

MPOMEKYTOUYHOW  [TedeHue Bcero cemectpa. VIHTEHCHBHAS MOATOTOBKA JIOJDKHA HAYATHCS
aTTecTaluu HE TMO3JHEe, YeM 3a MECSII-TIONTOpa A0 MPOMEKYTOYHON aTTeCTaIuH.
JlanHble TIepen 3a4eToM C OIEeHKOW Tpu JHS 3¢h(EKTHBHEE BCETO
HCIOJIb30BATh JIA MTOBTOPCHUA U CUCTCMATU3AallNU MaTCpHaJia.
JUCT PETUCTPAIIUUA UBMEHEHUUA
= Iloamnuce
5y E 3aBEAYIOLIErO
Q )
L O | Kapeapou
Ilepeuens T (benpoit,
No @ 2| OTBETCTBEH
BHOCHUMBIX S 5 .
n/m . == HOM 3a
U3MEHEHUU =
peanu3anuro
OIIOII
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