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1. HEJIM 4 3AJIAYU TUCIHUIT/INHBI
1.1. Hean gaucuyMninHbl

dopMHpOBaHUE Yy CTYAECHTOB OCHOB HPOQECCHOHAIBHBIX 3HAHUN U
NPEJICTaBICHUA O  BO3MOXHOCTAX W  MNPUHIMNAX  (DYHKIHOHUPOBAHUS
KOMITBIOTEPHBIX CETEH, JTUArHOCTHUKE KOMIIBIOTEPHBIX TEIEKOMMYHHKALMOHHBIX
CHCTEM U CETeM, a Takke 00 OpraHu3aluu JOCTYIa K pacipeeIeHHBIM JTaHHBIM.

1.2. Sanaqn O0CBOCHHUA JTUCHUIIIMHBI

1) U3ydenue THUMOBBIX (UINYECKUX U JIOTUYECKUX TOMOJOTHH U
PEATU3YIOIIMX UX TEXHOJIOTHM CETEBOTO B3AUMOJCHUCTBHS.

2) HM3yudeHue CeTEBOr0 MPOrpaMMHOTO OOECHEYeHUs] M  CETEBBIX
CEPBHUCOB.

3) UHsydyenme wMeTOAOB  OOECTICUCHHUS KayecTBa
00CIIy’KUBaHUSI B KOMIIBIOTEPHBIX CETAX

2. MECTO JUCIIUIIJIMHBI B CTPYKTYPE OIIOII

JncuurminHa «KoMnbprOTEpHBIE CETH» OTHOCHUTCHA K
MUCLMIIINHAM 00s3aTeabHoN yacTu O010ka b1.

3. MEPEYEHD MJIAHUPYEMBIX PE3VJIBTATOB OBYUEHMS O
TUCHUILIAHE

[Iponecc u3yuyeHust qucuUIUIMHBL «KOMIBIOTEPHBIE CETH» HAINpaBJICH Ha
dbopMHUpOBaHUE CIAEAYIOMUX KOMIIETECHIUN:

OIIK-15 - CoocobeH anMUHHCTPUPOBATh KOMIIBIOTEPHBIE CETU U
KOHTPOJIUPOBATh KOPPEKTHOCTh UX (DYHKIIMOHUPOBAHMUS;

Pe3yabTarhl 00yueHnsl, XapaKTepu3ylolue

Komnerenuust
c¢opMHPOBAHHOCTH KOMIIETCHIIUH

OIIK-15 3HaTh MEXaHU3MbI peanu3anuu atak B ceTsix TCP/IP,
3alUTHBIE MEXAHNU3MBI U CPEACTBA 00ECTIEUEHHS CETEBOM
0€30MMacHOCTH, CPEJICTBA U METOAbI IPEJOTBPAILICHUS U
O0OHapyXEHHUS BTOPKEHUI




OKPaHbI

YMETb HACTPAWBATh MMOJIUTUKY O€30MMaCHOCTH OCHOBHBIX
OTIEPAIIMOHHBIX CUCTEM, a TAK¥KE JIOKATbHBIX
KOMITHIOTEPHBIX CETEH, MOCTPOCHHBIX Ha UX OCHOBE,
NPUMEHSATH 3aIUIICHHBIE POTOKOJIBI, MEKCETEBBIC SKPaHbI
U CpeICTBa OOHAPYKEHUS BTOPXKCHUM JIJIST 3alTUTHI
nH(pOpMaITUH B CETIX, KOHPUTYPUPOBATH MEKCETEBBIC

BJIAJIETh CPEJICTBAMHU 3aIIUTHl HHPOpMAITIT

4. OFBEM JUCHUIIJINHBI

OO6mast TpyA0€MKOCTh TUCHUIUIMHBI « KOMIIBIOTEpHBIE CETHU» COCTaBIsET 6

3.€C.

Pacripenenenue Tpy10€MKOCTH JUCHUIUIMHBI 110 BUAAM 3aHITUI

ouHasi popma 00ydeHust

Buer yue6HO# paboThl Ij::;g C;eMeCTpI;I
AyauTopHble 3aHATHS (BCEro) 108 54 54
B ToMm uucie:

Jlexmu 36 18 18

JlaGopartopubie pa6oTsl (JIP) 72 36 36

CamocrosiTesibHast paboTa 36 18 18

Yacsl Ha KOHTPOJIb 72 36 36

Buapl npomMeKyTOYHOM aTTECTAlUH - N 4 4

HK3aMEH

OO611ast Tpy10€MKOCTb:

aKaJIeMUYECKHE Yachl 3a4.€/I. 216 108 108
6 3 3

5. COAEP KAHUE JUCIUIIVIMHBI (MOAYJISA)

5.1 Coaepxkanue pa3saesioB
TPYAOEMKOCTH 10 BUIAM 3aHATHI

JTUCIHHUIIINHBI

H

pacnpejaeneHue



ouyHas popma o0yueHust

HaunmenoBanue TeMbl

Conepxanue paszena

Jleknn

JIab.
3aH.

CPC

Bcero, uad]

O6mue
CBEJICHUS O
KOMIIBIOTEPHOM CETH

INonsTHE KOMIBIOTEPHON CEeTH (KOMIBIOTEpPHAS CETh,
ceTeBoe B3aHMO/ICHCTBIE, aBTOHOMHAsI Cpefia,
Ha3HAUEHUE CETH, PECYPChI CETH, HHTEPAKTHBHAs
CBsI3b, MIHTEpHET).

Kraccuduxarys KOMIBIOTEPHBIX CETeH 110 CTEIeHH
TEPPUTOPUAIBHON paclpeieIEHHOCTH: JOKaJIbHBIE,
riobaibHbIE CETH, CeTH MaciuTaba ropoa.
Knaccuduxanus ceteit o ypoBHIo
aJIMMHHCTPAaTUBHON MOANEPKKH: OJHOPAHTOBBIE CETH,
ceTu Ha ocHoBe cepBepa. Kitaccudukamms cereit mo
TOIIOJIOTUH.

Mertonp! oCTyNa K Cpezie Mepefadn JaHHbIX.
Knaccugukauus MeTo10B gocryna. MeTopl 10cTyna
CSMA /CD, CSM/CA. MapkepHble
METOIbI JOCTYTIA.

Cetessie Mozenu. [lonsarue cereBoii moaenu. Mozens
OSI. YpoBuu Monenu. Bzaumonelicteue ypoBHeH.
Wnrepoeiic.

Oynxuuu yposHelt moaenu OSI. Monens TCP/IP.
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24

AnmapartHsle
KOMITOHEHTBI
KOMITBIOTEPHBIX

dusnueckue cpesl nepegayd JaHHBIX. Tumsl kadenei
" ux xapakrepuctuku. CpaBHeHus kadenei. Turmer
ceTel, MMHUi U kaHanoB cBA3u. CoeqUHUTENH,

12

24

cerent

KOHHEKTOPBI AT Pa3IUYHBIX TUIOB KaOeneH.
WHCTpyMEHTHI 111 MOHTa)Xa U TECTUPOBAHUS
KaOeJIbHBIX CHCTEM.

BecripoBoaHbIe cpebl epeiady JaHHBIX.
KommyHukamonnoe obopyznoBanue ceteil. CeTeBbie
amanrtepsl. OyHKINN U XapaKTEPUCTUKH CETEBBIX
a/lanTepoB.

Knaccudukanus cereBoix agantepos. [paiiBepsr
CETEBbIX aJaNTepOB. YCTaHOBKA U KOHOUTYpHUPOBaHHE

CETEBOTO aJanrepa.
KonmenTparopsl, MOCTBI, KOMMYTHPYIOIIHAE MOCTEL,
MapIIpyTH3aTOPBI, IIUTI03bI, UX HA3HAYEHHE, OCHOBHbIC
(GYHKIUH ¥ TapaMeTpEL.

Hepe;{aqa JaHHBIX
10 CETH

TeopeTnueckue OCHOBBI Nlepenauu JaHHbIX. [loHsATHE
CUTHAJIA, JaHHBIX. MeTOobl KOAUPOBAaHUS JaHHBIX IIPU
nepenade.
Mopymsinust curaanos. Meros! onndposku. [Tonsrue
koMMmyTarmu. KoMMyTarys kaHalloB, IaKeTOB,
coobmenuil. [TonsTue nakera.
IIpoTtokosl 1 cTeku MpoTokonoB. CTPyKTypa CTEKOB
OSI, IPX/SPX, NetBios/SMB. Ctek npoTOKOJIOB
TCP/IP. Ero cocTaB 1 Ha3HaYCHUE KaXIOTO
IpoToKoJa. Pacnpesnenenue npoToKoIoB Mo
HazHavyeHuto B MoJsienu OSI. CereBble U TpaHCIIOPTHBIE
poTokoJsl. [IpoTokoisl npukiagHoro yposus FTP,
HTTP, Telnet, SMTP, POP3.
Tuns! agpecos creka TCP/IP. Tums! agpecos creka
TCP/IP.
Jloxansusie agpeca. Cereble IP-anpeca. JloMeHHBIE
umena. @opmar u knaccel [P-anpecos. [logceru u
MAacKH IOJICETEH.

HasnaueHnue agpecoB aBTOHOMHOM CETH.
LlenTpanu3oBaHHOE paclpeneieHNne apecoB.
Otobpaxenne [P-axpecos Ha oKanbHBIE ajpeca.
Cucrema DNS.

12

24




4 CeteBble TexHOMIOTUM NOKANBHBIX KOMIBIOTEPHBIX CETEH.
APXUTEKTYPBI Texnonorus Ethernet. Texuonorun Token Ring u
FDDI. TexHosioruu 6ecripoBOJHBIX JIOKAJIBHBIX CETEH.

Texnooruu rnobanbHbIX ceTelt. [TpuHIMITEL 6 12 6 24
MMOCTPOCHUS TII00ATBHBIX CETEH.
OpraHu3zanys MeKCETEBOr0 B3aNMOICHCTBYSL.
5 I'moGanbHEBIE CETH 1 [MoHsTHE TTI00ANBHBIX ceTel. [IpHHIHITEI MEKCETEBOTO
[IEPCICKTUBHbBIC CETEBBIC B3aumoiericTeusi. OCHOBHbBIC
TEXHOJIOTHIO. MPOTOKOJIA U X MCTIOJIb30BaHUE IS OPTaHH3aluHI
[nobanbuas cets Internet B3aMMOJICHCTBHS 06beKTOB ceTH. CeTeBoil
YPOBEHb, KaK CPEJICTBO IIOCTPOEHHS GONBIIMX CETEH. 6 12 6 24

I'mobGanbHbIE ceTH 1 MEPCHEKTHBHBIE CETEBBIE
TexHonoruu. Internet u TNPUHLMIIBI
ero pyaxkunonuposanusi. CTpyKTypa rinodanbHON ceTH
Internet.

6 | 3amwura undopmaimu B | Knaccupukauus yrpos, METOIOB M CPEACTB 3allUThI
JIOKAIIbHBIX CETAX unpopmaruu. Kpunrorpadus.
OCHOBHBIE TIOHATHSA U ONpeIeIeHus. MeTo bl
wu@posanus. CTaHIapTHBIE 6 12 6 24
KpHNITOrpagudecKue cucteMsl. [TporpaMMHbIe
CcpeacTBa 3amuUThl HHGOpMaLKK (BCTPOEHHbIE
B OC u BHEWIHUE).

Hroro| 36 72 36 144

5.2 Ilepeuyennb 1a00paTOPHBIX padoT
JlaGopatopHas padota Nel «OSPF»
Jlabopatopnas pabota Ne2 «BGP»
Jlabopatopnas pabota Ne3 «DNS»
JlaGopatopHas padota Ned «NAT»
Jlabopatopnas paborta Ne5 «Wi-Fi»
Jlaboparopnas pa6ota Ne6 «VolP»

6. IPUMEPHAS TEMATHUKA KYPCOBBIX ITPOEKTOB (PABOT) U
KOHTPOJIBHBIX PABOT

B cooTrBercTBUM ¢ y4YeOHBIM IUTAHOM OCBOCHHME JHUCIMIUIUHBI HE
IpeyCMaTPUBACT BBITIOJHEHUE KYPCOBOTO MPOEKTa (paboThl) MM KOHTPOJILHOU
paboTHI.

7. OUEHOYHBIE MATEPHAJIBI ISl TIPOBEIEHUS
MPOMEKYTOYHOI ATTECTALIMU OBYYAIOIUXCS MO
JTUCLUIIJIMHE

7.1. Onucanue nokasarejieil U KpUTEpHeB OLCHUBAHUS KOMIIETeHLUI
HA Pa3JIMYHbIX 3Tanax ux (popMupoBaHus, ONMCAHHUE HIKAJ OLCHUBAHUS



7.1.1 JTan TeKyumero KOHTPOJIs

Pe3ynbTaThl TEKyIIEro KOHTPOJISA 3HAHUW M MEXCECCHOHHOMW aTTecTalluu
OIIEHUBAIOTCS TIO CIICAYIOLIEH CUCTEME:

«aTTCCTOBAHY,

«HEC aTTCCTOBAH).

PesyabTaTsl
o0yueHus,
XapaKTepusyromue Kpurepun
Komnerenmusi ATTecTOBaH He aTTecTOoBaH
cpOpMHPOBAHHOCTH  OIEeHWBAHUA
KOMIIETEHIIMH
OIIK-15 3HaTh MeXaHu3Mbl  |OOydaromuics BrmoaHeHME Hesrimonnenue

peanu3ainm aTaK 3HAET MEXaHU3MBI paboT B CpOK, paboT B CpOK,

B ceTsix TCP/IP, peanu3alyy aTak B |[IPeLyCMOTPEHHBIN(IIPEyCMOTPEHHBIN

3alUTHBIE cersax TCP/IP, B pabounx B pabounx

MEXaHH3MbI U 3aIIUTHBIC mporpamMmax IporpamMmax

cpencTBa MEXaHH3MbI U

o0ecrieueHus cpencTBa

CeTeBOM obecreueHust

0€30I1aCHOCTH, ceTeBou

CpeICTBa M METOJIbI |0€30TacHOCTH,

MPEIOTBPAICHUS U |CPECTBAa U METOBI

0oOHapyXeHUS MpeI0TBpAICHUS 1

BTOPKEHUHI OoOHapyKeHUs
BTOP’KCHUI

yMeTh HacTpauBath |OOydaronuiics Brimonnenue Hesbinonuenue

TIOJIUTHKY yMeeT HacTpauBaTh| PaboT B CPOK, paboT B CpOK,

0€3011acCHOCTH IIOJINTUKY IPEyCMOTPEHHBIAIPEyCMOTPEHHBIH

OCHOBHBIX 0e301acHOCTH B paboumx B pabounx
OCHOBHBIX mporpaMmmax mporpaMmax
OTICPAIIMOHHBIX

CHCTEM, a TaKXKe
JIOKaJIbHBIX




OIEPALMOHHBIX
CHCTEM, a TaKXKe
JIOKAJIbHBIX
KOMIIBIOTEPHBIX
CeTeM, MOCTPOEHHBIX
Ha UX OCHOBE,
IIPUMEHSATh
3alUICHHbIE
IIPOTOKOJIBI,
MEKCETEBBIE SKPAHbI
U Cpe/icTBa
OOHapyKEHHS
BTOPKEHUM 1JIsI
3aIIUTHI
uHpopMaluu B
CeTsX,
KOH(HUTypHpOBAaTh
MEXCETEeBbIE

SKpaHbl

KOMITBIOTEPHBIX
ceTen,
MOCTPOCHHBIX Ha
UX OCHOBE,
MPUMEHSITh
3alUIICHHbIE
MPOTOKOJIBL,
MEKCETEBbIE
9KpaHbl U CPEJCTBA
0oOHapyXKeHUS
BTOPKEHUM 114
3aIUTHI
uHpopManuu B
CeTsIX,
KOH(HUTypHpOBATh

MEXKCETEBbIE
9KPaHBI

BIIQJIETh CPEJICTBAMHU
3aIUTHI

nHpopmarun

OO0yuarommiics
BJIaJI€ET
CpeICcTBaMHU
3QIIUTHI

uHpopmaruu

Beinonnenue
paboT B CpOK,
IIPENYCMOTPECHHBIN
B paboumx
nporpammax

Hesbinonnenune
paboT B CpOK,
IPEAYCMOTPEHHBIN
B paboumx
nporpammax

7.1.2 JTan npoMe:KyTOYHOI0 KOHTPOJISI 3HAHUM

Pe3ynbratel mpoMEXyTOYHOTO KOHTPOJS 3HAHUM OlLieHHWBalTCca B 8, 9
ceMecTpe AJisi OYHOU (HOpMBI 00YUEHUS O YETHIPEXOATILHON CUCTEME:

COTJINYHOY;
«XOpOILOY;
«YJOBJIETBOPUTEIBHOY;

CKHCEYIOBJICTBOPHUTCIILHO).

Pe3yabTaThl
o0yueHmus,
XapaKTepu3yolu

KoMnereHnu e

|
chopmMupoBaHHOC

Tb

KOMIIETCHIIMH

Kpurtepun
OLICHHUBAHH

OT1Jn4HO
A

Xopowo

YnosJ.

Heynos..




OIIK-15

3HAaThb MCXaHU3MbI
pcajiM3aliun aTak B
CCTAX

TCP/IP,

Tect

€ TCCTa Ha

90- 100%

Brimonaenu|BrinoineHu|BrinoiHeHH|
€ TecTa Ha

80- 90%

€ TecTa Ha
70-
80%

B tecte
menee 70%
MPaBUIbHBIL

X OTBETOB

3aIUTHBIC
MEXaHU3MbI U
cpencTBa
obecrnieueHUS
CeTeBOU
0e30IaCHOCTH H,
CpelcTBa U
METO/IbI
MPEAOTBPAIICHUS
1 0OHApY>KECHUHU
sl BTOP>KCHU I

YMETb
HACTpauBaTh

MTOJTUTHKY
0C30ITacCHOCTH
OCHOBHBIX
OTIePaIIMOHHBIX
CHCTEM, a TaK¥Ke
JIOKAJTBHBIX
KOMITHIOTEPHBIX
ceTeH,
MMOCTPOCHHBIX Ha
X OCHOBE,
MIPUMEHSATH
3aIlUIICHHBIC
MTPOTOKOJIBI,
MEKCCTCBEIC
SKpaHbI U
cpencTBa
OoOHapyKEeHHS
BTOPKEHUI 1J1s1
3aIUThI
uHpOopMaIu

B CCTHX,
KOH(HUTypHUpOBaT
b MEKCETEBBIC
JKpaHbI

Pemenue
CTaHIapTHBI
X
MPaKTUYECKHU
X 33729

3agaun
pelIcHBI B
MTOJTHOM
o0BeMe
nu
MOJIy4YeH
bl BEPHBIE
OTBCTEL

IIponemoHcTpupoOBa
H
BEPHBIN X0
peueHus
BCEX, HO HE IIOJIy4EeH
BEPHBII
OTBET BO BCEX
3a1a4ax

IIponemoHcTpUpOBa
H

BEPHBIN X0
pelIeHus B
OOJIBIIMHCTBE 3a1a4

3agaun
HE

perieH
bl




BJIAJICTh Pemtenue 3agaun
cpeacrBaMu OpUKIaJHBIX PCLICHEI B
3aIUATEI 3a71a4 B MTOJTHOM
unopmaumu  [konkpernoif | 00BeMe
npeaMeTHo# | ¥
obnactu HOJIy9CH
bl BEpPHbIE
OTBETHI

IIponemoncTpupoBa
H
BEPHBIN X0
pelieHus
BCEX, HO HE MOJIy4YEH
BEPHBI OTBET BO
BCEX 3a/adax

IIponemoHcTpUpOBa
H

BEPHBIN X0
pelIeHus B
OOJIBIIIMHCTBE 33144

3amaun
HE

perieH
bl

7.2 TlpumepHbIi

nepeIceHb OICHOYHDBIX

CpencTB

(TMIOBBIE KOHTPOJIbHBbIE 32IaHUS WM HHble MATEPHAJIbI, HE00X0UMbIE
JJISl OLlEeHKH 3HAHUI, YMEHHUI, HABBIKOB U (MJIM) ONBITA AeSITEJIbHOCTH)

7.2.1 IlpumepHbIii
TECTHPOBAHUIO

nepeveHb

3aJaHuH

hid

NMOATOTOBKH

K

1. Kakue u3 copmyanpoBaHHBIX CBOIMCTB COCTaBHOIO KaHajla BCET/a

COOTBCTCTBYIOT I[GﬁCTBPITCJ'IBHOCTHI

a) JaHHble, IMOCTYNHBIIKE

B COCTaBHOU

BBI3bIBAEMOMY a00OHEHTY 0€3 3a/1epKeK U MOTEPb;

KaHal,

JOCTaBJIAIOTCA

6) COCTaBHOM KaHall 3aKPCINACTCA 3a ABYMA a0OHEHTaMU Ha ITOCTOSTHHOM

OCHOBG;

B) KOJIMYCCTBO 3JICMCHTAPHBIX KaHAJIOB, BXOJAAIINUX B COCTaBHOM KaHall,

MCIKAY ABYM:A a0OHEHTAMHU PaBHO KOJIHNYCCTBY ITPOMCIKYTOYHLBIX Y3JI0B ILIHOC 1;

I') COCTaBHOM KaHaJ UMEET MOCTOSIHHYIO U (PUKCUPOBAHHYIO MTPOITYCKHYIO

CITOCOOHOCTH HAa BCEM CBOEM MMPOTAKCHUMH.

2. Kakoro ypoBHsI B HEpapXHUH CETEN HE CYIIECTBYET?

a) Snpa;

0) Pactipenenenus;
B) lllupokoBemanus;
r) Jloctyna.

3. Ilpu KakuX yCIOBUSAX B KOMMYTaTOpax CETH C KOMMYTallUel MaKeTOB
JOJDKHA OBITh MpeycMoTpeHa 0ydepuzarms?

a) KOrJa CpeiHsAsl CKOPOCTh OCTYIUIEHUS JAHHBIX B KOMMYTaTOp

IPEBBIIIAET CPEAHIOI0 CKOPOCTHh UX 00PA0OTKH KOMMYTaTOPOM;

0) Bcerna;

B) €CJIM MMAKEThl UMEIOT OOJIBIIYIO JITTUHY;

F) CCJIK IIPOITYCKHAaA CITOCOOHOCTH CETH HIKE CYMMapHOﬁ HNHTCHCHUBHOCTH



UCTOYHHUKOB TpaduKa.

4. Kakoii u3 ypoBHeit mogenu OSI pa3zneneH Ha 1Ba HOAYpPOBH:?
a) duznueckuii;
0) KananbHbIii;
B) CeTeBoi;
r) [IpukiagHoii.

5 Kakoit Tum VLAN paGoTaeT Tonpko B ipenenax kommyraTopa? a) Ha
6aze MAC-anpecos;
0) Ha 6a3e nmopToB;
B) Ha ocHOBe MeToK;
r) Double VLAN.

6 HMcnonb30BaHrE KAKOTO METO/Ia IIOMOTAeT OOHAPYKUBATh KOJUTU3UHU B
oecnporoanbix ceTsax (IEEE 802.11a, 802.11b u 802.11g)
a) CSMA/CD
06) CSMA/CA
B) JIt000#i 13 MepeunCICHHBIX;
r) Hu oguH u3 nmepeuncieHHbIX.

7 Kakoif mpoTOKOJ He ABJIAETCS MPOTOKOJIOM Mapuipytu3anuu? a) RIP;
0) SNMP;
B) OSPF;
r) IS-IS.

8 Uto o3znavaet abbpeBuatypa EDR?

A) Epic Delay Reduction (smuyeckoe cokpalieHue 3aIepKKh) —
TEXHOJIOTHsI, YCKOPSIOIIasi Hanbosiee JUTUTEIbHBIC OTepaIiu

b)  Oro tukep kpunrtoBamotsl E-Dinar Coin

B) Endpoint Detection and Remediation — o6Hapy>kxeHHe aTak Ha paboYnX
CTAHIIUSX U MPUHSATHE KOPPEKTUPYIOIINX MEP

I') Endpoint Detection and Response — oOHapykeHHe aTtak Ha paboO4HX
CTaHIIMIX U pearupoOBaHUE HA HUX

9 Araka, mpu KOTOpPOH >KEpTBAa CUUTAET, YTO PAOOTAET HANPIMYIO C
JNIOBEPEHHBIM ~ CalTOM, HO Ha  CaMOM aene Tpaux

IIPOXOJAUT 4YEPE3 MPOMEXKYTOUHBIM Y3€J 3JIOYMBIIUIEHHUKA, KOTOPBIN
IIOJIy4aeT BCE OTIIPABJISEMBbIE M0JIb30BATENIEM JaHHBIE, Ha3bIBACTCSL:



A) Yenoek nocepeauHe

b) ITonmena DNS

B) Ilymunr

I') CounanbHas UHKEHEPUS

10 ATaka, HampaBlieHHass Ha CO3/JaHHME I[OMEX WJIM TOJHYIO
OCTaHOBKY pabOThI BeO-caiiTa UM Ipyroro CETEBOTO pecypca, Ha3bIBACTCS:
A) Araxa ¢ nogmenorr DNS
b) DoS-araka
B) POS-araka
I') Hoax

7.2.2 IllpumepHbIH NepevYeHb 3aaAHUI JJI5 pelIeHUs] CTAHIAPTHBIX
3aaa4

Bri6epuTe TOMONOTHIO Nepeiay TaHHbIX:

+3Be31a

[[InpokoBemaTENbHbIE CETU

Kyct

Certu nepenauu OT y3J1a K Y311y

KommberoTepHas ceTb HEe IPUMEHSETCS, JIJIS:

O06paboTKu OOTBITUX 0OHEMOB TAHHBIX

3anuThl HHTEPHET-KaHaja CBSI3H

ObecrieueHus CBSI3U MEXKITY COTPYTHUKAMHU

Xpanenust unpopmanu

CoBMECTHOTO MCITOJIb30BAHUS PECYPCOB

OrpannyeHus JOCTYIA K CEKPETHBIM (aiiam
+IToBbIIIeHUsT HAACKHOCTH PAOOTHI TPOTrpaMM DKOHOMHUHU
CpEeICTB

Mogaem — 3710:

Bricokonmpou3BOAUTENbHBIN KOMITBIOTED € OOJIBIIUM 00BEMOM NAMSITH;

YcerpotictBo it ipeoOpazoBanusi MUPPOBOH MHGOPMAIIK B aHAJIOTOBYIO;

YcTrpolicTBo [yt MpeoOpa3oBaHus aHATIOTOBOM HH(OpMANUK B IU(PPOBYIO;

+¥YcrpoiicTBo aiist mpeoOpazoBanust UGPOBO MHPOPMALIUKA B aHATIOTOBYIO
1 00paTHo.

Campiil HUKHUN ypoBeHb Mogenu OS]
Ilepenaun JaHHBIX



+du3nyeckuit

YpoBeHb NpeicTaBICHUS
[Tpukmagnoi
TpaHCIIOPTHBIN
CeaHCOBBIN

CereBoit

YPpOBEHB NPEICTABICHUS 3aHUMACTCS

+CHHTaKCHCOM U CEMAaHTHUKOMU NepeaaBaeMoil nHpopManuu
JlocToBepHOM Tiepenayei JTaHHbIX

ConepxkuT HaOOp MPUKITATHBIX TPOTOKOJIOB

Mogaens OSI:
OmnuceIBaeT CIIy)ObI TPOTOKOJIOB, HCIIOIb3YEMbIC Ha KaXKIOM YPOBHE
+OmnpenenseT, 9To TODKEH JIeJaTh KaXIbli YPOBECHb

[IInpokoBemaTENbHBIE CETU

+O0beIMHEHBI B MAPKEPHOE KOJIBIIO

CocToAT 13 60IBIIOr0 KOJIUYECTBA COSMHEHHBIX M1ap MAILIUH

CocToAT M3 HECKOJBKUX CETeH COEIMHEHHBIX MEXAYy COOOW MOCTaMu U
KOMMYTaTOpaMH

OO0nagaroT eMHBIM KaHAJIOM CBSI3U

KitroueByro poJib B TPaHCIIOPTHOM YPOBHE UIPAET

VYrpasieHue Kagpamu

YnpaBieHue nMoTokoMm +YpaBlieHUE

aKeTaMH

[TpuknagHou YPOBEHbB
+ITognepxxuBaet padotry TCP/IP
3aHUMAETCS IEPEHOCOM (haiiioB
Ilepenaet 3nEKTPOHHYIO OUTY
OcymectBiseT TeaeOHHYIO CBA3b
ObecnieunBaeT MapIIPyTH3AIIUIO MAKETOB

Y poBeHb nepeaun JaHHBIX
+1lepenaeT naHHbIE CETEBOMY YPOBHIO 0€3 UX M3MEHEHMUS
OObpabaTpiBaeT naHHbIE, UCIPABIISAS HEOOHAPYKEHHBIE PaHEee OIMUOKU



Kakoit ypoBens momenu OS] opraHuzyeT ceaHc CBs3U (YCTaHOBJIEHHE,
NOJIEpKKa M 3aBepIlieHWe ceaHca) Mexay aboHeHTamu uepe3 ceTb. OH
npeaHa3HavyeH ISl CHHXPOHHU3AIM 0OMeHa JaHHBIMU Ha YPOBHE KPYITHBIX MOPIUHI
uHdopMaIuu, 1Jis OpraHu3aliy [uanora (BbIOpaTh OJMH U3 BAPUAHTOB).

+CeaHCOBbIN

KaHaJIbHBIN

bu3uIecKuit

MIPUKJIATHON

Kaxkoii ypoBenb Mmonenu OSI onpeaensier aIeKTpuyecKiue, MeXxaHuuecKue,
(GyHKIIMOHATBHBIC U TTPOIICTYPHBIC TTapaMeTPhI 1T (PHU3NIECKOM CBS3H B
cuctemax. OH BBITIOJIHSIET COMPSIKEHUE CO CPEO Mepeaaun JaHHBIX U
MPENIOCTaBIISIET KAHAILHOMY YPOBHIO BUPTYaJIbHBIN KaHAJ JJI Nepeaur OUTOB
(BBIOpATh OJIMH U3 BApUAHTOB).

CEaHCOBBIN

KaHaJIbHBIN

+duznaeckuii

MIPUKJIATHON

Kakoii ypoenr Moaenu OSI ompexnenser Habop NPUKIAAHBIX 3a]ad,
peann3yeMbIX B JaHHOW CETH, U BCE CEPBUCHBIC FIEMEHTbI ISl UX BBIIOJHEHUS.
Ha »TomM ypoBHE TONB30BATENI0 TPEAOCTABISETCS YXKe MepepadoTaHHas
uHpopMalus (BRIOpaTh OJMH U3 BAPUAHTOB).

CEaHCOBBIN

KaHAJIbHBIN

dbuznyeckuit

+IpuUKIagHON

Kak Ha3pIBaeTcs HaIeKHBIM MPOTOKOJ C YCTAHOBIICHHEM COCIMHEHUS:
OH YINpaBJAE€T JIOTHYECKUM CEAaHCOM CBS3M MEXIy IHpoLeccaMH M
oOecrnieunBaeT
HaJIeKHYI0 JIOCTaBKY MPUKIAJAHBIX JAHHBIX OT IIpollecca K IIpoleccy
(BBIOpaTH
OJIMH W3 BapUAHTOB)
+TCP (Transmission Control Protocol - mpotokon kortposs nepemxaun) UDP
(User Datagram Protocol, mpoToko:1 moab30BaTeNbCKUX JeHTarpaMm)
ICMP (Internet Control Message Protocol, IIpotokon Ynpamnsrommx
Coo0wenunii MuTepHeT)
ARP (Address Resolution Protocol, ITpoTokoi pacrio3HaBanus ajapeca)



Kakoii mpoTokon wucmonb3yercs JuOO TpPU TMEPEChUIKE KOPOTKHX
COOOIIIeHNH, KOTJla HaKJIaJHbIE PacXoJbl Ha YCTAaHOBJICHHME CEaHCAa U IMPOBEPKY
YCHEIIHOW JIOCTAaBKM JaHHBIX OKAa3bIBAIOTCA BBINIE PACXOJ0B Ha MOBTOPHYIO
(BBIOpATh OJIMH W3 BAPHUAHTOB).

TCP (Transmission Control Protocol - mpoTokos1 KOHTpOJIS Iepeiadn)

+UDP (User Datagram Protocol, mpoTokoJ ob30BaTeNbCKUX JeHTarpamMmm)

ICMP (Internet Control Message Protocol, ITpoTokon Ynpagpnstomux
Coo6miennii UntepHer)

ARP (Address Resolution Protocol, ITpoTokos pacrio3sHaBanus ajapeca)

Kakoil mnporokon sABisieTcss HeoTbemJieMoll 4acthto I[P-monyns. OwH
obecrieunBaeT OOpaTHYO CBSI3b B BHJAE JHUAarHOCTHYECKUX COOOIICHHUIA,
MIOCBUTAEMBIX OTIPABHUTEIIO MPH HEBO3MOXKHOCTH JIOCTABKH €T0 JeUTarpaMMbl U B
JIPYTUX Caydasx (BbIOpaTh OJWH U3 BApUAHTOB).

TCP (Transmission Control Protocol - mpoTokos korTposst nepenayn) UDP

(User Datagram Protocol, mpoTOKOJI MOIB30BaTEIBLCKUX JEHTATPaMM )

+ ICMP (Internet Control Message Protocol, [Ipotokon Ynpasinsromumx
CooOmenuit UntepHer)

ARP (Address Resolution Protocol, [TpoTokon pacnio3HaBanus aapeca)

Kakoit mporokon mnpemHasHaueH s mnpeoOpaszoBanmsi [P-ampecoB B
MACanpeca (BbIOpaTh OAMH U3 BAPUAHTOB).

TCP (Transmission Control Protocol - npotokos koutposs nepenaun) UDP

(User Datagram Protocol, mpoToOKo: MOJIb30BaTENbCKUX JEHTArPAMM )

ICMP (Internet Control Message Protocol, IIpoTtokon Ynpapnsrommx
Coo6mennii UntepHer)

+ARP (Address Resolution Protocol, [IpoTokosn pacnio3naBanus aapeca)

Cnyx6a puHamuueckoro HasHaueHusi [P-agpecoB (BbiOpaTh oauH U3
BapUAHTOB).

+DHCP

DNS

WINS

PROXY

Cnyx06a obOecrieunBaeT BbIX0J B MHTEpHET HECKOJBKHUX KOMITBIOTEPOB C
OJIHMM peaibHbIM [P aapecoM W kemmpoBaHue MH(OpPMAIUU, K KOTOPOH OBLIO
oOpaiiieHue.

DHCP



DNS
WINS
+PROXY

7.2.3 IlpumepHbIi NepevYeHb 3aaHUI JJI51 pelleHUs MPUKIATHBIX
3a1a4

KopnopatuBHast ceTb HCHOJNB3YET agpeca KJlacca B U

noibkHa obecrieunBaTh kak MuHuMyM 1000 moacereit ¢ 60 koMnbloTepaMu B
kax0i. Kakast u3 npuBeA€HHBIX MACOK JJIs 3TOro noaxoaut? 255.255.128.0.

255.255.240.0.

255.255.255.128.

255.255.255.192.

255.255.255.224.

Kakue Tpu 13 NMpUBEACHHBIX aJPECOB SBIAIOTCS KOPPEKTHBIMHU aapecamu
xocToB (public) nmpu ucrnonb3oBaHUM Macku 255.255.255.2487

196.123.44.190;

192.15.24.104;

223.168.10.100;

220.169.100.45; 192.168.01.87.

Mapuipytuzarop ~ moily4aer =~ MakeT € aJpecoM Ha3zHaYCHHUS
172.16.59.179/22. Kakoii moaceTu 3TOT MaKeT aApecoBaH?

172.16.56.0/22;

172.16.59.0/22;

172.16.48.0/22;

172.16.32.0/22; 172.16.56.48/22.

Ucnonsiyrores [Pagpeca knacca C. Macka moJACeTH 3auMCTBYET JJIs
MpeCTaBICHUsS] HOMepa MojceTH 4 OuTa. YKaKHUTe IUarna3oH KOPPEKTHBIX aJIpecoB
XOCTOB, PUHAJJIEKAIIUX MMOCICIHEN TTOJACETH?

c.225m0 .239; ¢

225 mo .254; ¢

241 o .254; ¢

241 mmo .255; ¢

.240 1o .255.

Kakyro Macky moJiceTu Hy»HO MCIIOJIb30BaTh B CETH ¢ aapecom 172.24.0.0,
4yTOOBI 00ecneunTh aapecannto 510 KOMIBIOTEPOB B KaXA0W MOACETH?
255.255.252.0



255.255.255.0
255.255.254.0
255.255.248.0
255.255.255.254

Kakoe W3 NepeyucieHHBIX IBOWYHBIX 3HAYEHUN COOTBETCTBYET aJIpecy
207.209.68.100:

11001111.11010001.01000100.01100100;
11000111.11010001.01000100.01100100;
11001111.11010001.01000100.01101100;
11001110.11010001.01000100.01111100.

Kakas U3  HWKEMEPEUYHUCICHHBIX  JECATUIHO-TOYCUHBIX
HOTallU COOTBETCTBYET ABOMYHOMY anpecy 11001100 00001010 11001000
00000100:

204.18.200.3;
204.34.202.4;
204.10.200.4;
204.26.200.3.

Kaxkyto MacKy  IOJCEeTH HaJIo Ha3HAYUTh nyJly  aJpecoB
207.46.201.0207.46.208.0, yToObI OHM OBUIM BUIHBI KaK OJIHA CETh:

255.255.240.0;

255.255.248.0;

255.255.252.0; 19.

Cetu Haznauen agpec 131.107.0.0/16. Kakyro Macky HE0OOXOIUMO 3aJaTh,
€CJIM HaJlo npeaycMoTpeTh 25 noacereit mo 2000 y3710B B KX A0M:

/20;

/25;

255.255.248.0;

255.255.240.0.

B kakom nomene Haxomutcsa 3anuchk pecypca PTR s kommbrorepa ¢
IPampecom 10.14.28.192:

10.14.28.192.in-addr.arpa;

192.28.14.10.in-addr.arpa; in-addr.arpa.192.28.14.10;

arpa.in-addr.arpa.192.28.14.10.



7.2.4 IlpumepHbIii IepevYeHb BOMPOCOB /ISl MOJATOTOBKH K 3a4eTy
He npenycMoTpeHO yueOHbIM TIaHOM

7.2.5 IlpumepHbIid NepevYeHb 3aaAHUI JJI5 PelIeHUs MPUKJIATHBIX
3aaa4
1.  BpruncnauTenbHbIE MALIAHBI, CETU U CUCTEMBI TEJICKOMMYHUKALIUN KaK

Ba)KHBIN (I)aKTOp HAYIHO-TCXHHUYCCKOI'O ITPOrpecca u rnporpecca nnBUIN3alInNU.

2. 3apauu, peliaeMble COBPEMEHHBIMU  BBIUUCIUTEIbHBIMU
CETAMMU:
(balnoBhIii CEepBUC, CEPBUC MEYATH, CEPBUC COOOIICHHI, CEpBUC MPUIOKEHUH,

cepBHUC 0a3 TaHHBIX.

3.  Kuaccudukanus ”HGOPMAIIMOHHO — BBIYUCIUTENBHBIX CETEH.

4.  Kommyranus kaHaJIOB, COOOIIIEHUH, TAKETOB, CETU C YCTAHOBJICHUEM U
0€3 YCTaHOBJICHUS COCIMHEHUSI.

5. DrtanoHHas MOJiedb B3aUMOCBSI3U OTKPBITHIX cucteM (OSI). OTKpbIThIE
cucteMbl. YpoBHU. Ci1y>KObI U TPOTOKOJIBI YPOBHEH.

6.  JluHuM CBS3M U KaHAIBI Iepeaaun JaHHbIX. [IpomyckHast ciocoOHOCTh
KaHaja, ypOBEHb [IOMEX.

7.  XapakTepuCcTUKa MPOBOJHBIX JUHHUU CBSI3H, BOJOKOHHO-ONTHYECKUX
JIMHUN CBSI3U M paIMOKaHAJIOB. Pa3/ieieHre KaHaIOB 110 BPEMEHU U 4acTOTeE.

8.  Iludporsie kaHaNBI IEpenayn JTaHHBIX. CITOCOOBI KOJUPOBAHUS.

9. CamocunxpoHuzupyoumecs koasl. Manuecrepckuit koa. TexHonoruu
xDSL.

10. Cnocobbl  KOHTPOJS  TMPAaBUIBHOCTH  Tepefadyd  MHGOPMAIIHH.
ANTOPUTMBI CXKaTUS JAHHBIX.

11. JloxanbHblE BBIYUCIHUTEIBHBIE CETH. MHOXECTBEHHBIN JOCTYH C
KOHTpOJIEM Hecylled u oOHapyxeHueM koHpuukToB. Cetu Ethernet. Ctpykrypa
Kajpa.

12.  AnmapatHbie cpeacrsa — CeTeBbIE KOHTPOJLIEPHI,
IPUEMOTIEPENATYMKN, KOHLIEHTPATOPBI, TIOBTOPUTEIIH.

13.  Ocobennoctu ceteir W1 — Fi, WiMax. Texnomorust LTE.

14.  Mapxkepubie metonbl nocryna. Cerb Token Ring. CtpykTypa kamapa.
Opranusanust IpUOpUTETHOTO AocTyna. BeicokockopocTtHeie JIBC.

15.  Ocob6ennoctu cereit FDDI, Fast u Gigabit Ethernet, 100VG-AnyLAN.



16. Opranuzanusi KOpnopatuBHbIX ceTed. CeTeBble W TPAHCIOPTHHIE
MIPOTOKOJIBI. AIMUHHCTPUPOBAHUE KOPIIOPATUBHBIX CETEM.

17.  MapmpyTtuzanuus. AIrOpUTMBI U IPOTOKOJIbI MAPIIPYTU3ALUH.

18.  MocTbl, KOMMYTaTOPBI M MapIIPyTU3aTOPbl. BUpTyallbHbIE TOKAJIbHBIE
CETH.

19. Anpecanus koMIblOTepoB B ceTh. Anpecauuss B Internet. Twurmbl
aapecoB creka TCP/IP: ammapartnele, IP-agpeca, JOMEHHBIE HMEHA.
Pacnpenenennas ciayx0a nomeHHbIXx UMeH (Domain Name System, DNS). ®opmbi
3anucu [Panpeca. Knaccsl cereit. CnyxeOHble apeca.

20. [IIporokon ARP. ITpoTokosbl yIIPaBJICHUS ICMP
u SNMP.

Oco6ennoctu cereit SPX/IPX, X.25, Frame Relay. IIpotokosnsl u cetu ATM.

7.2.6. Meroauka BBICTABJIEHMS OUEHKH TMPH  IPOBEJCHUH
NPOMEKYTOYHOM aTTeCTANMHU

3ader C OUEHKOW NPOBOAUTCS IO TeCT-OMJeTaMm, KaXKIblii HU3 KOTOPBIX
coaepxkut 10 BonpocoB u 3aaauy. Kax sl mpaBUIbHBIA OTBET HA BOMPOC B TECTE
ounenuBaerca 1 Oamnom, 3amaua onenuBaerca B 10 OamioB (5 GamioB BepHOE
pemierre u 5 0ayuIoB 3a BEpHBIN O0TBET). MakcHMaabHOE KOJIMYECTBO HAOpAHHBIX
6amnos — 20.

1. Ouenka «HeynoBIeTBOPUTEIBHO» CTABUTCA B CIy4yae, €CIU CTYACHT
HaOpasi MeHee 6 6aJIoB.

2. OueHka «YIOBJIETBOPUTEIBHO» CTAaBUTCA B Clly4ae, €CIId CTYACHT
HaOpai ot 6 1o 10 6amtoB

3.  Ormenka «XO0OpoIIo» CTaBUTCS B ClIydae, €CJIM CTyAeHT Haopai oT 11 1o
15 6annos.

4.  Onenka «OTIMYHO» CTAaBUTCA, €CIU CTyIEHT HaOpan ot 16 mo 20
OaIIIOB.

7.2.7 IlacnopT OLIEHOYHBIX MATEPUAJIOB

Kon
Kontponupyemsie paseins . | HaumeHoBaHME OIICHOUYHOTO
Ne n/m KOHTPOJIMPYEMOM
(TeMBbI) AUCITUTLTMHBI CpeacTBa
KOMIIETEHINH
1 Oourme OIIK-15 Tecr, 3amuTa 1a00paTOPHBIX
CBEJICHHS O pabor
KOMIIBIOTEPHOM




CCTHU

2 ArnmnapaTHble KOMIIOHEHTBI OIIK-15 Tecr, 3amuTa 1a00paTOPHBIX

KOMITBIOTEPHBIX pabort
ceTel

3 [lepenaua naHHBIX OIIK-15 Tecr, 3anuTa 1a60pPaTOPHBIX
0 CeTu pabor

4 CeteBble OIIK-15 TecT, 3ammTa 1a00paTOPHBIX
APXUTEKTYPBI pabor

5 I'moGanbHble CeTH yOIIK-15 Tecr, 3amuTa 1a00paTOPHBIX
MEPCIIEKTUBHBIC CETEBBIC pabot
TexHoJoruto. [ mobanbHas ceTh
Internet

6 3ammTa nHGOpMAITNH B OIIK-15 TecT, 3ammTa 1a00paTOPHBIX
JIOKaJILHBIX CETSIX pabor

7.3. MeTtoanuyeckue MaTepHuaJbl, onpejeasiomye MNpoueaypsbl

OlLlEeHUBAHUS 3HAHU, YMEHN I, HABBIKOB M (WJIN) ONBITA J1eITEJIbHOCTH

TectupoBanue ocymecTBiaseTcs, JUOO TpPHU TMOMOLIM KOMIIBIOTEPHOI
CUCTEMBbl TECTUPOBaHUsS, JTUOO C HMCMHOJIH30BAaHHMEM BBIIAHHBIX TECT-33JaHUI Ha
OymaxkHoM Hocutene. Bpemst TectupoBanuss 30 MuH. 3aTeM OCYIIECTBISETCS
IpOBEpKa TECTa JK3aMEHATOPOM M BBICTABIIAETCS OLEHKA COIJIACHO METOAMKU
BBICTABIICHUS OLICHKH MPHU MPOBEACHUN TPOMEKYTOUHOM aTTeCTaI|H.

Pemenne cTaHmapTHBIX 33434 OCYLIECTBISETCS, JTUOO TP MOMOIIU
KOMITBIOTEPHON CHUCTEMBbl TECTHPOBAHMSA, JTMOO C HCIOJIb30BAHUEM BBIIAHHBIX
3agad Ha OymaxkHoM Hocutene. Bpems pemenuss 3agad 30 muH. 3arem
OCYILECTBIJIIETCS. IPOBEpKa pELIEHMs 3a/7ad HK3aMEHAaTOPOM U BBICTABIAETCS
OLICHKAa, COIJIACHO METOJUKM BBICTABICHHMS OLEHKH TpPU  TPOBEACHUU
IPOMEKYTOUHOM aTTecTaIiu.

Pemenne mnpuKIagHBIX 3a7ad  OCYHIECTBISETCA, JUOO TMPH MOMOIIU
KOMITBIOTEPHON CHUCTEMBl TECTHPOBAHUSA, JTUOO C HCIOJNBb30BAHUEM BbIIAHHBIX
3amay Ha OymaxkHoM Hocutene. Bpems pemenus 3amzad 30 muH. 3arem
OCYILIECTBIIIETCS TPOBEpKa pEUIeHHs 3aJad HK3aMEHATOpPOM U BBICTABISETCA
OLICHKAa, COIJIACHO METOJUKM BBICTABICHHUS OLEHKH TpU  TPOBEACHUU
IPOMEXKYTOUHOM aTTeCcTaIiu.




8 YYEBHO METOANYECKOE U HTHO®POPMALIMOHHOE
OBECIIEYEHMUME JUCIUIIINHBI)

8.1 Ilepeyennb yueOHOM JTUTEPATYPbI, HEOOXOAMMOII /151 OCBOCHUS
TUCHMILTHHBI

OcHoBHas nuTeparypa:

1. Conounesuy, A. B. Komnsiorepusie cetu : yuebnuk / A. B. ComoneBnu. —
Munck : PecnybnmukaHCKuii MHCTHTYT MpPO(ECcCCHOHAIBHOTO 00pa3oBaHUs
(PUIIO), 2021. — 208 c. — ISBN 978-985-7253-43-2. — Tekcr :
anexTpoHHbIl // Lludposoit o6pazoBarenbhblil pecypc IPR SMART : [caitt].
— URL: https://www.iprbookshop.ru/134078.html

2. Hartnos, I1. A. IlpuHUMIBI HOCTPOEHUS U OPTaHU3aLUs KOMIIBIOTEPHBIX CETEN

: yuebHoe mocobue / II. A. JlartnoB. — PocroB-na-ony, Taranpor :
NznarensctBo FOxHOTO (henmepanpHOrOo yHUBepcutera, 2022, — 127 ¢. —
ISBN 978-5-9275-4109-6. — Tekct : »snextponusii // Uudposoit
obOpaszoBarensHbiii  pecypc IPR SMART : [caiit] —  URL:

https://www.iprbookshop.ru/125710.html

3. AnapusHoB, A. M. KomnbeloTepHbIe CETH U CE€TEBbIE TEXHOJIOTUH : YueOHOE
nocooue / A. M. AuapusiHoB. — TiomeHb : TIOMEHCKUN HHAYCTPUAIIbHBIN
yauBepcutet, 2023. — 80 c. — ISBN 978-5-9961-3058-0. — Tekcr :
anexTponHbi // Iludposoit obpazosarenbubiii pecypc [IPR SMART : [caiit].
— URL: https://www.iprbookshop.ru/133643.html

4. Cankun, 1. A. Komnbrorepubie ceTu. TeXHOMOTHH CETEBBIX MHTEPGENCOB.
[IporpammHoe obecriedeHrne U METO bl IMArHOCTUKY : yueOHoe rnmocooue / /1.
A. Cankun, C. H. UBnues, A. B. IlanteneeB. — Mocksa, Bonorna : Uadpa-
Nuxenepust, 2024. — 220 c. — ISBN 978-5-9729-1917-8. — Texker
anexTponHbli // [ludposoit obpazosarenbubiii pecypc IPR SMART : [caiit].
— URL.: https://www.iprbookshop.ru/143519.html

8.2 IlepeyeHb HMHGPOPMALNMOHHBIX TEXHOJOIHH, HMCIOJb3yeMbIX MPH
OCyLIeCTBJIEHMH 00pa30BaTeJbHOI0 Mpouecca IO IMCUMILINHE, BKJIKYas
nepe4yeHb  JIMHEH3MOHHOIO0  NPOrpPaMMHOIO  o0ecrme4YeHusi, pPecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKANUOHHOM ceTu «UHTEepHeT», COBpEeMEHHbIX
npogeccHOHANBbHBIX 023 JaAHHBIX U HHGOPMALMOHHBIX CIIPABOYHBIX CHCTEM:

1)bank manHbBIX yrpo3 Oe3omacHocTd wuHbpopmaruu — URL:
http://bdu.fstec.ru.


https://www.iprbookshop.ru/125710.html
https://www.iprbookshop.ru/133643.html
https://www.iprbookshop.ru/143519.html

2)ndopManinoHHO-TIpaBOBasi ~ CUCTeMa  «3aKOHOJATEIbCTBO
Poccuny» // OduumanpHblii HHTEPHET-IOPTAT MPABOBOM MHPOpMAIUN —
URL: http://pravo.gov.ru/proxy/ips.
3)Karanor crangaptoB // OduumanbHeii cait Poccranmapra —
URL:
http://www.gost.ru/wps/portal/pages.CatalogOfStandarts.
4)Odunmansaeiil calt ®CTOK Poccun — URL: http://fstec.ru.

9 MATEPUAJIBHO-TEXHUYECKAS BA3A, HEOBXOJAUMAS JIJIAA
OCYHWECTBJIEHUSA OBPA3OBATEJIBHOI'O ITPOOECCA

KoMnbroTepHBIX KJacc ¢ KOJIMYECTBOM IMEPCOHAIBHBIX KOMIIBIOTEPOB M3
pacyeta 1 mepcoHaNbHBIN KOMIBIOTEP HA 2 00YyYaIOIIUXCSl.

10. METOJMYECKUE YKA3AHMS JJISI OBYYAIOLIUXCS MO
OCBOEHUIO TUCIHUATLIMHBI (MOJIY.JIS)

[To mucuumimae «KOMITBIOTEPHBIE CETH» YHUTAIOTCS JICKIIUH, MTPOBOISTCS
nabopaTopHbIe pabOTHI.

OCHOBOM W3y4YeHHs TUCHUIUIMHBI SIBJSIFOTCS JICKIIMM, Ha KOTOPBIX
M3JIaraloTcsl HanboJee CyIIeCTBEHHBIC U TPYIHBIE BOIIPOCHI, a TAKXKE BOIPOCHI, HE
HAIIE/AIINE OTPAKEHUS B YIeOHOU JTUTEpaType.

JlaGopatopHble pabOTHI BBHITIOIHAIOTCSA Ha JIAOOpaTOPHOM 0OOPYAOBAHUU B
COOTBETCTBUU C METOJIMKAMH, TIPUBEICHHBIMH B YKa3aHUIX K BHITIOJTHEHHIO PadoT.

Bun yuebnbix

. JleATenbHOCTh CTyIeHTa
3aHATUI

Jleknsa Hanuncanue KOHCHEKTa JIGKUMM: KpaTKO, CXEMAaTU4YHO, MOCJIEI0BATEILHO
¢bukcupoBaTh ~ OCHOBHBIE  TIOJIOKEHUS,  BBIBOABI,  (HOPMYIHPOBKH,
0000111eHNs; MMOMeYaTh Ba)KHBIE MBICIH, BBIACIATH KIIOUEBHIE CIIOBA,
TepMuHBI. [IpoBepka TEpMHHOB, MOHATHUH C TMOMOILUBIO SHIMKIONEIUM,
CJIIOBapel, CIPABOYHUKOB C BBINHCBIBAHUEM TOJKOBAHUN B TETPalb.
O6o3HaueHue BOMPOCOB, TEPMUHOB, MaTepuana, KOTOPHIE BHI3BIBAIOT
TPYIHOCTH, IIOMCK OTBETOB B pPEKOMEHAyeMOW Jureparype. Ecmm
CaMOCTOSITENILHO HE yAaeTcs pa3o0paTbcs B Marepuale, HEeoOXOAMMO
chopMyIMpOBaTh BOMPOC W 33JaTh MPEMOJABATEI0 HA JICKIUU WA Ha
MPaKTUYECKOM 3aHSTUH.




JlaGopaTtopHas
paborta

JIabopaTopHble pabOTHI MO3BOJSIOT HAYYUTHCS MPUMEHSITh TEOPETHYECKHE
3HAHWS, NOJTYYEHHbIC HA JICKIIUU MIPU PEIICHUN KOHKPETHBIX 3a/1a4. YToObI
HanOoyee panMOHANFHO M TIOJHO HCIIOJIb30BaTh BCE BO3MOXHOCTH
7a00paTOPHBIX AJIS MOATOTOBKM K HUM HEOOXOJUMO: CIIEAyeT pa3o0paTh
JEKIMIO TI0 COOTBETCTBYIOIEH TeMe, 03HAKOMHUTCS C COOTBETCTBYIOLIUM
pa3genoM yueOHHKA, NpopadboOTaTh JOMOJHUTEIBHYIO JIUTEpaTypy u
UCTOYHHUKH, PEIIUTH 331a49H U BBIIOJIHUTH JPYrUe MUCbMEHHbIC 3a/1aHUsL.

CamMocTosTenpHast
paborta

CamocrosTenbHas paboTa CTyIEHTOB CIIOCOOCTBYET IIyOOKOMY YCBOEHUS
yqeOHOro Marepuaja W  Pa3BUTHIO HABBIKOB  CaMOOOpa30BaHMS.
CamocrosTenbHas paboTa THpeAroyiaraeT CieIylollue COCTaBIAIONINE: -
pabora ¢ TekcTaMu: y4eOHHKaMH, CIPAaBOYHUKAMH, JOTIOJTHUTEIbHON
JUTEPATYPOH, a TAaK)Ke MPOPabOTKa KOHCIIEKTOB JICKITUH; -

BBINOJIHEHHUE JIOMAIIHUX 33JaHUI U PAaCUETOB;

- paboTa HaJl TeMaMU JIJIsl CAMOCTOSITEIBHOTO U3YUCHHUS;

- ydacTHe B pabOTe CTyIEHUYECKUX HayYHBIX KOH(pEPEHIIHH,
OJIUMITHA]T; - IOJrOTOBKA K TIPOMEXYTOYHON aTTeCTalllu.

Iloarororka k
IIPOMEKYTOUHON
aTTecTaluu

l'oToBUTBCS K MPOMEKYTOUHOM ATTECTAI[MU CIIEAYET CHUCTEMAaTUYECKH, B
TeYeHue Bcero ceMmectpa. IHTeHCHBHAs MOJArOTOBKA JOJKHA HAYaThCsl HE
MO3/HEE, YEM 3a MECSI-TIOJATOopa 0 MPOMEXKYTOUHOU arTectanuu. JlaHHbIe
nepes 9K3aMEeHOM, SK3aMEHOM TpU JHS 3P QPEeKTUBHEE BCETO HCIOIb30BaTh
JUISI IOBTOPEHUS M CUCTEMaTH3alliy MaTepuana.
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